Single Audit Report

For the Year Ended June 30, 2008

Office of the State Auditor
Beth A. Wood, CPA
State Auditor

State of North Carolina



STATE OF
NORTH CAROLINA

SINGLE
AUDIT
REPORT

2008

OFFICE OF THE STATE AUDITOR

BETH A. WOOD, CPA
STATE AUDITOR






STATE OF NORTH CAROLINA

TABLE OF CONTENTS

TRANSMITTAL ottt ettt ettt te s b et et e s be e et e e b e seeEeebese et e ebe e et e ebe e eteebe e eteebesaeteabeseeteabeneeteebeneas 1
AUDITOR’S SECTION
Report on Internal Control Over Financial Reporting and on Compliance and Other
Matters Based on an Audit of Financial Statements Performed in Accordance With
Government AUditing STANAITS ...........oviiiiiiici bbb 5
Report on Compliance With Requirements Applicable to Each Major Program and on
Internal Control Over Compliance in Accordance With OMB Circular A-133..........cccoceiieveieiieieeeennen, 9
Schedule of Findings and QUESTIONEA COSES.......ccuviiiiieieeieeeiere e e e et re e e eneeseesresreenes 15
AUDITEE’S SECTION
Schedule of Expenditures of FEAeral AWAITS............coviriiiiriiise e 187
SUIMIMIBIY .ttt ettt ettt etttk e bt ekt e et et e e h e e e b £ e b £ 22 k£ 2 s b e eR b e eE e A E 22 A E e e eEe 4R b e £ Re e e he e ehe £ bt e mbees b e esbenbeesbeesbeenbeannas 188
[ - V| OSSOSO PRTPTSRPRPRPRN 199
YA L A0 T o3RS 279
Notes to the Schedule of Expenditures of Federal AWardS............ccciviiiiriiiiineiieeese e 380
Summary Schedule of Prior AUt FINAINGS ....c.ooiiiiiiiie e see e 383

(000 =101 (A VI ANt o a1 d P o TR 437






North Carolina
Office of the State Auditor

Our Mission and Our Commitment

The critical mission of the Office of the State Auditor is to provide North Carolina citizens and state
leadership with independent, unbiased and professional assessments of the State’s fiscal accountability
and public program performance. In difficult economic times, that critical mission can provide insight
into ways to operate government more efficiently.

The Office of the State Auditor’s mission is accomplished by conducting thorough audits and
investigations by a highly competent and professional staff that result in useful and practical
recommendations to improve services provided by North Carolina state government.

This office will always strive for the highest standards in professional conduct, independence and
integrity as we pursue our mission. If we find inefficiency, waste or abuse, we will report on it
without apology because our ultimate responsibility is to the citizens and taxpayers of North Carolina.

oo A vad

Beth A. Wood, CPA
State Auditor
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March 26, 2009

The Honorable Beverly E. Perdue, Governor
The General Assembly of North Carolina

We are pleased to submit the Single Audit Report for the State of North Carolina for the fiscal year
ended June 30, 2008. The audit was conducted in accordance with standards contained in Government
Auditing Standards issued by the Comptroller General of the United States, the requirements of the
Single Audit Act Amendments of 1996, and the provisions of the Office of Management and Budget
Circular A-133, Audits of States, Local Governments, and Non-Profit Organizations.

This Single Audit Report reflects federal awards of $15 billion. This report includes significant
deficiencies and material weaknesses in internal control relating to major federal programs and
instances of noncompliance, including several that we believe constitute material noncompliance, that
meet the criteria of OMB Circular A-133.

The North Carolina Comprehensive Annual Financial Report for the fiscal year ended
June 30, 2008 has been issued in a separate report by the Office of the State Controller. In accordance
with Government Auditing Standards, we are issuing our report on our consideration of the State of
North Carolina’s internal control over financial reporting and our tests of its compliance with certain
provisions of laws, regulations, contracts, and grant agreements that have an effect on the financial
statements.

The significant deficiencies in internal control and instances of noncompliance arising from our audit
are described in the Schedule of Findings and Questioned Costs.

We wish to acknowledge the assistance of the North Carolina Office of the State Controller and the
cooperation of other state agencies, community colleges, and universities in the preparation of this
report.

Respectfully submitted,

oo A vad

Beth A. Wood, CPA
State Auditor
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STATE OF NORTH CAROLINA

Office of the State Auditor

2 S. Salisbury Street
20601 Mail Service Center
Raleigh, NC 27699-0601
Telephone: (919) 807-7500
Fax: (919) 807-7647
Internet
State Auditor http://www.ncauditor.net

REPORT ON INTERNAL CONTROL OVER FINANCIAL REPORTING AND ON
COMPLIANCE AND OTHER MATTERS BASED ON AN AUDIT OF
FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE WITH
GOVERNMENT AUDITING STANDARDS

The Honorable Beverly E. Perdue, Governor
The General Assembly of North Carolina

We have audited the financial statements of the governmental activities, the business-type activities,
the aggregate discretely presented component units, each major fund, and the aggregate remaining
fund information of the State of North Carolina as of and for the year ended June 30, 2008 (not
presented herein), which collectively comprise the State’s basic financial statements, and have issued
our report thereon dated December 8, 2008. Our report was modified to include a reference to other
auditors.

As discussed in Note 22 to the financial statements, the State of North Carolina implemented
Governmental Accounting Standards Board Statement No. 45 - Accounting and Financial Reporting
by Employers for Postemployment Benefits Other Than Pensions, Statement No. 48 - Sales and
Pledges of Receivables and Future Revenues and Intra-Entity Transfers of Assets and Future
Revenues, and Statement No. 50 - Pension Disclosures (an amendment of Statements No. 25 and 27),
during the year ended June 30, 2008.

We conducted our audit in accordance with auditing standards generally accepted in the United States
of America and the standards applicable to financial audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States. Other auditors audited the
financial statements of the North Carolina State Lottery Fund, the North Carolina Housing Finance
Agency, the State Education Assistance Authority, the University of North Carolina System —
University of North Carolina Health Care System — Rex Healthcare, and the cash basis claims and
benefits of the State Health Plan, as described in our report on the State of North Carolina’s financial
statements. This report includes our consideration of the results of the other auditors’ testing of
internal control over financial reporting or compliance and other matters that are reported on
separately by those auditors. However, this report, insofar as it relates to the results of the other
auditors, is based solely on the reports of the other auditors. The financial statements of the University
of North Carolina System — University of North Carolina Health Care System — Rex Healthcare were
not audited in accordance with Government Auditing Standards. As of the date of our report on the
financial statements of the State of North Carolina, the financial statements of the State Education
Assistance Authority were not audited in accordance with Government Auditing Standards; however,
subsequent to that date, an audit in accordance with Government Auditing Standards was completed.

Internal Control Over Financial Reporting

In planning and performing our audit, we considered the State of North Carolina’s internal control
over financial reporting as a basis for designing our auditing procedures for the purpose of expressing
our opinion on the financial statements, but not for the purpose of expressing an opinion on the
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effectiveness of the State’s internal control over financial reporting. Accordingly, we do not express
an opinion on the effectiveness of the State’s internal control over financial reporting.

Our consideration of internal control over financial reporting was for the limited purpose described in
the preceding paragraph and would not necessarily identify all deficiencies in internal control over
financial reporting that might be significant deficiencies or material weaknesses. However, as
discussed below, we identified certain deficiencies in internal control over financial reporting that we
consider to be significant deficiencies.

A control deficiency exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements on a timely basis. A significant deficiency is a control deficiency, or combination of
control deficiencies, that adversely affects the State’s ability to initiate, authorize, record, process, or
report financial data reliably in accordance with generally accepted accounting principles such that
there is more than a remote likelihood that a misstatement of the State’s financial statements that is
more than inconsequential will not be prevented or detected by the State’s internal control. Significant
deficiencies are described in Section Il, Financial Statement Findings, of the accompanying Schedule
of Findings and Questioned Costs.

A material weakness is a significant deficiency, or combination of significant deficiencies, that results
in more than a remote likelihood that a material misstatement of the financial statements will not be
prevented or detected by the State’s internal control.

Our consideration of the internal control over financial reporting was for the limited purpose described
in the first paragraph of this section and would not necessarily identify all deficiencies in the internal
control that might be significant deficiencies and, accordingly, would not necessarily disclose all
significant deficiencies that are also considered to be material weaknesses. However, we believe that
none of the significant deficiencies identified in Section Il, Financial Statement Findings, of the
accompanying Schedule of Findings and Questioned Costs, to be material weaknesses.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the State of North Carolina’s basic financial
statements are free of material misstatement, we performed tests of its compliance with certain
provisions of laws, regulations, contracts, and grant agreements, noncompliance with which could
have a direct and material effect on the determination of financial statement amounts. However,
providing an opinion on compliance with those provisions was not an objective of our audit, and
accordingly, we do not express such an opinion. The results of our tests disclosed instances of
noncompliance or other matters that are required to be reported under Government Auditing Standards
and which are described in Section Il, Financial Statement Findings, of the accompanying Schedule of
Findings and Questioned Costs.

We noted certain matters that we reported to management of organizations within the State of North
Carolina in separate letters.

The State of North Carolina’s responses to the findings identified in our audit are described in Section
Il, Financial Statement Findings, of the accompanying Schedule of Findings and Questioned Costs.
We did not audit the State’s responses and, accordingly, we express no opinion on them.
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This report is intended solely for the information and use of the Governor, the General Assembly, the
State Controller, management and staff of organizations within the State of North Carolina reporting
entity, and federal awarding agencies and pass-through entities and is not intended to be and should
not be used by anyone other than these specified parties.

oo A vad

Beth A. Wood, CPA
State Auditor

December 8, 2008
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REPORT ON COMPLIANCE WITH REQUIREMENTS
APPLICABLE TO EACH MAJOR PROGRAM AND ON INTERNAL CONTROL
OVER COMPLIANCE IN ACCORDANCE WITH OMB CIRCULAR A-133

The Honorable Beverly E. Perdue, Governor
The General Assembly of North Carolina

Compliance

We have audited the compliance of the State of North Carolina with the types of compliance
requirements described in the OMB Circular A-133 Compliance Supplement that are applicable to
each of its major federal programs for the year ended June 30, 2008. The State of North Carolina’s
major federal programs are identified in the summary of auditor’s results section of the accompanying
schedule of findings and questioned costs. Compliance with the requirements of laws, regulations,
contracts, and grants applicable to each of its major federal programs is the responsibility of the State
of North Carolina’s management. Our responsibility is to express an opinion on the State of North
Carolina’s compliance based on our audit.

The State of North Carolina arranges with local government social services agencies to perform the
“intake function” to determine eligibility for the following major programs: Medicaid Cluster,
Temporary Assistance for Needy Families, Foster Care-Title IV-E, Special Supplemental Nutrition
Program for Women, Infants and Children, Low-Income Home Energy Assistance, Adoption
Assistance, and the State’s Children’s Insurance Program. We designated these programs to be
audited as major programs at certain local governments by their local government auditors. The
results of these audits were furnished to us, and our opinion, insofar as it relates to the intake function
for these programs, is based on the other auditors’ results. We did not audit the claims paid by the
State’s Children Insurance Program. Other auditors tested these claims. The results of these audits
were furnished to us, and our opinion, insofar as it relates to the claims paid, is based on the other
auditor’s results.

The State of North Carolina’s financial reporting entity includes the operations of the State Education
Assistance Authority and the North Carolina Housing Finance Agency. These agencies reported
$3.16 billion and $169 million, respectively, in federal awards that are not included in the Schedule of
Expenditures of Federal Awards during the year ended June 30, 2008. Our audit, described below, did
not include the operations of the State Education Assistance Authority and the North Carolina
Housing Finance Agency because these agencies engaged other auditors to perform an audit in
accordance with OMB Circular A-133.

We conducted our audit of compliance in accordance with auditing standards generally accepted in the
United States of America; the standards applicable to financial audits contained in Government
Auditing Standards, issued by the Comptroller General of the United States; and OMB Circular A-
133, Audits of States, Local Governments, and Non-Profit Organizations. Those standards and OMB
Circular A-133 require that we plan and perform the audit to obtain reasonable assurance about
whether noncompliance with the types of compliance requirements referred to above that could have a
direct and material effect on a major federal program occurred. An audit includes examining, on a test
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basis, evidence about the State of North Carolina’s compliance with those requirements and
performing such other procedures as we considered necessary in the circumstances. We believe that
our audit and the reports of the other auditors provide a reasonable basis for our opinion. Our audit
does not provide a legal determination of the State of North Carolina’s compliance with those
requirements.

As described in the accompanying schedule of findings and questioned costs, the State of North
Carolina did not comply with several compliance requirements that are applicable to several of its
major federal programs, as follows:

Finding Type of Compliance
Number Requirement CFDA Major Federal Program
08-SA-6 Subrecipient Monitoring 10.557  Special Supplemental Nutrition Program for
Women, Infants, and Children
08-SA-20 Reporting 17.207 Employment Service/ Wagner-Peyser Funded
Activities
08-SA-21 Reporting 17.225 Unemployment Insurance
08-SA-24 Reporting 17.801 Disabled Veterans’ Outreach Program
(DVOP)
08-SA-26 Reporting 17.804 Local Veterans” Employment Representative
Program
08-SA-76 Reporting 84.268 Federal Direct Student Loans

08-SA-T77 Procurement and Suspension  84.365 English Language Acquisition Grants
and Debarment

08-SA-79 Procurement and Suspension 84.366 Mathematics and Science Partnerships
and Debarment

08-SA-82 Reporting 84.375 Academic Competiveness Grants

08-SA-86 Reporting 84.376 National Science and Mathematics Access to
Retain Talent (SMART) Grants

08-SA-96 Special Tests and Provisions  93.563 Child Support Enforcement
08-SA-121  Special Tests and Provisions  93.778 Medical Assistance Program

08-SA-124  Matching, Level of Effort, 93.917 HIV Care Formula Grants
Earmarking

08-SA-126  Period of Availability of 93.917 HIV Care Formula Grants
Federal Funds

08-SA-135  Special Tests and Provisions  97.067 Homeland Security Grant Program

Compliance with such requirements is necessary, in our opinion, for the State of North Carolina to
comply with the requirements applicable to those programs.

In our opinion, based on our audit and the work of other auditors described above, except for the

noncompliance described in the preceding paragraphs, the State of North Carolina complied, in all
material respects, with the requirements referred to above that are applicable to each of its major

10
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federal programs for the year ended June 30, 2008. The results of our auditing procedures also
disclosed other instances of noncompliance with those requirements, which are required to be reported
in accordance with OMB Circular A-133 and which are described in the accompanying schedule of
findings and questioned costs in audit findings 08-SA-4, 08-SA-34, 08-SA-35, 08-SA-45, 08-SA-47,
08-SA-48, 08-SA-49, 08-SA-50, 08-SA-54, 08-SA-58, 08-SA-60, 08-SA-65, 08-SA-66, 08-SA-67,
08-SA-68, 08-SA-69, 08-SA-74, 07-SA-75, 08-SA-91, 08-SA-92, 08-SA-107, 08-SA-111, 08-SA-
113, 08-SA-115, 08-SA-117, 08-SA-118, and 08-SA-123.

Internal Control Over Compliance

The management of the State of North Carolina is responsible for establishing and maintaining
effective internal control over compliance with the requirements of laws, regulations, contracts, and
grants applicable to federal programs. In planning and performing our audit, we considered the State
of North Carolina’s internal control over compliance with the requirements that could have a direct
and material effect on a major federal program in order to determine our auditing procedures for the
purpose of expressing our opinion on compliance, but not for the purpose of expressing an opinion on
the effectiveness of internal control over compliance. Accordingly, we do not express an opinion on
the effectiveness of the State of North Carolina’s internal control over compliance.

Our consideration of internal control over compliance was for the limited purpose described in the
preceding paragraph and would not necessarily identify all deficiencies in the entity’s internal control
that might be significant deficiencies or material weaknesses as defined below. However, as discussed
below, we identified certain deficiencies in internal control over compliance that we consider to be
significant deficiencies and others that we consider to be material weaknesses.

A control deficiency in an entity’s internal control over compliance exists when the design or
operation of a control does not allow management or employees, in the normal course of performing
their assigned functions, to prevent or detect noncompliance with a type of compliance requirement of
a federal program on a timely basis. A significant deficiency is a control deficiency, or combination of
control deficiencies, that adversely affects the entity’s ability to administer a federal program such that
there is more than a remote likelihood that noncompliance with a type of compliance requirement of a
federal program that is more than inconsequential will not be prevented or detected by the entity’s
internal control. We consider the deficiencies in internal control over compliance described in the
accompanying schedule of findings and questioned costs as items 08-SA-1, 08-SA-2, 08-SA-3, 08-
SA-5, 08-SA-7, 08-SA-8, 08-SA-9, 08-SA-10, 08-SA-11, 08-SA-12, 08-SA-13, 08-SA-14, 08-SA-15,
08-SA-16, 08-SA-17, 08-SA-18, 08-SA-19, 08-SA-22, 08-SA-23, 08-SA-25, 08-SA-27, 08-SA-28,
08-SA-29, 08-SA-30, 08-SA-31, 08-SA-32, 08-SA-33, 08-SA-34, 08-SA-35, 08-SA-36, 08-SA-37,
08-SA-38, 08-SA-39, 08-SA-40, 08-SA-41, 08-SA-42, 08-SA-43, 08-SA-44, 08-SA-45, 08-SA-46,
08-SA-47, 08-SA-48, 08-SA-49, 08-SA-50, 08-SA-51, 08-SA-52, 08-SA-53, 08-SA-54, 08-SA-55,
08-SA-56, 08-SA-57, 08-SA-58, 08-SA-59, 08-SA-61, 08-SA-62, 08-SA-63, 08-SA-64, 08-SA-65,
08-SA-66, 08-SA-67, 08-SA-68, 08-SA-69, 08-SA-70, 08-SA-71, 08-SA-72, 08-SA-73, 08-SA-78,
08-SA-80, 08-SA-81, 08-SA-83, 08-SA-84, 08-SA-85, 08-SA-87, 08-SA-88, 08-SA-89, 08-SA-90,
08-SA-91, 08-SA-93, 08-SA-94, 08-SA-95, 08-SA-97, 08-SA-98, 08-SA-99, 08-SA-100, 08-SA-101,
08-SA-102, 08-SA-103, 08-SA-104, 08-SA-105, 08-SA-106, 08-SA-107, 08-SA-108, 08-SA-109, 08-
SA-110, 08-SA-111, 08-SA-112, 08-SA-113, 07-SA-114, 08-SA-115, 08-SA-116, 08-SA-117, 08-SA-
119, 08-SA-120, 08-SA-122, 08-SA-123, 08-SA-125, 08-SA-127, 08-SA-128, 08-SA-129, 08-SA-
130, 08-SA-131, 08-SA-132, 08-SA-133, and 08-SA-134 to be significant deficiencies.

A material weakness is a significant deficiency, or combination of significant deficiencies, that result
in more than a remote likelihood that material noncompliance with a type of compliance requirement
of a federal program will not be prevented or detected by the entity’s internal control. Of the
significant deficiencies in internal control over compliance described in the accompanying schedule of

11
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findings and questioned costs, we consider items 08-SA-6, 08-SA-20, 08-SA-21, 08-SA-24, 08-SA-
26, 08-SA-76, 08-SA-77, 08-SA-79, 08-SA-82, 08-SA-86, 08-SA-96, 08-SA-121, 08-SA-124, 08-SA-
126, and 08-SA-135 to be material weaknesses.

Schedule of Expenditures of Federal Awards

We have audited the financial statements of the governmental activities, the business-type activities,
the aggregate discretely presented component units, each major fund, and the aggregate remaining
fund information of the State of North Carolina, as of and for the year ended June 30, 2008, which
collectively comprise the State’s basic financial statements (not presented herein) and have issued our
report thereon dated December 8, 2008. Our report was modified to include a reference to other
auditors.

As discussed in Note 22 to the financial statements, the State of North Carolina implemented
Governmental Accounting Standards Board Statement No. 45 - Accounting and Financial Reporting
by Employers for Postemployment Benefits Other Than Pensions, Statement No. 48 - Sales and
Pledges of Receivables and Future Revenues and Intra-Entity Transfers of Assets and Future
Revenues, and Statement No. 50 - Pension Disclosures (an amendment of Statements No. 25 and 27),
during the year ended June 30, 2008.

We conducted our audit in accordance with auditing standards generally accepted in the United States
of America and the standards applicable to financial audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States. Other auditors audited the
financial statements of the North Carolina State Lottery Fund, the North Carolina Housing Finance
Agency, the State Education Assistance Authority, the University of North Carolina System -
University of North Carolina Health Care System — Rex Healthcare, and the cash basis claims and
benefits of the State Health Plan, as described in our report on the State of North Carolina’s financial
statements. The financial statements of the University of North Carolina System — University of North
Carolina Health Care System — Rex Healthcare were not audited in accordance with Government
Auditing Standards. As of the date of our report on the financial statements of the State of North
Carolina, the financial statements of the State Education Assistance Authority were not audited in
accordance with Government Auditing Standards; however, subsequent to that date, an audit in
accordance with Government Auditing Standards was completed.

Our audit was performed for the purpose of forming our opinions on the financial statements that
collectively comprise the State of North Carolina’s basic financial statements. The accompanying
Schedule of Expenditures of Federal Awards is presented for purposes of additional analysis as
required by OMB Circular A-133 and is not a required part of the basic financial statements. Such
information has been subjected to the auditing procedures applied by us and the other auditors in the
audit of the basic financial statements and, in our opinion, based on our audit and the report of other
auditors, is fairly stated in all material respects in relation to the basic financial statements taken as a
whole.

The State of North Carolina’s response to the findings identified in our audit are described in the

accompanying schedule of findings and questioned costs. We did not audit the State of North
Carolina’s response and, accordingly, we express no opinion on it.

12



STATE OF NORTH CAROLINA

This report is intended solely for the information and use of the Governor, the General Assembly, the
State Controller, management and staff of organizations within the State of North Carolina reporting
entity, and federal awarding agencies and pass-through entities and is not intended to be and should
not be used by anyone other than these specified parties.

oo A vad

Beth A. Wood, CPA
State Auditor

March 10, 2009 (except as related to the

Report on the Schedule of Expenditures of Federal Awards,
as to which the date is December 8, 2008)
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SCHEDULE OF FINDINGS AND QUESTIONED COSTS

For the Fiscal Year Ended June 30, 2008

[. SUMMaAry Of AUGITOI'S RESUILS ..ottt ettt e e e e ettt e e e e e e s s nbbbbeeeeaaeeeaannnes 17
[I. Financial Statement FINAINGS ..o 21
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o Department Of TranSPOITALION .........ocuueiiiiiiiii ettt e e s b e e e anbe e e e seneeae s 24
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e Teachers’ and State Employees’ Comprehensive Major Medical Plan............ccccooveeeieiiicciiieeeeenn, 26
lll. Federal Award Findings and QUEStIONEd COSES .....ccoiiiiiiiiiiii e e e e e e e ann s 29
®  10.551  FOOO STAMIPS. ... iittiiiiieea ettt bttt e e e e e e e et e et e e e e e e e e s s bbbt et e e e e e e e e anbbe e e e e ea e e e ahbebeeaeaaeaaan 30
e 10.557 Special Supplemental Nutrition Program for Women, Infants, and Children...................... 32
e 10.558 Child and Adult Care FOOU PrOgram..........c.ueeiiiiiieeiiiiieeeeiiieeeessiieee e siieee e sebeee e sbeeeesseeeee e 40
e 10.561 State Administrative Matching Grants for Food Stamp Program ...........ccccceeeeviiiiiiiieeeneeenn. 41
o 10.664 Cooperative FOrestry ASSISIANCE........ccuuuiiiieie e e cssr e e e e e s s e e e e e e s nnrraeeaean s 45
e 14871 Section 8 HOUSING ChOIiCE VOUCNETS .....ccciiiiiiiiiiiiii et 47
e 17.207 Employment Service / Wagner-Peyser Funded ACHVItIES ..........cccceveiiiieieiniieeeiee e, 52
o 17.225 UNemplOYyMENTt INSUIANCE .......eiiiiiiiiiiiiiiiie e ettt e e e e e e ettt e e e e e e bbb et e e e e e e e e snnbeeeeeeaean 56
o 17.245 Trade AdJUSIMENT ASSISTANCE ......cciiiiiiiiiiiie e e e e e e r e e e e e s s e e e e e e s e nnraraeeaeeean 59
e 17.801 Disabled Veterans' Outreach Program (DVOP) .......ccceiiiiiiiiiiiiiiee e 61
e 17.804 Local Veterans’ Employment Representative Program...........ccccccoouiiiiiieiiieeeesiniiiieeeeaeennn 62
o 20.106 Airport IMprovemeNnt PrOGraM .........cicuviriiireeeiesieiiiieeee e e e e s ssstnteeeeeaeeesssannneereeaeesssannnnneresann 63
e 20.205 Highway Planning and CONSIUCHION .........ccuuiiiiiiiiiiieiiiiie ettt 64
o 83.544 PuUDIIC ASSISTANCE GIaNTS......ccciiiiiiiieiiiiiie ittt ettt e et e s asbee e s sbbe e e e sb e e e ssnneeennneeens 65
e 84.007 Federal Supplemental Educational Opportunity Grants ..........ccccceeeeeviiciiiieeeeeeeeesciinineeeeeens 66
e 84.011 Migrant Education — State Grant PrOgram.........cccuueeeeieeriiiiiieieeeee e e e s ssinieeeeeee e s s snnnnneeeeeeees 74
o 84.027 Special Education — Grants t0 StAteS........ccceiiiiiiiiiiiieee i e e e s sssreee e e e e e e s s srnrreer e e e e e 75
o 84.032 Federal Family EQUCALION LOGNS ......uuviiiiiiiiiie ittt e e 76
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o 84.268 Federal DIreCt STUAENT LOANS ......uuiiiiiiiiieiiiiiie ettt st e e s ereas 103
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e 84.365 English Language ACUISITION GrantS........cccooiiiiueiiiiieia et e et ee e e aaeeeeeaa e 106
e 84.366 Mathematics and Science Partnerships ..........cooccviiiiiee i 108
o 84.375 Academic COMPELIVENESS GIaNtS.......uuuiiiiieiiiiiiiiiiieee e e s st ee e e e e s ssrrrre e e e e e e srnrnrrreeaeeees 109
e 84.376 National Science and Mathematics Access to Retain Talent (SMART) Grants................. 112
e 93.558 Temporary Assistance for Needy FamilieS.........c..ueieiiiiiiiiiiiiii e 115
e 03,563 Child SUPPOIt ENfOICEMENT. .......viiiiiiiiiiie et 121
e 93568 Low-Income Home ENergy ASSISTANCE..........uiiiiiiiiiiiiiiie ettt 128
o 03.658 Foster Care — Title IV-E .......oeoiiii e s 131
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STATE OF NORTH CAROLINA

SCHEDULE OF FINDINGS AND QUESTIONED COSTS

I. Summary of Auditor’'s Results

For the Fiscal Year Ended June 30, 2008

Financial Statements

—  Type of auditor’s report issued? Unqualified
— Internal control over financial reporting:
e Material weaknesses identified? No
e Significant deficiencies identified
that are not considered to be

material weaknesses? Yes

— Noncompliance material to financial
statements noted? No

Federal Awards
— Internal control over major programs:
¢ Material weaknesses identified? Yes

e Significant deficiencies identified
that are not considered to be

material weaknesses? Yes
e Type of auditor’s report issued on Unqualified for all major programs except
compliance for major programs? for  Special Supplemental  Nutrition

Program for Women, Infants, and
Children, Employment Service/ Wagner-
Peyser Funded Activities, Unemployment
Insurance, Disabled Veterans’ Outreach
Program (DVOP), Local Veterans'
Employment Representative Program,
Federal Direct Student Loans, English
Language Acquisition Grants,
Mathematics and Science Partnerships,
Academic Competiveness Grants,
National Science and Mathematics Access
to Retain Talent (SMART) Grants, Child
Support Enforcement, Medical Assistance
Program, HIV Care Formula Grants, and
Homeland Security Grant Program which

is qualified.
— Any audit findings disclosed that are
required to be reported in accordance
with section 510(a) of Circular A-133? Yes
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STATE OF NORTH CAROLINA

SCHEDULE OF FINDINGS AND QUESTIONED COSTS

I. Summary of Auditor’'s Results

For the Fiscal Year Ended June 30, 2008

— Identification of major programs:

CFDA
Number Name of Federal Program or Cluster

Child Nutrition Cluster

Disability Insurance/SSI Cluster

Employment Services Cluster

Food Stamp Cluster

Highway Planning and Construction Cluster

Homeland Security Cluster

Medicaid Cluster

Special Education Cluster

Student Financial Assistance Cluster
10.557 Special Supplemental Nutrition Program for Women, Infants, and Children
10.558 Child and Adult Care Food Program
10.664 Cooperative Forestry Assistance

14.871 Section 8 Housing Choice Vouchers

16.738 Edward Byrne Memorial Justice Assistance Grant Program
17.225 Unemployment Insurance

17.245 Trade Adjustment Assistance

20.106 Airport Improvement Program

66.458 Capitalization Grants for Clean Water State Revolving Funds

66.468 Capitalization Grants for Drinking Water State Revolving Funds
83.544 Public Assistance Grants

84.011 Migrant Education State Grant Program

84.126 Rehabilitation Services — Vocational Rehabilitation Grants to States

84.365 English Language Acquisition Grants

84.366 Mathematics and Science Partnerships
93.268 Immunization Grants

93.558 Temporary Assistance for Needy Families
93.563 Child Support Enforcement

93.568 Low-Income Home Energy Assistance

93.658 Foster Care — Title IV-E
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STATE OF NORTH CAROLINA

SCHEDULE OF FINDINGS AND QUESTIONED COSTS
I. Summary of Auditor’'s Results

For the Fiscal Year Ended June 30, 2008

CFDA
Number Name of Federal Program or Cluster (continued)

93.659 Adoption Assistance
93.667 Social Services Block Grant

93.767 State Children's Insurance Program

93.917 HIV Care Formula Grants

93.959 Block Grants for Prevention and Treatment of Substance Abuse
97.036 Disaster Grants - Public Assistance (Presidentially Declared Disasters)

— Dollar threshold used to distinguish
between type A and type B programs? $ 30,000,000

— Auditee qualified as low-risk auditee? No
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STATE OF NORTH CAROLINA

SCHEDULE OF FINDINGS AND QUESTIONED COSTS

Il. Financial Statement Findings

For the Fiscal Year Ended June 30, 2008

The following findings and recommendations resulted from our audit of the basic financial statements of the
State of North Carolina. Each finding is referenced with a two-digit number representing the fiscal year, a
“FS” to indicate that it is a financial statement finding, and a sequential humber. Each finding is also
categorized by type as described below:

Prior Year Finding

A finding presented in the prior year Single Audit Report that affected the current year audit of the basic
financial statements.

Cateqory of Internal Control Weakness

If the finding represents a current year weakness in internal control, one of the following designations will
appear:

e Significant Deficiency — A deficiency in internal control that adversely affects the State’s ability to
initiate, authorize, record, process, or report financial data reliably in accordance with generally
accepted accounting principles such that there is more than a remote likelihood that a misstatement
of the State’s financial statements that is more than inconsequential will not be prevented or detected
by the State’s internal control.

e Material Weakness — A significant deficiency in internal control that results in more than a remote
likelihood that a material misstatement of the financial statements will not be prevented or detected
by the State’s internal control.

Category of Noncompliance

If the finding represents a current year instance of noncompliance, one of the following designations will
appear:

e Significant Noncompliance — A finding related to fraud or illegal acts (violation of a law or
regulation) that is more than inconsequential; or a finding related to significant violations of contract
or grant award provisions.

e Material Noncompliance — Violation of contract provision or grant agreement or abuse (misuse of
authority or position for personal financial interests or those of an immediate or close family member
or business associate) that has a material effect on the determination of a financial statement
amount or other financial data that is significant to the audit.
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STATE OF NORTH CAROLINA

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Il. Financial Statement Findings

For the Fiscal Year Ended June 30, 2008

Type of Finding

Findings and Recommendations

08-FS-1

Prior Year
Finding

Significant
Deficiency

Deficiencies in Financial Reporting Process

During our audit of the North Carolina Department of Health and Human
Services, we identified the following misstatements in the information reported
to the Office of the State Controller for inclusion in the State’s financial
statements:

e The Department applied the incorrect percentage rate in calculating the
county share of the local governmental receivable applicable to the
Medicaid claims payable. Legislation reduced the county share of the
nonfederal costs from 15 percent to 7.5 percent effective July 1, 2008.
By using the old rate, the Department overstated the receivable account
by $21 million.

e The fund balance worksheet submitted to the Office of the State
Controller contained errors. Errors included identifying $1.2 million of
restricted funds as unrestricted, $76 million of internally designated
funds as undesignated, and $48.5 million of internally designated funds
as reserved funds. In addition, the restricted fund balance was
overstated by $2.3 million because the valuation was based only on the
pooled cash balance amounts rather than the actual fund balance
amounts.

As the Department is responsible for the fair presentation of its financial
statements, it is essential that effective internal control over financial reporting
be established to provide reasonable assurance regarding the reliability of
financial reporting and the preparation of financial statements.

Recommendation: The Department should continue to enhance internal
control procedures over the year-end reporting process to ensure that financial
statements are free of material misstatements.

Agency Response: The local government receivable has been consistently
calculated during the CAFR process each year. However, unaware of the new
rate for the county share effective July 1, 2008 set by the General Assembly,
the Branch calculated the receivable at the old rate. We will increase controls
by communicating more frequently with the Division of Medical Assistance to
ensure the correct rates are used when accruing the Medical Claims Payable
NCAS entries.

Every effort is made to identify fund balance information prior to the CAFR
submission date; however, due to the size and complexity of the Department,
some information is not received by the August 31 submission date. The fund
balance worksheet was corrected by the Department as additional fund
information was received after the August 31 submission date and errors were
noted by the auditors. The adjustments were made by the Office of the State
Controller on December 4, 2008. We will continue to improve our procedures
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STATE OF NORTH CAROLINA

DEPARTMENT OF HEALTH AND HUMAN SERVICES (continued)

Il. Financial Statement Findings

For the Fiscal Year Ended June 30, 2008

Type of Finding

Findings and Recommendations

to identify funds for proper financial statement classification in a timelier
manner. Activities that will be considered for implementation include a fund
authority worksheet that captures key information for each fund including
restricted, unrestricted and internally designated/unrestricted status and a
second party review of all fund balance classifications.
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STATE OF NORTH CAROLINA

DEPARTMENT OF TRANSPORTATION

Il. Financial Statement Findings

For the Fiscal Year Ended June 30, 2008

Type of Finding

Findings and Recommendations

08-FS-2

Prior Year
Finding

Significant
Deficiency

Year- End Financial Reporting Process Did Not Identify All Liabilities

The Department’s method to identify liabilities at year-end did not discover all
outstanding obligations. Therefore, liability and expenditure account balances
submitted for inclusion in the State’s Comprehensive Annual Financial Report
were understated, a condition that has been reported in previous years. While
the condition continues to exist, the Department continued to improve its
process this year.

The Department had recorded over $240 million in accounts payable for the
Highway Fund and over $61 million for the Highway Trust Fund at year-end.
Upon review of a sample of expenditures subsequent to year-end, we
identified four payments totaling $2.5 million for the Highway Fund, and
$1.8 million for the Highway Trust Fund, in unrecorded liabilities.

The Office of the State Controller's expenditure recognition policy states that
expenditures should be recognized if the amount due is determined by July 31
and the services were received by June 30. The policy further states that
judgment and materiality should be applied to items received after the July 31
cutoff. Although the payments for the unrecorded liabilities noted above were
not made until after July 31, 2008, the invoices had been received by the
Department prior to that date and thus could have been included in the
reported amount.

Recommendation: The Department should continue it its efforts to capture all
liabilities at year-end and effectively implement procedures to achieve
accurate financial reporting.

Agency Response: The Department did not include $4.3 million in outstanding
obligations for FY 2007-2008. These items were contract and grant payments
that were paid after the year-end accrual process was completed. The total
audit finding is 1.4 percent of the total outstanding accounts payable accruals
($301 million) and less than 1 percent of total outstanding obligation accruals
($486.7 million). Due to the lack of materiality, no audit adjustment to the final
CAFR statements was required.

The Department will continue to emphasize to its staff the importance of all

bills being submitted to accounting on a timely basis for inclusion in the
accrued liabilities.
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STATE OF NORTH CAROLINA

OFFICE OF THE STATE CONTROLLER

Il. Financial Statement Findings

For the Fiscal Year Ended June 30, 2008

Type of Finding

Findings and Recommendations

08-FS-3

Significant
Deficiency

Significant
Noncompliance

Payroll Disbursing Accounts Not Reconciled Timely

The Office of the State Controller did not complete monthly reconciliations of
their payroll disbursing accounts in a timely manner. This increases the risk
that a misstatement in the State of North Carolina’s financial statements could
go undetected and uncorrected.

During our audit, we noted the Office of the State Controller implemented a
new payroll system, BEACON, in January 2008. Lack of adequate controls
and review processes in the new system resulted in the reconciliations of the
February — June 2008 BEACON payroll disbursing account statements not
being finalized until September 2008. Accordingly, outstanding items were not
identified, researched and corrected in a timely manner. In addition, the
reconciliations of the January 2008 and June 2008 central payroll disbursing
account statements were not performed within 15 days of the statement date.

North Carolina Administrative Code (Section 20 NCAC 01C.0402) requires all
agencies to reconcile the monthly disbursing account statements within
15 days of the statement date. In addition, the Department of State Treasurer
makes account statements available on the first day of each month for the
previous month and requires agencies to verify that reconciliations have been
performed.

Recommendation: The Office of State Controller should establish procedures
to ensure that payroll disbursing accounts are properly reconciled each month.
Adequate reconciliation procedures include promptly investigating and
resolving outstanding items as well as establishing the appropriate level of
management review and approval.

Agency Response: This Office agrees with this finding and is implementing
procedures to ensure bank statements are reconciled more timely.
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STATE OF NORTH CAROLINA

TEACHERS' AND STATE EMPLOYEES' COMPREHENSIVE MAJOR MEDICAL PLAN

Il. Financial Statement Findings

For the Fiscal Year Ended June 30, 2008

Type of Finding

Findings and Recommendations

08-FS-4

08-FS-5

Prior Year
Finding

Significant
Deficiency

Significant
Deficiency

Deficiencies in Financial Reporting

During our audit of the Plan, we identified errors in determining year-end
journal entries that resulted in misstatements in the financial statements.
Misstatements noted in our audit included:

e Claims and benefits expense was understated by $37 million. The
Plan did not verify the completeness of information provided by the
claims processing contractor to the actuary for use in estimating the
incurred but unpaid claims as of June 30, 2008.

e Administrative expenses were incorrectly recorded as claims and
benefits expense, resulting in claims and benefits expense being
overstated and administrative expense being understated by
$25 million.

Recommendation: Plan management should enhance internal control over
year-end journal entries to ensure that the financial statements are complete
and accurate.

Agency Response: The Plan agrees with the audit findings. Year end
procedures will be improved to ensure accrual amounts are recorded correctly
and account for any prior year adjustments.

Regarding the first bullet point, the Plan will continue to work with the
consulting actuary and the CPC to ensure the claims information provided to
our actuary for the purposes of preparing the estimated year end liability
associated with incurred but unpaid claims is complete.

The misstatement referenced in the second bullet point was the result of the
Plan’s attempt to properly classify administrative expenses. However in doing
so, the Plan overlooked a prior year adjustment which resulted in the
misstatement. The Plan will ensure that all administrative expenses are
correctly classified in the future.

Incorrect Health Insurance Claims Paid

The private accounting firm engaged to audit health insurance claims paid by
the Plan’s claims processing contractor noted a number of errors. A summary
of the errors is presented below:

e The firm examined a sample of 504 HealthChoice claims and
identified 13 errors, nine overpayments and four underpayments. The
erroneous overpayments totaled $58,041, with the federal share of
$43,531 considered to be federal questioned costs. The total
underpayments identified totaled $839. The projected total payment
error amount is $2,954,154.
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STATE OF NORTH CAROLINA

TEACHERS’ AND STATE EMPLOYEES' COMPREHENSIVE MAJOR MEDICAL PLAN (continued)

Il. Financial Statement Findings

For the Fiscal Year Ended June 30, 2008

Type of Finding

Findings and Recommendations

e The firm examined a sample of 900 Preferred Provider Organization
claims and identified eight errors, seven overpayments and one
underpayment. The erroneous overpayments totaled $160,087. The
underpayment amount was $95. The firm projected a total payment
error amount of $28,715,402.

Federal Award Information: The review for HealthChoice claims included
federal grant awards 05-0705NC5021 and 05-0805NC5021 for the federal
fiscal years ending September 30, 2007 and 2008, respectively.

Recommendation: Plan management should continue its efforts to ensure that
the claims processing contractor accurately processes all health insurance
claims. Additionally, the Plan should ensure the appropriate actions are taken
to correct the claim payment errors identified above.

Agency Response: The Plan will continue to work with our Claims Processing
Contractor (CPC) to ensure claims are processed accurately and in
accordance with federal and state guidelines and procedures. Our CPC has
taken the appropriate actions to correct the errors identified in the audit for
both the Plan and NC Health Choice. Applicable overpayments have been
requested and received.
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STATE OF NORTH CAROLINA

SCHEDULE OF FINDINGS AND QUESTIONED COSTS

lll. Federal Award Findings and Questioned Costs

For the Fiscal Year Ended June 30, 2008

The following findings, recommendations, and questioned costs are the results of the single audit of the
State of North Carolina for the fiscal year ended June 30, 2008. Each finding is referenced with a two-digit
number representing the fiscal year audited, a “SA” to indicate that it is a single audit finding, and a
sequential number. The findings are presented by federal program and are classified according to federal
and state department, type of compliance requirement, category of internal control weakness, and category
of noncompliance. Findings included in this section are related to major programs.

Category of Internal Control Weakness

If the finding represents a weakness in internal control, one of the following designations will appear:

e Significant Deficiency — A significant deficiency is a control deficiency, or combination of control
deficiencies, that adversely affects the entity’s ability to administer a federal program such that there
is more than a remote likelihood that noncompliance with a type of compliance requirement of a
federal program that is more than inconsequential will not be prevented or detected by the entity’s
internal control.

e Material Weakness — A material weakness in internal control over compliance is a significant
deficiency, or combination of significant deficiencies, that results in more than a remote likelihood
that material noncompliance with a type of compliance requirement of a federal program will not be
prevented or detected by the entity’s internal control.

Category of Noncompliance Findings

If the finding represents an instance of noncompliance, one of the following designations will appear:

e Material Noncompliance — A finding related to a major federal program which discusses conditions
representing noncompliance with federal laws, regulations, contracts, or grants, the effects of which
have a material effect in relation to a type of compliance requirement or audit objective identified in
OMB Circular A-133 Compliance Supplement.

e Questioned Cost Finding — A finding which discusses known or likely questioned costs that are
greater than $10,000 for a type of compliance requirement, unless the conditions giving rise to the
guestioned costs are otherwise reported as a material noncompliance finding.
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STATE OF NORTH CAROLINA

10.551

FOOD STAMPS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Agriculture

N.C. Department of Health and Human Services
For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-1

Special Tests
and Provisions:

Inadequate Control Over User Access to the Food Stamps Financial and
Benefits Systems

Significant
Deficiency

We identified deficiencies in the Department’s oversight and management of
employee access to the Food Stamp Information System (FSIS) and the
Electronic Benefit Transfer Information System (EBTIS). Improper access to
computer systems can result in both intentional and unintentional security
breaches.

FSIS is used in determining financial eligibility, generating client notices,
tracking recipient claims, and producing management reports for the food
stamps program. EBTIS transfers data between FSIS and E-funds, the
contractor who distributes the electronic benefits to the food stamp clients.

In our sample of 40 users with update capabilities for both systems,
documentation of proper user access was unavailable or incomplete for 29
test items. In addition, it was noted that periodic security reviews were not
being performed for either system as required by statewide and departmental

policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #7NC400407 and
#8NC400407.

Recommendation: The Department should enhance its prescribed procedures
for documenting security access privileges for the Food Stamp financial and
benefit information systems. Periodic security reviews should be conducted to
ensure that access is restricted to authorized users and employee user access
rights should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual outlines
the responsibilities for the establishment, modification or termination of the
authorization access to the automated systems owned by the Department of
Health and Human Services. Security reviews of State systems users will be
performed two times per year. During these reviews, program management
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STATE OF NORTH CAROLINA

10.551 FOOD STAMPS (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Agriculture

N.C. Department of Health and Human Services
For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

staff will review the current listing of authorized users, as provided by the
Division of Information Resource Management, to ensure access is restricted
to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.
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STATE OF NORTH CAROLINA

10.557

SPECIAL SUPPLEMENTAL NUTRITION PROGRAM FOR WOMEN, INFANTS, AND CHILDREN

lll. Federal Award Findings and Questioned Costs

U.S. Department of Agriculture

N.C. Department of Health and Human Services
For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-2 Allowable Inadequate Control Over User Access to the Aid to County Reimbursement
Costs/Cost System
Principles:
o We identified deficiencies in the Department’s oversight and management of
ggf?c":g?cr‘; employee access to the Aid to County (ATC) reimbursement system used by

the Division of Public Health. Improper access to computer systems can
result in both intentional and unintentional security breaches that place the
confidentiality and integrity of information at risk.

ATC is a web-based system for financial authorization, reporting and
reimbursement to each local health department for each authorized activity.

Our sample of 40 users included six users that did not have authorization
documentation on file to support individuals’ access to the ATC system. In
addition, we identified three users that had multiple levels of access within the
system. Further review of their status indicated that all three should not have
had the granted access levels. In addition, documentation was not available
to support the most recent periodic reviews of user access performed at the
state or local level as required by statewide and departmental policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology
standards specify that system access be controlled and prescribe procedures
such as periodic documented reviews of users’ rights.

Federal Award Information: This finding affects grants #5NC700705,
#5NC720705, and #5NC810705.

Recommendation: The Department should enhance its procedures for
documenting security access privileges for its financial reimbursement
system. Periodic security reviews should be conducted to ensure that access
is restricted to authorized users and employee user access rights should be
systematically evaluated to ensure privileges granted are appropriate for the
necessary job requirements.

Agency Response: The Department concurs with this finding. The Division
of Public Health will coordinate with the Division of Information Resource
Management and work internally to develop a more efficient and secure
process regarding the access of the Aid-to-County Reimbursement System.
Procedures will be established to assure we have proper internal controls
regarding the process to be implemented and are in compliance with ITS
guidelines. Deficiencies in authorization documentation identified by the
auditor will be reviewed and appropriate documentation will be secured.
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STATE OF NORTH CAROLINA

10.557

SPECIAL SUPPLEMENTAL NUTRITION PROGRAM FOR WOMEN, INFANTS, AND CHILDREN

(continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Agriculture

N.C. Department of Health and Human Services
For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-3 Cash Deficiencies in Cash Management Procedures
Management:
Significant The Department did not have ade_quate controls in placr_e_to monitor cash
Deficiency balances on hand for the Special Supplemental Nutrition Program for

Women, Infants, and Children (WIC) and to ensure compliance with the
Treasury-State Agreement and Cash Management Improvement Act (CMIA).
In addition, the federal deposit and expenditure data submitted to the Office of
the State Controller (OSC) on the CMIA report contained numerous errors.

Expenditures for Breastfeeding Peer Counseling and Infrastructure were
excluded from amounts reported on the CMIA spreadsheet; however, these
amounts are subject to the same cash management requirements as other
WIC administrative costs. In addition, the Department’s federal funds section
has not been compiling a CMIA spreadsheet for WIC food expenditures, but
rather relies on OSC’s cash management calculations. We determined that
OSC's process excluded disbursements that should have been considered
and included rebate information that should not be part of the cash
management calculations.

The correct compilation of the CMIA spreadsheet is necessary to adequately
monitor WIC cash balances on hand and to ensure the timely drawdown of
federal funds. We identified instances throughout the year where the cash
balances for the WIC program either exceeded or fell short of the cash
requirements of the program.

Federal Award Information: This finding affects grants #5NC700705,
#5NC720705, and #5NC810705.

Recommendation: The Department should strengthen internal controls to
ensure that drawdowns are made in compliance with state policies and the
Treasury-State Agreement and Cash Management Improvement Act.
Controls should be designed and implemented to ensure that CMIA cash
management spreadsheets are complete and accurate in accordance with
applicable guidelines.

Agency Response: The Department concurs that improvements are needed
to adequately monitor WIC cash balances on hand and to ensure timely
drawdown of federal funds. Excessive cash balances for Nutritional Services
Administration (NSA) identified by the Auditor occurred because federal funds
designated for administration were used for food activities. The CMIA
worksheets maintained for NSA did not include the food expenditures. As a
result, the cash balances for NSA were inflated and did not properly reflect
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STATE OF NORTH CAROLINA

10.557 SPECIAL SUPPLEMENTAL NUTRITION PROGRAM FOR WOMEN, INFANTS, AND CHILDREN

(continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Agriculture

N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

that these dollars had been spent for food. Consequently, federal interest
was paid unnecessarily.

We also concur that Breastfeeding Peer Counseling and Infrastructure
deposit and expenditure activities were excluded on the CMIA worksheet.
These grants are categorized under CFDA No. 10.557; however, the grants
were treated as “not subject” to the State Treasury Agreement. The
Department will take corrective action and include the deposit and
expenditure activity for Breastfeeding Peer Counseling and Infrastructure
grants on the CMIA worksheets beginning SFY 2009. We believe that the
effect on the CMIA daily cash balances for SFY 2008 was minimal since WIC
Food and NSA grants represent more than 99% of all deposit/expenditure
activity categorized under CFDA No. 10.557. These transactions were
included on the CMIA worksheets, and the ending cash balances were
subject to federal interest liability.

The Department does not concur that CMIA spreadsheets for WIC Food were
not being prepared and sent to the Office of State Controller (OSC). The
CMIA worksheets were prepared and submitted each month in a format
designed by OSC that included all pertinent information for calculating federal
interest liability. The Auditor stated that rebate dollars should not have been
included in the federal interest calculation. The Code of Federal Regulations
Title 7 CFR 246.15 states that “State agencies will not incur an interest
liability to the Federal government on rebate funds for infant formula or other
foods, provided that all interest earned on such funds is used for program
purposes.” Interest was earned on the rebate dollars, but the Department did
not receive any interest from OSC to use for program purposes. Therefore,
the conditions stated in CFR 246.15 were not met. We believe that the rebate
dollars should have been included on the CMIA worksheets submitted each
month since the interest earned on the rebates was not applied to program
activities. The Department plans to meet with OSC to clarify and improve
procedures so the State can prevent paying federal interest on rebate dollars.

Auditor Comment: The Department’s response indicates that appropriate

processes are not in place and improved procedures need to be implemented
to address the identified deficiencies.
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STATE OF NORTH CAROLINA

10.557

SPECIAL SUPPLEMENTAL NUTRITION PROGRAM FOR WOMEN, INFANTS, AND CHILDREN

(continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Agriculture

N.C. Department of Health and Human Services
For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-4 Eligibility: Documentation Lacking in County WIC Case Files
Questioned o . . .
Cost Finding Certified Public Accountants performing the county audits tested 926 case

files for Special Supplemental Nutrition program for Women, Infants, and
Children (WIC) recipients and found deficiencies in three cases. Though no
costs were questioned by these auditors, we believe that it is likely that
questioned costs exceed $10,000 in the population. These issues are
described below:

¢ In one case file, the proof of residency and identity was not indicated as
obtained. The WIC Manual states that at the initial certification and at
each recertification, an applicant must show proof of his/her identity.

¢ In one case file, the client record did not have a signed income signature
card. Applicants must provide proof of income.

e One case file could not be located.

Federal Award Information: This finding affects grants #5NC700705,
#5NC720705, and #5NC810705.

Recommendation: The auditors recommended that the counties implement
policies to ensure that documents relating to participant eligibility are
maintained.

Agency Response: The Department concurs with this finding. A memo will
be sent to Local Agency WIC Directors and Local Health Directors reminding
them of program requirements regarding eligibility determination and
maintenance of participant files.

Note: For this item we do not believe the questioned costs exceeded $10,000
in the population. Out of the 926 records reviewed, two were missing items
and one record could not be located. The average monthly WIC benefit is
approximately $70 each month for a six month period. Eligibility is reviewed
and determined approximately every six months for the majority of
participants. The error would have been noted at the next certification and
the recertification would have followed the proper procedure.

Auditor Comment: Even though the errors noted in the sample may not result

in questioned cost over $10,000, it is likely that when projected to the entire
population, questioned cost would exceed $10,000.
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08-SA-5 Reporting: Deficiencies in Federal Financial Reporting
Significant . . L . .
Deficiency We identified deficiencies in the Department’s processes for preparing

monthly and final grant financial reports for the Special Supplemental
Nutrition Program for Women, Infants, and Children (WIC). As a result, there
is an increased risk of noncompliance with the federal reporting requirements
for program expenditures.

The preparation of the WIC Financial Management and Participation Report
(FNS-798) requires the accumulation of data from multiple departmental
accounting subsystems and fiscal agent reports. We noted errors and
inconsistencies in the reconciliation of the reported data and the supporting
documentation and accounting records. Variances were noted between the
reported food expenditures and the food instrument redemptions; reported
food expenditures and the accounting records; and reported participation
amounts and the supporting documentation.

Title 7 CFR 3016.20 provides the standards for financial management
systems including the accurate, current, and complete disclosure of financial
results of financially assisted activities.

Federal Award Information: This finding affects grants #5NC700705,
#5NC720705, and #5NC810705.

Recommendation: The Department should implement procedures to ensure
that fiscal agent reports, subsystems, and accounting records are reconciled
on a regular basis to support the preparation of accurate federal financial
reports. Appropriate documentation should be maintained to support the
components of that process.

Agency Response: The Department concurs with the finding. Discrepancies
existed in the Department’'s reconciliation of the various reports and
subsystems.  Subsequent to June 2008, the Department retroactively
reconciled to October 2007 the subsystem reports, bank statements and the
798 federal reports. Although differences exist in the North Carolina
Accounting System (NCAS), the correct expenditures were reported on the
798 federal reports. One barrier existing in the NCAS reconciliation is the
reporting of rebates. Federal reporting instructions require the reporting of
rebates when billed. The NCAS records rebates upon receipt of the money.
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08-SA-6

Subrecipient
Monitoring:

Material
Weakness

Material
Noncompliance

The Department has already begun participating in meetings to determine the
barriers related to the reconciliation process of the federal report. Additional
meetings will be held to evaluate and analyze the differences.

Monitoring of a Service Organization Needs Improvement

The Department does not have adequate monitoring procedures in place to
ensure that a fiscal agent is performing its duties in accordance with the
Special Supplemental Nutrition Program for Women, Infants, and Children
(WIC) program guidelines. As a result, there is an increased risk of
noncompliance with the federal requirements.

Title 7 CFR section 246.12(k)(1) requires the state agency to design and
implement a system to review food instruments submitted by vendors for
redemption to ensure compliance with the applicable price limitations and to
detect questionable food instruments, suspected vendor overcharges, and
other errors. Follow-up action is required within 120 days of detecting any
questionable food instruments.

The current year costs associated with WIC food instruments is $124.6
million, which represents nearly 74 percent of the State’s total WIC costs.
The fiscal agent is responsible for processing food instruments for payment
as well as reviewing food instruments for errors and questionable items. We
identified instances where the fiscal agent was using the wrong pricing data
to enforce price limitations. The fiscal agent provides various results and
expectations reports to the Division of Public Health that are periodically
reviewed; however, there was no documentation to support this review
process or that the exceptions were resolved by the fiscal agent within 120
days for the majority of the year under review.

Title 7 CFR section 246.12(g)(4)(i))(D) also requires the state agency to
compute the food instrument maximum allowable reimbursement amounts.
The Department has allowed the fiscal agent to compute these amounts;
however, the Department is not sufficiently monitoring the fiscal agent to
ensure its calculations are in compliance with federal regulations or are
reasonable.

Federal Award Information: This finding affects grants #5NC700705,
#5NC720705, and #5NC810705.
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08-SA-7

Special Tests
and Provisions:
Significant
Deficiency

Recommendation: The Department should implement effective procedures
for monitoring the fiscal agent responsible for meeting the compliance
objectives associated with reviewing food instruments and imposing the
reimbursement limitations.

Agency Response: The Department concurs with this finding. Due to a file
transmittal problem, vendors were paid using the wrong pricing data for
approximately one week. This situation was immediately addressed and a
written protocol was put into effect between the Divisions of Public Health and
Information Resource Management, and Financial Services Management
Corporation (WIC’s Fiscal Intermediary). The protocol, which went into effect
on July 11, 2008, outlines the business requirements for processing monthly
price updates.

In addition, the vendor unit has implemented a procedure for documenting

monitoring activity, such as analysis of data from reports available through
FSMC.

Deficiencies in the Monitoring Procedures for Predominately WIC Vendors

We identified deficiencies in the Department’s monitoring procedures for
vendors that derive more than 50 percent of their food revenues from food
instruments issued under the Special Supplemental Nutrition Program for
Women, Infants, and Children (WIC). As a result, there is an increased risk
of noncompliance with federal guidelines for predominately WIC vendors.

Vendors that derive the majority of food revenues from the redemption of WIC
food instruments are subject to additional scrutiny, including the
establishment of cost containment procedures, competitive pricing criteria,
and maximum allowable reimbursement levels. A WIC vendor database is
used to track the predominately WIC vendors; however, we found that the
database provides this information only on a current basis. As such, tests
and verification of pricing criteria can lead to inaccurate results because the
vendor history (prior identification as a predominately WIC vendor) is not
maintained.

Also, at least quarterly the State is required to conduct a statewide cost
neutrality assessment by calculating and comparing the average redemption
amounts for food instruments (by type) redeemed by regular vendors against
those of predominately WIC vendors. We noted that this assessment was
performed for only one quarter during the state fiscal year.
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Federal Award Information: This finding affects grants #5NC700705,
#5NC720705, and #5NC810705.

Recommendation: The Department should implement necessary changes to
ensure the proper tracking of predominately WIC vendor status changes to
ensure test procedures are inclusive of the correct population of vendors.
Also, the required cost neutrality assessment should be performed on a
quarterly basis.

Agency Response: The Department concurs with this finding. A protocol has
been established to ensure cost neutrality of predominantly WIC vendors by
the 10th of each month for the prior month. In addition, an update to the
access database to allow the history of predominantly WIC vendors’ status to
be captured has been completed.
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08-SA-8 Subrecipient
Monitoring:

Significant

Deficiency

Corrective Action Plans Not Obtained for Subrecipients

The Department did not obtain corrective action plans from subrecipients for
findings that were identified in agreed-upon procedures engagements in the
Child and Adult Care Food program. Unless corrective action plans are
obtained and reviewed, the Department cannot be sure that the subrecipients
fully understand the deficiencies identified or know that measures are being
taken to address the deficiencies.

Four of the 40 subrecipient files examined had an agreed-upon procedures
engagement with deficiencies identified. None of the four files had a corrective
action plan from the subrecipient.

Title 7 CFR section 226.6 requires that the state agency must maintain
documentation of supervisory assistance activities, including reviews
conducted, corrective actions prescribed, and follow-up efforts.

Federal Award Information: This finding affects federal funding periods
October 2005 through September 2008 for grant award 5SNC300300.

Recommendation: The Department should require subrecipients to submit
corrective action plans for deficiencies identified as a result of agreed-upon
procedures engagements or other monitoring efforts.

Agency Response: The Department concurs with the finding. The Child and
Adult Care Food program (CACFP) audit staff developed and implemented
procedures to obtain corrective action plans for agreed upon procedures audit
findings within thirty days after the audit report has been issued to the
subrecipient. The audit staff conducts follow up reviews to ensure the
corrective actions have been implemented by the subrecipient. Once CACFP
staff are satisfied that the findings have been corrected, a Close Out Letter for
the audit is issued. Forms have been developed to ensure proper
documentation is kept for findings identified by the CACFP audit staff.
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08-SA-9 Allowable Improper Access to the County Administration Reimbursement System

Costs/Cost

Principles: We identified deficiencies in the Department’s oversight and management of
Signifi employee access to the County Administration Reimbursement System

ignificant ! . .

Deficiency (CARS). Improper access to computer systems can result in both intentional

and unintentional security breaches that place the confidentiality and integrity
of information at risk.

CARS processes payments for administrative and service costs for various
grants, including Food Stamps, as well as tracks county expenditures by
program.

Of our sample of 36 identified users, we noted 22 users that did not have
authorization documentation on file to support individuals’ access to the CARS
system and two requests that were not properly certified by the user’'s security
officer. In addition, it was determined that periodic reviews of user access for
these systems have not been performed as required by statewide and
departmental policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #7NC400407 and
#8NC400407.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its eligibility
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual clearly
outlines the responsibilities for the establishment, modification or termination
of the authorization access to the automated systems owned by the
Department of Health and Human Services. Security reviews of State systems
users will be performed two times per year. During these reviews, program
management staff will review the current listing of authorized users, as
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08-SA-10

Cash

Management:
Significant
Deficiency

provided by the Division of Information Resource Management, to ensure
access is restricted to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Deficiencies in Cash Management Procedures

The Department did not have adequate controls in place to ensure that
drawdowns for Food Stamps were processed in accordance with state and
federal guidelines.

The Treasury-State agreement requires that the State request funds such that
they are deposited in a state account not more than three days prior to the
actual disbursement of those funds. Our review of deposit and disbursement
transactions for significant federal grants within the Division of Social Services
identified instances where deposited funds were not disbursed in a timely
manner. For Food Stamps, those deposits totaled $13.4 million.

Federal Award Information: This finding affects grants #7NC400407 and
#8NC400407.

Recommendation: The Department should strengthen internal controls to
ensure that drawdowns are made in compliance with state policies and the
Treasury-State Agreement.

Agency Response: The Department concurs in principle with this finding.
Adequate controls are in place to ensure compliance with cash management
regulations. Federal funds for a particular month must be drawn by the last
business day of that month. Due to various timing issues with month-end
processing and the releasing of funds, it is not possible to process
disbursements to local county entities within the 3-day window. The
Department will continue to be cognizant of the Federal requirements for cash
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disbursements and work within those timeframes. Also, the Department will
be seeking guidance from our cognizant Federal agency on a possible
waiver/exception due to the conflict between the timing of the drawing of
federal funds and the disbursements to local county entities.
08-SA-11  Eligibility: Inadequate Control Over User Access to the Eligibility Computer System
Significant . . L )
Deficiency We identified deficiencies in the Department’s oversight and management of

employee access to the eligibility computer systems, including the Integrity
Control System (EPICS). Improper access to computer systems can result in
both intentional and unintentional security breaches that place the
confidentiality and integrity of information at risk.

EPICS provides for the reporting of fraud and/or overpayments for significant
programs for investigation at the county level.

Testwork performed for those users with update access levels identified that
adequate documentation of the authorization level was not on file for 39 of 40
EPICS users. Documentation errors included incomplete or missing requests,
requests that were not properly certified by the user’s security officer, or user
privileges that were not supported by the requests on file. In addition, it was
determined that periodic reviews of user access for these systems have not
been performed as required by statewide and departmental policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #7NC400407 and
#8NC400407.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its eligibility
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.
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Agency Response: The Department of Health and Human Services concurs
with the finding. The Divisions of Information Resource Management, Social
Services, and Medical Assistance staff are in the process of working with
members of county administration offices to ensure individuals with need to
access the Eligibility Information System are properly documented according
to State and Department standards and policies ensuring that an authorization
form is on file, authorization is requested through Customer Service and
access is periodically reviewed. The Department will ensure that its staff with
access to the Eligibility Information System are properly documented ensuring
that an authorization form is on file, authorization is requested through
Customer Service and access is periodically reviewed. Deficiencies in
authorization documentation identified by the auditor will be reviewed and
appropriate documentation will be secured.
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08-SA-12 Allowable
Costs/Cost

Principles:
Significant
Deficiency

Insufficient Documentation For Cooperative Forestry Assistance Program
Payments

We identified deficiencies in the Department’s internal controls for processing
payments for the Cooperative Forestry Assistance Program. The deficiencies
noted increase the risk of noncompliance with federal requirements and for the
processing of unauthorized disbursements.

Our examination of 40 disbursements revealed five instances where contracts
for consultants were not properly executed for the Agricultural/Forestry
Stewardship project. Further discussion with agency personnel indicated that
contracts to consultants were not issued for this project. In addition, for these
same sample items, we identified five instances where pre-approved contract
expenditure report forms were used to process payments to consultants who
perform work for the program. Agency personnel indicated that these pre-
signed forms are maintained and used by agency staff to expedite the
approval process of invoices from consultants.

Federal guidelines require entities receiving federal awards to establish and
maintain internal controls designed to reasonably ensure compliance with
federal laws, regulations, and program compliance requirements. In addition,
departmental rules have been established covering purchasing practices
related to contracts that support an adequate control structure.

Federal Award Information: Our audit affected grant awards for the CFA
program #04-DG-11083137-020, #05-DG-11083137-070, #06-DG-11083137-
001 and #07-DG-11083137-002.

Recommendation: Management should establish control procedures that
include adequate review of invoices and proper execution of contracts in
accordance with departmental policy. Departmental policies and procedures
should be re-emphasized to staff.

Agency Response: The Department agrees with the finding and has initiated
corrective action. Immediately upon learning of the pre-approved expenditure
forms, we collected and destroyed all pre-signed forms. Division of Forest
Resources (DFR) staff now understands this is not acceptable. We agree that
contracts should be in place between the land owners, plan preparation
consultants, and DFR. DFR is now working with DENR Purchase and
Services to develop the policies, procedures and forms to implement this.
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We would like to note that there were compensating procedures that
prevented incorrect payments.
e All contractors are certified by DFR.
e Land owners can only select from the approved contractor list.
e Rates are established by DFR.
e Plans are reviewed and approved by DFR personnel prior to payment.
In addition, we requested that the DENR Internal Audit staff review these
payments. This review found no instances of improper payments.
08-SA-13  Reporting: Inadequate Supervisory Review of Federal Reports
Significant , . .
Deficiency The Department’'s quarterly SF-269 Financial Status Reports for the

Cooperative Forestry Assistance program are not reviewed by someone
independent of the preparer. As a result, there is an increased risk of error in
the reports. However, we did not find any actual errors in the reports during
our audit.

Federal guidelines require entities receiving federal awards to establish and
maintain internal controls designed to reasonably ensure compliance with
federal laws, regulations, and program compliance requirements.

Federal Award Information: Our audit includes grant awards #05-DG-
11083137-050 and #06-DG-11083137-008.

Recommendation: Management should establish control procedures that
provide for adequate management review of federal reports.

Agency Response: The Department agrees with the finding and has initiated
corrective action. All SF-269 reports will be reviewed and signed by either the
Manager of the Federal Contracts and Grants Section, or the Assistant
Controller.
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08-SA-14 Activities
Allowed or
Unallowed:
Significant
Deficiency

08-SA-15 Activities
Allowed or
Unallowed:

Significant
Deficiency
Eligibility:
Significant
Deficiency

Reporting:

Significant
Deficiency

Lost Interest Earnings on Program Reserve Funds

The Department of Administration has not established an interest-bearing
bank account with the Department of State Treasurer so that interest is
credited to the Section 8 Housing Choice Voucher Program (Program).
Accordingly, we estimate that the Program was not credited with
approximately $41,800 of interest that would have been earned for the fiscal
year ending June 30, 2008.

In accordance with Title 24, Code of Federal Regulations Section 982.155, the
Department must maintain an administrative fee reserve for the program that
includes any excess funds received from the federal awarding agency plus the
interest income earned on the balance in the reserve. Funds in the
administrative fee reserve must be used for program administrative expenses
or other housing purposes, as permitted by state law.

Federal Award Information: Our audit included contract NC901VO and
funding increments for federal fiscal years ending September 30, 2006 -
September 30, 2008.

Recommendation: The Department should establish the appropriate bank
account for the Program to ensure the investment income earned is properly
credited and used in accordance with federal requirements.

Agency Response: An interest bearing account has been established and
funds have been transferred to this new account.

Inadequate Review Procedures and Internal Control Monitoring

The Department of Administration, including the Commission of Indian Affairs
and the Office of Fiscal Management, did not provide sufficient oversight and
review of critical functions required for proper administration of the Section 8
Housing Choice Voucher Program. The deficiencies noted increase the risk of
noncompliance with federal laws, regulations, and program compliance
requirements.

During our audit of the Program, we noted the following deficiencies:
e The Family Report (HUD-50058), which was prepared by the Commission,
was not reviewed by someone independent of the preparer. There were

no formal procedures in place to provide guidance about preparing and
submitting the report or to ensure adequate documentation was retained
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to support the report. For the July 2007 — June 2008 fiscal year,
supporting documentation was not retained for 11 out of the 178 reports
that were submitted to the federal funding agency.

o Field inspectors have sole responsibility for taking applications, evaluating
required documentation, and determining eligibility of participants for the
Program. The field inspectors’ determinations were not subject to quality
reviews by management for adherence to and consistent application of
eligibility criteria.

e The Commission is responsible for preparing monthly listings of Program
benefits to be paid to active participants and submitting the list to Fiscal
Management so monthly benefit payments can be processed. This listing
was not subject to an independent review at the Commission to determine
the accuracy and validity of the payments being requested.

e The quarterly financial report Voucher for Payment of Annual
Contributions and Operating Statement (HUD-52681-B), which is prepared
by Fiscal Management, was not reviewed to ensure it was completed
accurately and timely. In addition, no formal procedures exist to establish
responsibility and provide guidance about the preparation and submission
of the report.

Various federal rules, including the A-133 Compliance Supplement and A-102
Common Rule (2 CFR part 215) require entities receiving federal awards to
establish and maintain internal control designed to reasonably ensure
compliance with federal laws, regulations, and program compliance
requirements. These rules state that internal controls should include the
implementation of monitoring controls, which assess the quality of internal
control performance over time. These include ongoing monitoring through
independent reconciliations, supervisory review, and management review of
reports.

Federal Award Information: Our audit included contract NC901VO and
funding increments for federal fiscal years ending September 30, 2007, and
September 30, 2008.

Recommendation: Management should take appropriate action to establish
an internal control structure that includes adequate review procedures and
ongoing monitoring to assess the quality and performance of internal controls
over the Section 8 Housing Choice Voucher Program. Consideration should
be given to developing clearly written policies and procedures to communicate
expectations and provide guidance to the staff.
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Agency Response:

a. Family Report (HUD 50058)

The Commission will develop step-by-step internal procedures that will outline
the process for preparing and submitting the required family report (HUD
50058) data to the Public and Indian Housing Information Center (PIC)
system. The Director of the Section 8 Housing program, independent of the
preparer, will review all of the HUD 50058 reports to verify that there are not
fatal errors.

The Commission will maintain hard copies for all PIC submissions for a period
of three years. The Commission will prepare the detailed procedures defining
how the Family report (HUD) 50058 data will be submitted to the PIC. The
Section 8 Housing Director will monitor this process monthly to assure that the
reports are completed.

At the end of each month, the 58 submission files will be moved and saved in
an electronic file on the “M” drive.

b. Quality review of Field Inspector Determinations

The Commission will create a checklist to verify field inspector’s determination
of eligibility for all Section 8 families, prior to admitting them to the Section 8
Program. The clerical staff will also review the checklist, initial and date it to
verify that they have reviewed the information for accuracy. If a family is
determined to be ineligible, the Section 8 Director will review each file to verify
that the applicant is ineligible, and advise the family of their right for a formal
hearing.

c. Management of Payments to Eligible Families

During the data entry portion of the re-examination process, the clerical staff
will verify that the inspector’'s subsidy calculations are correct for all housing
and utility allowance payments. This process will assure that the housing and
utility allowances are properly calculated.

The Director of the Section 8 Housing Program will review the listing of
housing and utility payments prior to submitting them to the fiscal office for
processing.

d. Quarterly Financial Report

The preparer (Fiscal Officer) of the financial report attended HUD sponsored
training in September, 2008. The training provided information concerning the
new VMS reporting system for individuals responsible for financial reporting.
Our Special Projects Accountant is now responsible for reviewing this report
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08-SA-16

08-SA-17

Reporting:

Significant
Deficiency

Special Tests
and Provisions:

for accuracy and timeliness. The next cycle of the Performance Management
System work plans will establish responsibility and provide guidance about the
preparation and submission of the report. We are currently updating our
EAGLE internal control policies. This will be included in the update.

Inappropriate Access to the Voucher Management System

The Department of Administration did not properly revoke a retired employee’s
access to the U.S. Department of Housing and Urban Development’s (HUD)
web-based voucher management system. The retired employee’s
identification and password was used by current staff to access certain
functions in the voucher management system. Improper access to this
computer system could impact the integrity of the data reported to and used by
HUD to determine the federal funds to be passed to the State.

To protect the integrity of information contained within the system and to
ensure that only authorized individuals access certain levels of data within the
system, each system user should be approved and monitored by
management. Access levels granted to each employee should be carefully
considered by management and assigned in accordance with job
responsibilities.  Upon termination, employees’ access rights should be
appropriately revoked in a timely manner.

Federal Award Information: Our audit included contract NC901VO and
funding increments for the federal fiscal year ending September 30, 2008.

Recommendation: The Department should implement adequate controls to
ensure access rights to computer systems are immediately revoked for
separated employees and properly established for new hires.

Agency Response: Proper controls have been initiated to immediately
terminate access of separated employees and establish access to new hires
promptly. We are currently updating our EAGLE internal control policies. This
will be included in the update.

Lack of Documentation to Support Annual Review of Utility Allowance
Schedule

Significant
Deficiency

The North Carolina Commission of Indian Affairs did not maintain
documentation to support the annual preparation of or adjustments to the
Section 8 Housing Choice Voucher Program’s utility allowance schedule. As a
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U.S. Department of Housing and Urban Development
N.C. Department of Administration

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

result, the Commission’s ability to ensure that an accurate and up-to-date
utility allowance schedule is in place is limited, and the ability of the
Commission to ensure benefits paid to participants in the Program are in
compliance with program requirements is compromised.

Per Title 24, Code of Federal Regulations section 982.517(c)(1), the
Commission must review the utility allowance schedule annually and maintain
information supporting its review and any revisions in the schedule.

Federal Award Information: Our audit included contract NC901VO and
funding increments for federal fiscal years ending September 30, 2007, and
September 30, 2008.

Recommendation: The Commission should implement procedures to ensure
the utility rate data are reviewed annually in accordance with the federal
requirements and such review is documented. In addition, written policies and
procedures should be developed for the process and should allow for proper
supervision to ensure adequate supporting documentation is obtained and
retained to support the annual review, preparation, and revision of the
schedule.

Agency Response:

Procedures

The Commission will implement the following procedure to ensure that the
Utility Allowances are reviewed annually. Between September and December
of each calendar year the Director of the Section 8 Program, will review the
existing utility allowance schedule(s) for each county, in collaboration with the
Housing Inspectors and make a recommendation to the Executive Director of
the Commission as to whether the Utility Allowances will need to be revised.

Written Utility Allowance Policies

The Commission will determine internally if the allowances will need to be
revised annually. If it becomes necessary to revise the Utility Allowances, the
Commission will seek an outside consultant to conduct a Utility Allowance
survey, collect data from local utility providers, and provide the Commission
with a recommendation as to whether the utility allowances should be
increased.
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lll. Federal Award Findings and Questioned Costs

U.S. Department of Labor
N.C. Employment Security Commission

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-18

Equipment and
Real Property

Management:
Significant
Deficiency

Equipment Records Not in Compliance With Federal Requirements

The Commission’s asset management system is incomplete and inaccurate.
The risk that items could be lost, stolen, or misappropriated without detection
increases when the asset database is not properly maintained. The following
issues were identified during the audit:

e The federal or state funding source was not listed for all assets in the
asset management database. Thirteen of these items were purchased
with Employment Service/Wagner-Peyser funds and valued at $100,620.

e Assets listed in the asset management database did not contain correct
asset descriptions. Our inspection tests revealed four of 18 asset items
with incorrect asset descriptions. A book binding machine and computer
were described as a miscellaneous building and a router and fiber optic
distribution system were described as a hub.

Title 29 CFR 97.32 requires property records to be maintained that include a
description of the property, the source of property, and percentage of federal
participation in the cost of the property.

Federal Award Information: (Award # ES-14882-07-55 - Award period
07/01/2007 — 06/30/2020)

Recommendation: The Commission should strengthen procedures to ensure
that the asset description, source, and federal participation cost of the
property are properly maintained in the asset management database system.

Agency Response: We received appropriation codes from Finance & Budget
for all assets that were in Magic that did not have any funding source listed.
These appropriation codes were entered into Magic for each asset missing
these codes. There are currently no assets in Magic that do not have the
correct federal or state funding source.

There were four (4) assets found there were entered into the inventory
system when it began (mid 1990s) that contained incorrect or generic
descriptions. Of these four (4) assets, one (1) was sent to surplus on
December 9, 2008. The descriptions on the other three (3) have been
updated. In order to update or change descriptions, we had to create a new
record in the inventory catalog. This meant that since part numbers were not
available to us, we created “dummy” part numbers (i.e. Part No. 2012009 is a
Fiber Optic Wiring Distribution System).

52



STATE OF NORTH CAROLINA

17.207

EMPLOYMENT SERVICE / WAGNER-PEYSER FUNDED ACTIVITIES (continued)
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U.S. Department of Labor
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For the Fiscal Year Ended June 30, 2008
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08-SA-19

Procurement and Federal Debarment Status Verification Not Performed

Suspension and

Debarment:
Significant
Deficiency

The Commission did not verify the federal debarment status for vendors with
local office leases prior to awarding the contract. There were 68 local offices
with rental expenditures totaling $1,314,493 charged to the Employment
Services Cluster federal program. None of the vendors tested were currently
debarred and there were no questioned costs.

The Commission did not have controls in place to ensure that covered
transactions (contracts and procurements in excess of $25,000) regarding
local office leases were made only to vendors that were eligible to participate
in federal programs. Inadequate controls increase the risk that contracts
could be made with debarred or suspended parties resulting in questioned
costs.

Title 29 CFR Part 98 requires verification for procurement transactions,
expected to equal or exceed $25,000, to ensure that the recipients of federal
funds are not suspended or debarred. This verification may be accomplished
by checking the Excluded Parties List System maintained by the General
Services Administration, collecting a certification from the entity, or adding a
clause or condition to the covered transaction with that entity.

Federal Award Information: (Award # ES-14882-07-55 - Award period
07/01/2007 — 06/30/2020)

Recommendation: ~ The Commission should establish and implement
procedures to ensure compliance with federal suspension and debarment
regulations.

Agency Response: We currently have approximately 61 different landlords
that we lease office space from in various towns and cities across the state.
Some of these landlords are local or county government. We took the list of
landlords and checked them all to make sure that they were not on the state
debarment list or the federal debarment list as of February 23, 2009. Each
lease file was documented that debarment status had been checked. All new
landlords will be checked for debarment as new leases are acquired. The
verification will be documented in the lease file.
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08-SA-20  Reporting: Employment Services Program Reports Not Agreed to Underlying Data
Material . .
W Amounts reported on the Employment Services program reports did not
eakness .
agree to the underlying data. Controls over data reported on these
Material performance reports were inadequate to ensure that amounts reported were

Noncompliance

accurate and complete. The risk of erroneous reporting due to unreliable
data could affect performance measures, or economic statistics
determinations.

We attempted to replicate both the federal ETA 9002 Quarterly Reports and
VETS 200 Veterans’ Employment and Training Services Quarterly Report for
the quarter ended December 2007, however the audit results did not agree to
amounts reported. Both the ETA 9002 and VETS 200 are used to report
services, activities, and outcomes of services for eligible persons and
veterans.

On the ETA 9002C report line item 6, the entered employment rate for total
veterans and eligible persons was 53% and the audit result rate was 57%.
On the VETS 200C report line item 19, the entered employment following
staff assistance services rate for total veterans and eligible persons was 54%
and the audit result was 42%. In addition, we were unable to generate any
results for key line items regarding the employment retention rate at six
months and average earnings.

The programmer has direct access to underlying data that supports the
federal reports, maintains the program used to prepare the data input to the
federal_application, generates the reports, verifies the accuracy of the federal
report, and submits it to the federal agency. Failure to segregate duties could
result in manipulation of the underlying data and transactions may be lost,
removed or corrupt. In addition, other weaknesses for the reports are
identified below:

e The use of record counts to ensure completeness of the file transfer from
the mainframe to the secondary system could not be verified. As a result,
transactions that should be included in the reporting period could be
missing from the population.

e Edit checks over manually entered birth dates of program participants are
not sufficient to prevent inaccurate information on the federal reports. As
a result, some birth dates were blank, in the future, or outside the century.

e There is no verification that the extracted data supports the ETA 9002D
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and VETS 200C reports and the extract files used to generate federal
report are not retained as required in the federal Data Preparation
Handbook. Failure to retain the extract files associated with the reports
significantly reduces the auditability of the underlying data.

Controls are necessary to ensure that the information system provides
complete, accurate and valid information consistent with the financial
reporting requirements. In addition, 29 CFR 97.42(b) requires the state
agency to retain transaction data for at least three years.

Federal Award Information: CFDA 17.207-Award #ES-16224-07-5-A-37 —
Award year 10/01/2007 — 12/31/2008; CFDA 17.801 & 17.804-Award # E-9-5-
8-5060 - Award year 10/01/2007 — 12/31/2008.

Recommendation: The Commission should take appropriate action to ensure
data for the performance reports are valid, complete, and retained in
accordance with the federal reporting requirements.

Agency Response: ESC agrees to implement the division of roles and
responsibilities where practical and to introduce additional supervisory
oversight as a compensating control where appropriate.

As a compensating control, documents will be retained that demonstrate
consistency between the mainframe record count and the record count of the
processed data.

ESC will determine the valid date range for manually entered dates and will
implement edits to assure that these dates fall within the determined range.

ESC will create and retain requested extracts of the data for auditing
purposes in accordance with federal guidelines.
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N.C. Employment Security Commission
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08-SA-21 Reporting: Unemployment Insurance Program Reports Not Agreed to Underlying Data
Material .
Weakness Amounts reported on the Unemployment Insurance program reports did not
| agree to the underlying data. Controls over data reported on the
Material

Noncompliance

Unemployment Insurance (Ul) federal reports were inadequate to ensure that

amounts reported were accurate and complete.

Reporting erroneous or

incomplete data could affect performance measures or economic statistics
determinations. The results of our tests disclosed the following:

a. ETA 227 Overpayment Detection and Recovery Activities Report: We
attempted to replicate the information reported on the December 2007
ETA 227 report, but the audit results did not agree to amounts reported.
This report provides information on overpayments of claims and the state
agency’s activities in detection methods. Differences in selected line items
are shown below.

Number of Cases Dollar Amount
Reported Audit Reported Audit
results results
Overpayments Fraud 1,253 1,806 | $3,265,529 | $3,068,659
Established — (Ul only)
Causes
Nonfraud 4,356 45588 | $2,342,964 | $2,154,872
(Ul only)
Overpayments Controllable 1,225 1,742 | $3,200,777 | $3,006,038
Established —
Methods of Non- 54 101 $145,437 $143,306
Detection controllable

The Commission did not retain the extract files used to prepare the
ETA 227 report and was unable to explain the differences noted above.

Our systems applications review revealed that the programmer is allowed
to remove transactions from the database used to generate this report and
no audit trail is maintained. This adds to the difficulty in explaining
differences on the report. In addition, the edit check over manually
entered dates did not function properly and some dates were outside the
reporting period and the century. As a result, the ETA 227 report may not
contain the appropriate data due to incorrect dates.

b. ETA 581 Contribution Operations: The Commission failed to provide the
transaction data and the audit of the ETA 581 report could not be
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performed. This financial report provides information on volume of work,
the state agency performance in determining the taxable status of
employers and other information pertinent to the overall effectiveness of
the tax program. The Commission stated that the transaction data that
supports the ETA 581 report is not retained in a manner readily accessible
for audit, and current retention methods require significant costs to rebuild
the data from backup tapes.

c. ETA 2208A Quarterly Ul Contingency Report: There is no review and
approval over the preparation of the ETA 2208A Report. The ETA 2208A
is a quarterly special report of staff years worked and paid by the Ul
program. The risk of reporting incorrect information increases when there
is no review of the report by someone other than the preparer.

Controls are necessary to ensure that the information system provides
complete, accurate, and valid information consistent with the financial
reporting requirements. Title 29 CFR Subtitle A, 97.42(b) requires the state
agency to retain transaction data for at least three years.

Federal Award Information: Award # UI-16758-08-55-A-37 - Award year
10/01/2007 — 12/31/2010

Recommendation: The Commission should take appropriate action to ensure
data for the federal reports are accurate, complete, and retained in
accordance with the federal reporting requirements. Reports should be
reviewed to determine that the report is accurate.

Agency Response:

ETA 227 Overpayment Detection and Recovery Activities Report:

ESC will retain ETA 227 transactions for a minimum of 3 years. ESC will write
invalid overpayments to a separate file for audit purposes prior to the deletion
of such records from the overpayment master file. ESC will review and correct
the existing audit trail program. ESC agrees that programmers should not
have the authority to alter the data included in the ETA 227 report. Such
access or authority is not available to ESC IS staff. ESC will determine the
valid date range for manually entered dates and will implement edits to assure
that these dates fall within the determined range.

ETA 581 Contribution Operations:
While ESC does retain the data necessary for the replication of ETA 581, we
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agree that the information is not available in a format that makes it easily
auditable. ESC IS staff are currently reviewing the requirements for
accomplishing this recommendation. The results will be provided to ESC
senior management for consideration.

ETA 2208A Quarterly Ul Contingency Report:

ESC has implemented a review and approval process of the UI-3 Report
effective with the FY2009 1* Quarter report.
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08-SA-22

Reporting:

Significant
Deficiency

Inadequate Controls Over Federal Reports in the Trade Adjustment
Assistance Program

Control weaknesses over data reported in the performance and special reports
for the Trade Adjustment Assistance federal program increases the risk that
the reports contain inaccurate and incomplete data. The risk of reporting
erroneous data could affect performance measures or economic statistics
determinations. Weaknesses identified in the systems application review are
identified below:

e Trade Act Participant Report (TAPR): Two divisions within the
Commission are responsible for producing the underlying data that
supports the electronically submitted TAPR. There is no verification or
reconciliation of the underlying data to ensure completeness of the data.
Failure to perform a reconciliation of data could result in lost or corrupt
transactions.

e ETA 563 Quarterly Determinations, Allowance Activities, and Employability
Services Report, and Alternative Trade Adjustment Activities Report
(ATAAR): The programmer who maintains the program for creating these
two reports has direct access to underlying data that supports the federal
reports and is responsible for generating the federal reports. Failure to
segregate duties could result in manipulation of the underlying data and
transactions may be lost or removed.

In addition, there is no verification that the extracted data supports any of
these reports and the extract files used to generate the reports are not
retained.

Controls are necessary to ensure that the information system provides
complete, accurate, and valid information consistent with the financial
reporting requirements. In addition, 29 CFR 97.42(b) requires the state
agency to retain transaction data for at least three years.

Federal Award Information: Award # TA-16817-08-55-A-37 - Award year
10/01/2007 — 09/30/2010

Recommendation: The Commission should take appropriate action to ensure
data for the performance and special reports are valid, complete, and retained
in accordance with the federal reporting requirements.
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Agency Response: Trade Act Participant Report (TAPR):
When transmitting the TAPR data to the ESC LMI staff, IS staff will send an
e-mail to the designated LMI TAPR staff that will contain the following

elements:
1. Record Count
2. File size
3. Report quarter to which the data applies
4. Request for verification by LMI of control totals
5. A reminder to retain both the e-mail and all files for audit

purposes.

ETA 563 Quarterly Determination Allowance Activities and Employability
Services Report, and Alternative Trade Adjustment Activities Report (ATAAR):
ESC agrees to implement division of roles and responsibilities where practical
and to introduce additional supervisory oversight as compensating control
where appropriate.

ESC will create and retain requested extracts of the data for auditing purposes
in accordance with federal guidelines.
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08-SA-23 Procurement and
Suspension and
Debarment:

Significant
Deficiency

08-SA-24 Reporting:

Material
Weakness

Material
Noncompliance

Federal Debarment Status Verification Not Performed

The Commission did not verify the federal debarment status for vendors with
local office leases prior to awarding the contract. There were 68 local offices
with rental expenditures totaling $1,314,493 charged to the Employment
Services Cluster federal program. None of the vendors tested were currently
debarred and there were no questioned costs. See finding 08-SA-19 for a
description.

Employment Services Program Reports Not Agreed to Underlying Data

Amounts reported on the Employment Services program reports did not agree
to the underlying data. Controls over data reported on theses performance
reports were inadequate to ensure that amounts reported were accurate and
complete. The risk of erroneous reporting due to unreliable data could affect
performance measures, or economic statistics determinations. See finding
08-SA-20 for a description.

61



STATE OF NORTH CAROLINA

17.804

LOCAL VETERANS EMPLOYMENT REPRESENTATIVE PROGRAM

lll. Federal Award Findings and Questioned Costs

U.S. Department of Labor
N.C. Employment Security Commission

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-25

08-SA-26

Procurement and
Suspension and
Debarment:

Significant
Deficiency

Reporting:

Material
Weakness

Material
Noncompliance

Federal Debarment Status Verification Not Performed

The Commission did not verify the federal debarment status for vendors with
local office leases prior to awarding the contract. There were 68 local offices
with rental expenditures totaling $1,314,493 charged to the Employment
Services Cluster federal program. None of the vendors tested were currently
debarred and there were no questioned costs. See finding 08-SA-19 for a
description.

Employment Services Program Reports Not Agreed to Underlying Data

Amounts reported on the Employment Services program reports did not agree
to the underlying data. Controls over data reported on theses performance
reports were inadequate to ensure that amounts reported were accurate and
complete. The risk of erroneous reporting due to unreliable data could affect
performance measures, or economic statistics determinations. See finding
08-SA-20 for a description.
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08-SA-27

Subrecipient

Monitoring:
Significant
Deficiency

Subrecipient Monitoring Visits Were Not Documented

The Division of Aviation did not present adequate documentation to
demonstrate that it performed sufficient monitoring of Airport Improvement
Program funds. This condition limits the Division’s ability to ensure that funds
granted to subrecipients are expended in accordance with grant requirements.
Subrecipients received $17.4 million of Airport Improvement Program funds
during the year.

The Division’s monitoring procedures included a combination of reviewing
quarterly status reports followed by site visits to check on the status of the
projects and to ensure the accuracy of the information reported. The Division
did not provide documentation of site visits for any of the 25 subrecipients that
we sampled. The documentation provided to us consisted of notes and
memos but did not pertain to our audit year or the sample items we requested.

OMB Circular A-133 requires pass-through entities to monitor their
subrecipients’ activities to provide reasonable assurance that the subrecipients
administer federal awards in compliance with federal regulations.

Federal Grant Award Information: Grant #3-37-SBGP-26 FY 2003, #3-37-
SBGP-28 FY 2004, #3-37-SBGP-30 FY 2005, and #3-37-SBGP-31 FY 2006.

Recommendation: The Division of Aviation should develop a method of
documenting all subrecipient monitoring visits. The documentation should be
in written form signed by the site reviewer.

Agency Response: Although the Division of Aviation’s development staff has
complied with the Block Grant program requirements to provide “direct
oversight of the subrecipient airports and associated grants,” we agree that the
documentation to substantiate this was not consistent or adequate for the year
ended June 30, 2008. There is no direct format from FAA for documentation
of project site visits, nor had the Division adopted a standardized method of
formally documenting the project manager’s site visits to the subrecipients.
As of the above date, the project managers were providing documentation in a
variety of ways, i.e., notes to the files, memos, letters, digital photos, etc.
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08-SA-28  Special Tests
and Provisions:

Significant
Deficiency

Testing Standards Were Not Met

The Department did not always perform the required testing for materials used
in contracts funded by the Highway Planning and Construction grant. The
failure to meet the requirements limits the Department’s ability to ensure that
materials used in construction projects conform to approved specifications.

Our current year tests of the Department’s testing of Portland cement (cement
specified for making the concrete pavement in roads) used in federally funded
highway paving contracts revealed the following:

e The number of Portland cement powder samples taken from one of the four
contracts did not meet the Department’s minimum material and test
requirements. This testing is necessary to determine that the cement
contains the specified level of ingredients. Based on the amount of cement
received for this contract, 54 samples were required to be tested; however,
only 33 samples were taken.

e The required number of Independent Assurance (lIA) tests was not
performed for the Concrete Beam Breaker test for one of the four contracts.
The IA tests are necessary to determine that the testing results are
comparable with the technician’s test that determines that the concrete is
strong enough and can withstand a specified amount of pressure. Based
on the square meters of pavement for this project, nine IA samples were
required; however, only six samples were taken.

Title 23 CFR section 637.205 requires the Department to have a testing
program for construction projects to ensure that materials and workmanship
conform to approved plans and specifications.

Federal Grant Award Information: Highway Planning and Construction 2008

Recommendation: The Department’s Materials and Tests unit should formalize
a monitoring procedure to ensure that the correct number of material samples
is taken and the correct number of Independent Assurance samples is taken
for all Federal Highway Administration funded projects.

Agency Response: We agree. The Materials and Tests Unit has initiated

actions to formally monitor compliance with the Minimum Sampling Guide for
both Acceptance samples and Independent Assurance samples.
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08-SA-29

Matching, Level
of Effort,

Earmarking:
Significant
Deficiency

Inadequate Access and Program Change Controls for the Public Assistance
Management System

The Department of Crime Control and Public Safety does not have adequate
controls in place over access and program changes to the public assistance
management system. As a result, there is an increased risk of noncompliance
from accidental or unauthorized changes being made and not detected.
However, no actual noncompliance was noted in our audit.

The public assistance management system is used to ensure compliance with
matching requirements set by the federal government for each specific
disaster. We identified the following deficiencies related to access and
program change controls for the system:

e Adequate controls are not in place to ensure users are assigned proper
access to the system. The system’s programmer grants and removes
users’ access rights based on verbal authorization from each user’s
supervisor. No one other than the system’s programmer monitors the
assigned access levels to ensure users’ rights are appropriate.

e The system’s programmer has access to the application in live operation,
job control language, and to the live data files. There are no controls in
place to monitor the programmer’s system activity.

e The programmer is responsible for making changes to the program, the
tables, and databases. The programmer also tests the changes and is
responsible for moving changes into live production. While known changes
are reviewed by users for accuracy, there is no control to ensure that
unauthorized changes are not made.

Federal Award Information: CFDA 83.544 disasters Hurricane Floyd (Disaster
#1292); CFDA 97.036 disasters Hurricane Isabel (Disaster #1490), Tropical
Storm Frances (Disaster #1546), Hurricane Ivan (Disaster #1553), and
Hurricane Ophelia (Disasters #1608 and 3254).

Recommendation: The Department should implement effective policies and
procedures to ensure adequate controls are in place for system access and
program changes.

Agency Response: The Department agrees with this finding. We have
implemented procedures requiring approval of any access or programming
changes to the Public Assistance Management System, documented by two
levels of supervision.
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08-SA-30  Cash Inadequate Reconciliation of Student Financial Aid Awards
Management:
Significant The _Unive_rsity_did not reconcile students’ financial ai_d awards calc_ulated by
Deficiency the financial aid department to students’ awards paid by the business and

finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports.

The University also did not reconcile their Direct Loan School Account
Statement (SAS) to the University's financial records during the audit period.
The University must report all loan disbursements to the Direct Loan Servicing
System within 30 days of disbursement. Each month the University receives a
SAS data file which consists of a cash summary and cash detail report from
the Direct Loan Servicing System. The University is required to reconcile
these files to their financial records. Auditors compared direct loan
disbursements per the Direct Loan SAS year-to-date cash summary from the
Department of Education to direct loan disbursements per the University’s
records and noted an unreconciled difference of $74,856.

Chapter 12 of the federal Blue Book states that at a minimum, a school's
financial management system including its accounting system must provide
monthly reconciliations of individual federal student aid awards as recorded in
the financial aid, business office, student account, and federal systems.
Federal regulations also require the University to reconcile its Direct Loan
School Account Statement to the University’s records each month.

Federal Award Information: Award #s P063P070321, P375A070321,
P007A0703094, P033A073094, and P376S070321 Award Year July 1, 2007 —
June 30, 2008.

Recommendation: The University should perform monthly reconciliations of
student awards calculated by the financial aid department to student awards
paid by the business and finance department to the funds received from the
federal government. The University should also perform monthly
reconciliations of the University’s financial records and the Direct Loan System
records to ensure compliance with federal regulations.

Agency Response: We concur with the recommendation and acknowledge
the critical need for compliance with federal regulations. During August 2007,
the university converted to a different enterprise system, Banner, from Student
Information Systems. As a result of implementing a different system, all
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reconciliation processes among the Office of Student Financial Aid, Office of
Student Accounts and Contracts & Grants were not finalized prior to the
beginning of the 2007 academic year.

Effective February 2009, the Office of Student Accounts and the Office of
Contracts and Grants have modified procedures concerning reconciling
federal funds. The Office of Financial Aid will report all disbursements within
30 days of disbursement to the Direct Loan Servicing System. The offices of
Student Accounts and Contracts & Grants will reconcile all cash summary and
detail reports received from the Office of Financial Aid to the financial records
of the University. In addition, these reconciliations will be included in the
monthly close-out review report.
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08-SA-31

Special Tests
and Provisions:
Significant
Deficiency

Untimely Return of Federal Funds

The University did not return unearned student financial aid funds to the federal
government in a timely manner. Title 34 CFR, Part 668.173(b) requires that
when a student withdraws from the University, the University must return the
amount of federal financial aid that was not earned by the student as soon as
possible, but no later than 45 days after the date the University determines that
the student withdrew.

We tested 34 students who were awarded financial aid and then withdrew from
the University. In 13 cases the University returned the unearned award funds
to the federal government one to 103 days late, with an average of 49 days
late.

Federal Grant Award Information: Award No. P0O07072097 and P063P070322
Award Year 7/1/2007- 6/30/2008

Recommendation: The University should ensure that federal award funds that
are unearned by students who withdraw from the University are returned to the
federal government within the required timeframe.

Agency Response: The issues cited were the result of the Office of Financial
Aid not receiving timely notification that a student had withdrawn from the
University. The University discontinued the on-line withdrawal process and
reinstated the manual process in January of 2008. The manual process and
notification by the Office of the Registrar to the Office of Financial Aid on a
weekly basis identifies students who have withdrawn from the university and
allows the staff to take the actions needed to ensure that the University returns
unearned federal funds within the required timeframe. The manual withdrawal
form was also revised in spring of 2009 to give the student seven days to
complete the process. This finding has been resolved.
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08-SA-32

08-SA-33

Cash
Management:

Significant
Deficiency

Eligibility:
Significant
Deficiency

Inadequate Reconciliations of Student Financial Aid Awards

The University did not reconcile students’ financial aid awards calculated by
the financial aid department to students’ awards paid by the business office
and to the funds the University received from the federal government to pay
students’ financial aid. As a result there was an increased risk of error in
payments, receipts, and/or financial aid records and reports.

Chapter 12 of the federal Blue Book states that at a minimum, a school’s
financial management system, including its accounting system must provide
monthly reconciliation of individual federal student aid awards as recorded in
the financial aid, business office, student account and federal systems.

Federal Award Information: Award #s PO007A073145, P033A073145,
P063P071947, P375A071947, and P376S071947 Award Year July 1, 2007 —
June 30, 2008

Recommendation: The University should perform monthly reconciliations of
student awards calculated by the financial aid department to student awards
paid by the business office to the funds received from the federal government.

Agency Response: The University agrees that monthly reconciliations should
be performed between Financial Aid and the Business Office, regarding
federal awards. The University is developing a protocol to ensure that monthly
reconciliations are performed and documented between Financial Aid and the
Business Office.

Inappropriate System Access Rights to Financial Aid Data

The University has assigned some employees in the financial aid department
information system access rights inconsistent with adequate security over
financial data. This increased the risk of unauthorized or inappropriate
transactions.

When we examined the access rights to the financial aid software and data,
we noted the following:

e Security classes had been established in which employees could modify
data and also the rules for processing data.
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e Security classes had been established in which employees were
authorized to award financial aid and modify the logs of who entered data
into the system.

e Some employees were assigned to multiple security classes with
overlapping responsibilities.

¢ One employee had more than one user identification.

Sound internal controls require that University employees be assigned the
least level of information system access necessary to perform their jobs and
that adequate segregation of duties be maintained to prevent or detect errors
or fraud.

Federal Award Information: Award #s P007A073145, PO033A073145,
P063P071947, P375A071947, and P376S071947 Award Year July 1, 2007 —
June 30, 2008

Recommendation: The University should ensure that access rights to the
financial aid software are appropriate for employees’ job requirements. The
access rights should support a segregation of duties to prevent or detect
errors or fraud.

Agency Response: The University “went live” with Banner Financial Aid in
July 2007. During the initial set-up of this new system, employees were given
access rights beyond their current levels of responsibility. This access was
never curtailed after Banner Financial Aid was fully implemented. The
University limited access rights to those necessary to carry out job
responsibilities on February 25, 2009. UNCP has limited the Financial Aid
Administrator class (the function in Banner which controls all processing rules)
to the Associate Director of Technology and Support, who does not award
financial aid to students. UNCP has limited the Banner screen, which logs all
user access, to the Associate Director of Technology and Support. University
Financial Aid staff have multiple security classes and in some situations there
are overlapping job responsibilities, due to the limited number of Financial Aid
staff. However, the Director of Financial Aid has reviewed the appropriate
Banner access of each Financial Aid employee and will review this access bi-
annually, in January and July, to ensure that appropriate security access is
consistent with job responsibilities. The University has eliminated the multiple
user ID of the Financial Aid employee detailed in the findings.
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08-SA-34  Eligibility: Weakness in the Student Financial Aid Application Verification Process
Significant The University did not document that eligibility verification procedures were
Deficiency performed for four students selected for verification by the Department of
Questioned Education. As a result, we are questioning $29,576 in federal costs. [CFDA
Cost Findin 84.007, $300; CFDA 84.032, $19,039; CFDA 84.033, $1,512; CFDA 84.038,
g $2,000; CFDA 84.063, $6,725].
$300

There was no documentation in four of 60 student files examined to show that
verification procedures were performed. The University is required by federal
regulations to obtain documentation to validate application data for selected
students.

Federal Award Information: Award #s — P063P061969, P007A063195,
P033A073195, Federal Family Education Loans, and Federal Perkins Loan
Program; Award year — 7/1/07 to 6/30/08

Recommendation: The University should improve internal controls over the
eligibility verification process to ensure that all student application data, for
those selected for verification by the central processor, are verified in
accordance with program requirements. The appropriate documentation
should be maintained on file as evidence that the verification process
occurred.

Agency Response: Concur with finding.

Corrective Action: The University has improved internal control as it relates to
the eligibility verification process which ensures that all student application
data are verified in accordance with program requirements for students
selected for verification by the central processor. Appropriate documentation
will be maintained electronically and serve as evidence that the verification
process occurred through implementation of document management
procedures for securing information in student files. The University will
implement quarterly audit procedures to ensure that the eligibility verification
process through evidence has occurred.
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08-SA-35  Special Tests
and Provisions:

Significant
Deficiency
Questioned
Cost Finding

$312

Student Financial Aid Funds Not Returned to Providers as Required

The University did not properly return student financial aid funds to the federal
government or appropriate lenders when due. We identified $19,418 that was
not returned at all and $4,367 that was returned late. [CFDA 84.007, $312;
CFDA 84.032, $13,391; CFDA 84.063, $5,715].

Federal regulations require that when a student withdraws from the University,
the University must calculate the amount of federal financial aid that was not
earned by the student and return those funds to the federal government or
appropriate lender. The funds must be returned within 45 days of the date that
the University determined that a student withdrew.

We tested 18 students who withdrew from the University during the 2007-08
academic year. In five cases, no calculation was performed to determine if
there were funds subject to return. We performed the calculation and
determined that $5,005 should have been returned. In 10 cases, the
calculation was performed; however, the University failed to return $14,413 of
the calculated amount. In three cases, the calculation was performed and
funds totaling $4,367 were returned; however, they were returned between 34
to 257 days late.

Federal Award Information: Award #s — P063P061969, PO07A063195, and
Federal Family Education Loans; Award year — 7/1/07 to 6/30/08

Recommendation: The University should comply with federal regulations by
ensuring that federal funds that are unearned by students who withdraw from
the University are returned to the federal government or appropriate lender
within the required timeframe.

Agency Response: Concur with finding.

Corrective Action: Procedures in Financial Aid have been established to
identify students with all W-withdraw, I-incomplete, or F-failure grades at mid-
term and at the end of the semester to identify potential unofficial withdrawals.
The University is in the process of introducing a class attendance policy that
will require faculty to call class roll for the first ten days of each semester. This
will assist in identifying students who are not attending class regularly and who
are unlikely to earn Title IV funding support. In addition, new procedures have
been implemented to disseminate a student withdrawal report from the Office
of the Registrar on a weekly basis to ensure accurate calculation and timely
return of Title IV fund repayments. The University will ensure that federal
funds that are unearned by students who withdraw from the University are
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returned to the federal government or appropriate lender within the required
timeframe by implementing monthly audit procedures.
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08-SA-36  Subrecipient
Monitoring:

Significant

Deficiency

Failure to Monitor for the Participation of Private School Children Requirement

The Department did not monitor to ensure that the Local Educational Agencies
(LEAS) collaborated with private school officials to ensure their participation in
the Mathematics and Science Partnerships and Migrant Education — State
Grant Programs. As a result, there is an increased risk that appropriate
services would not have been offered.

Title 34 CFR section 299.6 requires the State or LEAs that receive funds for
Migrant Education and Mathematics and Science Partnerships programs to
provide special education services or other benefits on an equitable basis to
eligible children who are enrolled in private schools and to their teachers and
other educational personnel. This provision of services must be done after
timely and meaningful consultation with appropriate private school officials.

Federal Award Information: This finding impacts the federal grant numbers and
years as follows:

e Mathematics and Science Partnerships: Federal funding periods July 2005
— September 2006 (S366B050034), July 2006 - September 2007
(S366B060034), and July 2007 — September 2008 (S366B070034).

e Migrant Education — State Grant Programs: Federal funding periods July
2005 — September 2006 (S011A050033), July 2006 — September 2007
(S011A060033), and July 2007 — September 2008 (S011A070033).

Recommendation: The Department should revise its monitoring procedures to
include monitoring for the participation of private school children requirement.

Agency Response: The request for proposal for the Math and Science
Partnerships does have an assurance statement that the LEA signs stating
non-public schools will be notified of their eligibility to participate in the grant
program. In the future subrecipients will also be required to send evidence of
the invitation to non-public schools with their interim reports. The Migrant
Education program has revised the monitoring protocol to include a compliance
test in which LEA documentation is reviewed for evidence of the consultation
with private school officials.
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08-SA-37  Subrecipient
Monitoring:

Significant

Deficiency

Inadequate Subrecipient Monitoring

As reported in the prior audit, the Department did not monitor fiscal matters for
subrecipients in the Special Education — Grants to States and Special
Education — Preschool Grants programs. This condition continued to exist
during a significant part of the current audit period. As a result, there is an
increased risk that unallowable costs at the subrecipient level would not have
been detected. Subrecipients were awarded $320 million in federal funds
during the fiscal year.

During the audit year the Department included Special Education funds in its
comprehensive monitoring schedule. However, the Department did not begin
fiscal monitoring for Special Education subrecipients until March 2008. As a
result, the Department was unable to monitor 31 out of the 37 Special
Education subrecipients scheduled for monitoring.

OMB Circular A-133 requires pass-through entities to monitor the activities of
subrecipients as necessary to ensure that federal awards are used for
authorized purposes in compliance with laws, regulations, and the provisions of
contracts or grant agreements and that performance goals are achieved.

Federal Award Information: This finding impacts federal funding periods
July 2005 — September 2006 (H027A050092A and H173A050096), July 2006 —
September 2007 (H027A060092A and H173A060096), and July 2007 —
September 2008 (H027A070092A and H173A070096)

Recommendation: The Department should continue in its effort to monitor its
Special Education subrecipients for fiscal matters.

Agency Response: As noted in your findings, the Department did begin fiscal
monitoring of the Special Education subrecipients in March 2008. The fiscal
monitoring of Special Education subrecipients is performed in conjunction with
on-site Title | and Title Il monitoring visits. There are six such monitoring visits
planned for 2008-09. DPI also continues to perform desk reviews of the
subrecipients’ annual audit reports.
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08-SA-38  Reporting: Error in Schedule of Expenditures of Federal Awards
Significant :
Deficiency The Schedule of Expenditures of Federal Awards prepared by the College

contained a misstatement. Had the schedule not been corrected as a result of
our audit adjustment, it could have been misleading to users.

The College did not include $2,121,122 in Federal Family Education Loans in
the Schedule of Expenditures of Federal Awards for the fiscal year ended
June 30, 2008. This schedule should include all Federal financial assistance
programs administered by the College.

Federal Award Information: Federal Family Education Loans; Award Year -
7/1/07- 6/30/08

Recommendation: The College should ensure that all federal expenditures
are included in the Schedule of Expenditures of Federal Awards in compliance
with federal reporting requirements.

Agency Response: The College will ensure that all federal expenditures are

included in the Schedule of Expenditures of Federal Awards in compliance
with federal reporting requirements.
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08-SA-39  Cash
Management:
Significant
Deficiency

08-SA-40  Special Tests
and Provisions:

Significant
Deficiency

Inadequate Reconciliation of Student Financial Aid Awards

The University did not reconcile students’ financial aid awards calculated by
the financial aid department to students’ awards paid by the business and
finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports. See finding 08-SA-30 for a description.

Federal Loan Funds Not Disbursed Timely

The University did not disburse federal loan funds to students and did not
return to lenders undisbursed loan funds within the required timeframe. Title
34 CFR, Part 668.167(b) requires the University to disburse loan funds within
three business days following the date the funds are received and to return
undisbursed loan funds to the lender no later than 10 business days after the
date the University is required to disburse the funds.

We tested 40 students who were awarded Federal Family Education Loans.
In 31 cases, the students did not receive their loan funds until four to 40 days
after the University had received the funds from the lenders. Also, loan funds
received by the University on January 2, 2008 that were not disbursed to three
students were not returned to the lender until February 29, 2008, 41 business
days after the funds were received.

Federal Award Information: Award Year July 1, 2007 — June 30, 2008

Recommendation: The University should implement procedures to ensure that
Federal Family Education Loan funds are disbursed to students or returned to
lenders within the required time frame.

Agency Response: We concur with the recommendation and acknowledge
the critical need for compliance with federal regulations. As previously stated,
the University converted to a different enterprise system, Banner, in the
Fall of 2007. Student enrollment for the semester was not verified prior to the
release of the electronic disbursement records.

A new enrollment verification process was implemented for the Fall 2008
semester that requires faculty members to verify a student’s attendance. This
will resolve enroliment issues for the Office of Student Financial Aid. Starting
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with the Spring 2009 semester, faculty has 2 weeks to verify enrollment before
disbursements are made. The Registrar’'s Office has worked with the Office of
Student Financial Aid to ensure that enrollment verification is processed before
funds are disbursed.
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08-SA-41

08-SA-42

Special Tests

and Provisions:

Significant
Deficiency

Special Tests

and Provisions:

Significant
Deficiency

Untimely Return of Federal Funds

The University did not return unearned student financial aid funds to the federal
government in a timely manner. Title 34 CFR, Part 668.173(b) requires that
when a student withdraws from the University, the University must return the
amount of federal financial aid that was not earned by the student as soon as
possible, but no later than 45 days after the date the University determines that
the student withdrew. See finding 08-SA-31 for a description.

Untimely Notice to Lender of Changes in Students’ Status

The University did not provide student financial aid lenders timely notice of
student withdrawals from the University. Title 34 CFR, Part 685.309(b)(2)
requires the University to notify the National Student Clearinghouse within
30 days of its discovery that a recipient of a federal direct loan has ceased to
be enrolled on at least a half-time basis, failed to enroll, or changed his or her
permanent address unless it expects to submit its next student status
confirmation report within the next 60 days.

The University failed to provide timely notice for 17 of the 34 student
withdrawals we reviewed. Ten students were not reported in a response on a
Student Status Change Confirmation Report within 60 days of their withdrawal
date. Three students have no history in the National Student Loan Data system
due to there being no social security number on file in the accounting system.
Four students were not reported and updated with the National Student
Clearinghouse.

Federal Grant Award Information: Award Year 7/01/2007 — 6/30/2008

Recommendation: The University should improve controls to provide for timely
notification of changes in student status.

Agency Response: The issues cited were the result of the Office of Financial
Aid not receiving timely notification that a student had withdrawn from the
University and not having social security numbers for some students. The
University has made improvements in the withdrawal process and in
communication about withdrawals between departments. The University has
also made provision for the Registrar to have access to social security
numbers from the Office of Financial Aid for those students reported by the
Banner batch report as not having a number listed on the student file. This,
along with staff training, will ensure that the University submits all student data
to the National Student Clearinghouse for timely updating.
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08-SA-43 Cash
Management:

Significant
Deficiency

08-SA-44  Eligibility:

Significant
Deficiency

08-SA-45  Eligibility:

Significant
Deficiency

Questioned
Cost Finding

$20

Inadequate Reconciliations of Student Financial Aid Awards

The University did not reconcile students’ financial aid awards calculated by
the financial aid department to students’ awards paid by the business office
and to the funds the University received from the federal government to pay
students’ financial aid. As a result there was an increased risk of error in
payments, receipts, and/or financial aid records and reports. See finding
08-SA-32 for a description.

Inappropriate System Access Rights to Financial Aid Data

The University has assigned some employees in the financial aid department
information system access rights inconsistent with adequate security over
financial data. This increased the risk of unauthorized or inappropriate
transactions. See finding 08-SA-33 for a description.

Incorrect Federal Aid Awards

The University did not award the correct amount of federal financial aid to
three students. As a result, we are questioning $1,120 in financial aid costs.
It is likely that questioned costs exceed $10,000 in the total population. [CFDA
84.032, $20; 84.063, $1,100].

Three of the 70 students tested did not receive the correct amount of aid. Two
students should have received different amounts of aid because their unmet
financial need was not updated after their information was verified. This
resulted in one under-award of $150 and one over-award of $1,100 in Pell
funds. One student received $20 more in Federal Family Education Loans
than the student was eligible to receive.

Title 34, CFR, Part 668.61(a) requires the University to recover overpayment
of financial aid when the verification process reveals the award exceeded
financial need. Part 682.603(e) of that title limits Federal Family Education
Loans to the students’ calculated financial need.

Federal Award Information: Award # PO63P071947 Award Year July 1, 2007
—June 30, 2008

Recommendation: The University should have a management review process

in place to ensure that students receive the correct amount of federal financial
aid.
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Agency Response: The University agrees with this audit finding. Financial Aid
will conduct a random review of Financial Aid files each semester to reduce
the number of errors and ensure that students are receiving the correct
amount of financial aid. This review will include periodic reviews of student
folders. The Director of Financial Aid or the Associate Director will sample the
work of each aid counselor to ensure compliance with federal guidelines. The
University has begun the process of collecting unearned financial aid from the
two (2) over-awards discovered during this audit.

08-SA-46  Special Tests Untimely Notice to Lender of Changes in Students’ Status
and Provisions:

The University did not provide student financial aid lenders timely notice of
Significant student withdrawals from the University. Title 34 CFR, Part 685.309(b)(2)
Deficiency requires the University to notify the National Student Clearinghouse within
30 days of its discovery that a recipient of a federal direct loan has ceased to
be enrolled on at least a half-time basis, failed to enroll, or changed his or her
permanent address unless it expects to submit its next student status
confirmation report within the next 60 days.

The University failed to provide timely notice for 13 of the 21 student
withdrawals we reviewed. Withdrawals were reported from 4 to 71 days late,
with an average of 30 days late.

Federal Award Information: Award Year July 1, 2007 — June 30, 2008

Recommendation: The University should improve controls to provide timely
notification of changes in student status.

Agency Response: The University agrees that it failed to notify the National
Student Clearinghouse as required by federal guidelines. In the future, to
correct the untimely notice of changes in student status, the Registrar will
submit withdrawal notices to the National Student Clearinghouse within thirty
(30) days of discovery. This specific task has been assigned to the Associate
Registrar and has been added to his/her work plan.

08-SA-47  Special Tests Errors in the Return of Federal Funds
and Provisions:

o The University made errors in calculating the amount of unearned student
S'gf"f_'ca”t financial aid due back to the federal government and did not return the funds in
Deficiency a timely manner. Based on the results of our tests, the University returned
Questioned  $5,630 less than required. It is likely that more than $10,000 is due back to
Cost Finding  the federal government from the total population. [CFDA 84.032, $5,034;
$5,034 CFDA 84.063, $596].
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Title 34 CFR, Part 668.22 requires that when a student withdraws from the
University, the University must calculate the amount of federal financial aid
that was not earned by the student and return that amount as soon as
possible, but no later than 45 days after the date the University determines the
student withdrew.

We tested a sample of 29 students who were awarded federal financial aid
and then withdrew from the University and found:

¢ |n 20 cases there was unearned financial aid to be returned to the federal
government, and in all 20 cases the refund calculated by the University was
incorrect.

¢ In 11 of the 20 cases where funds were unearned, the University returned
the unearned award funds from two to 271 days late, with an average of
121 days late.

e In seven of the 20 cases where funds were unearned, the University
returned different amounts than indicated by its own calculations.

Federal Award Information: Award # P063P071947 Award Year July 1, 2007
—June 30, 2008.

Recommendation: The University should ensure that federal funds that are
unearned by students who withdraw from the University are accurately
determined and returned to the federal government within the required
timeframe.

Agency Response: The University agrees with this finding and has taken the
following steps:

1. Financial Aid is reviewing all returns to Title IV (also know as R2T4) for the
2007-08 award year and will make adjustments as necessary to ensure
returns are correct. The University will return to the Department of
Education all unearned student financial aid immediately after concluding
its review of past calculations.

2. Financial Aid has reviewed all returns to Title IV completed for the 2008-09
award year to ensure that they are correct.

3. Financial Aid will complete the good practice assessments for return to
Title IV found on the U.S. Department of Education website:

http://www.ifap.ed.gov/qahome/fsaassessment.html
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Costs Findings and Recommendations

4. The Vice Chancellor for Enrollment Management, Registrar, Dean of
Graduate Studies, the Associate Vice-Chancellor of Academic Affairs and
the Director of Financial Aid met to review the University’'s student
withdrawal policy and procedures. As a result of this review, Graduate
Studies has amended their withdrawal application. The Registrar is in the
process of amending both their online and paper withdrawal processes.
The Registrar will record the last date of attendance into Banner within
one week after the student has given notice of their intent to withdraw.
Financial Aid will pull a report of new withdrawals every two weeks and
perform the return calculation for these students. The Director of Financial
Aid or the Associate Director of Financial Aid will review both the
withdrawal report and the calculations on a monthly basis to ensure
compliance with federal guidelines.
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FEDERAL FAMILY EDUCATION LOANS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education

Winston-Salem State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-48  Eligibility: Student Financial Aid Over-Awards and Errors

S|gr_1|f_|cant The University over-awarded financial aid to several students and awarded the

Deficiency D
wrong type of student loans to other students. As a result, we are questioning

Questioned $15,158 in federal costs.

Cost Finding

$15 158 We tested eligibility for 72 students who were awarded financial aid during the

2007-08 academic year and identified six students who were over-awarded.
One student received a $4,946 over-award because the financial aid office
increased the student’'s cost of attendance budget without documented
justification.  Another student received a $3,487 over-award because the
financial aid office applied a cost of attendance budget inconsistent with the
student’s enrollment status. Students are assigned a cost of attendance
budget by the University based on a variety of factors to ensure that students
are treated equitably in their consideration for financial aid. Modifications to
the budgets can be made at the University’s discretion for students with
specific needs, but all changes should be documented in the students’ files.

Four students in our sample received over-awards totaling $6,725 because the
University did not include outside scholarships or tuition waivers as part of the
students’ financial resources when calculating need. Federal regulations
require that the University take other financial resources into consideration
when awarding financial aid.

The University erroneously awarded two students in our sample the wrong
type of federal loans. The students received $9,000 in unsubsidized federal
loans when they should have first been awarded $8,500 in subsidized federal
loans. Unsubsidized loans result in more interest expense to students, and
federal regulations require that institutions determine subsidized loan eligibility
prior to awarding unsubsidized loans.

Federal Award Information: Federal Family Education Loans; Award year —
7/1/07 to 6/30/08

Recommendation: The University should improve internal control to ensure
that student financial aid is awarded in accordance with federal regulations.
The University should ensure that changes to student financial aid budgets are
documented.

Agency Response: Concur with finding.

Corrective Action: The University has improved internal controls to ensure that
student financial aid is awarded in accordance with federal regulations.
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U.S. Department of Education
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Type of Finding/

Questioned
Costs Findings and Recommendations
Currently, cost of attendance budgets have been established and
standardized for similar student groups. Students may request in writing that
the cost of attendance be increased based on documented expenses not
considered in the initial budget required to continue their educations.
Revisions to established budgets must be documented and approved. The
University will implement quarterly audit procedures to ensure that changes to
student financial aid budgets are documented.
08-SA-49  Eligibility: Weakness in the Student Financial Aid Application Verification Process
Significant . . . N .
Deficiency The University did not document that eligibility verification procedures were

performed for four students selected for verification by the Department of
Questioned Education. As a result, we are questioning $29,576 in federal costs. [CFDA
Cost Finding ~ 84.007, $300; CFDA 84.032, $19,039; CFDA 84.033, $1,512; CFDA 84.038,
$19,039 $2,000; CFDA 84.063, $6,725]. See finding 08-SA-34 for a description.

08-SA-50  Special Tests Student Financial Aid Funds Not Returned to Providers as Required
and Provisions:

The University did not properly return student financial aid funds to the federal
government or appropriate lenders when due. We identified $19,418 that was
not returned at all and $4,367 that was returned late. [CFDA 84.007, $312;
Questioned CFDA 84.032, $13,391; CFDA 84.063, $5,715] See finding 08-SA-35 for a
Cost Finding  description.

$13,391

Significant
Deficiency
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FEDERAL WORK-STUDY PROGRAM

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education

Elizabeth City State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs Findings and Recommendations
08-SA-51  Cash Inadequate Reconciliation of Student Financial Aid Awards
Management:
Significant The _Unive_rsity_did not reconcile students’ financial ai_d awards calc_ulated by
Deficiency the financial aid department to students’ awards paid by the business and

finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports. See finding 08-SA-30 for a description.
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lll. Federal Award Findings and Questioned Costs
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For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-52  Cash Inadequate Reconciliations of Student Financial Aid Awards
Management:
Significant The University did not reconcile students’ financial aid awards calculated by
Deficiency the financial aid department to students’ awards paid by the business office
and to the funds the University received from the federal government to pay
students’ financial aid. As a result there was an increased risk of error in
payments, receipts, and/or financial aid records and reports. See finding
08-SA-32 for a description.
08-SA-53  Eliqibility: Inappropriate System Access Rights to Financial Aid Data
ggf?clfgr?g; The University has assigned some employees in the financial aid department

information system access rights inconsistent with adequate security over
financial data. This increased the risk of unauthorized or inappropriate
transactions. See finding 08-SA-33 for a description.
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Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-54  Eliqibility: Weakness in the Student Financial Aid Application Verification Process
Significant . . . N .
Deficiency The University did not document that eligibility verification procedures were

performed for four students selected for verification by the Department of
Questioned Education. As a result, we are questioning $29,576 in federal costs. [CFDA
Cost Finding ~ 84.007, $300; CFDA 84.032, $19,039; CFDA 84.033, $1,512; CFDA 84.038,
$1,512 $2,000; CFDA 84.063, $6,725]. See finding 08-SA-34 for a description.
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Type of Finding/
Questioned
Costs Findings and Recommendations
08-SA-55  Cash Inadequate Reconciliation of Student Financial Aid Awards
Management:
Significant The _Unive_rsity_did not reconcile students’ financial ai_d awards calc_ulated by
Deficiency the financial aid department to students’ awards paid by the business and

finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports. See finding 08-SA-30 for a description.
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lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
University of North Carolina - Pembroke

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-56  Cash Inadequate Reconciliations of Student Financial Aid Awards
Management:
Significant The University did not reconcile students’ financial aid awards calculated by
Deficiency the financial aid department to students’ awards paid by the business office
and to the funds the University received from the federal government to pay
students’ financial aid. As a result there was an increased risk of error in
payments, receipts, and/or financial aid records and reports. See finding
08-SA-32 for a description.
08-SA-57  Eliqgibility: Inappropriate System Access Rights to Financial Aid Data
ggf?clfgr?g; The University has assigned some employees in the financial aid department

information system access rights inconsistent with adequate security over
financial data. This increased the risk of unauthorized or inappropriate
transactions. See finding 08-SA-33 for a description.
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lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
Winston-Salem State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-58  Eligibility: Weakness in the Student Financial Aid Application Verification Process
Significant . . : N .
Deficiency The University did not document that eligibility verification procedures were

performed for four students selected for verification by the Department of
Questioned Education. As a result, we are questioning $29,576 in federal costs. [CFDA
Cost Finding  84.007, $300; CFDA 84.032, $19,039; CFDA 84.033, $1,512; CFDA 84.038,
$2.000 $2,000; CFDA 84.063, $6,725]. See finding 08-SA-34 for a description.
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84.063 FEDERAL PELL GRANT PROGRAM

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
Elizabeth City State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-59 Cash
Management:

Significant
Deficiency

08-SA-60  Eligibility:

Questioned
Cost Finding

$965

Inadequate Reconciliation of Student Financial Aid Awards

The University did not reconcile students’ financial aid awards calculated by
the financial aid department to students’ awards paid by the business and
finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports. See finding 08-SA-30 for a description.

Ineligible Federal Aid Recipients

The University disbursed federal financial aid to one student who did not meet
eligibility requirements. As a result, we are questioning $4,461 in financial aid
costs. It is likely that questioned costs exceed $10,000 in the total population.
[CFDA 84.063, $965; CFDA 84.268, $3,496].

We examined a sample of 131 students and found one that did not meet the
satisfactory academic progress requirements. The student received $965 of
Pell funds and $3,496 of Direct Loan funds.

Title 34 CFR, Part 668.32 establishes the eligibility requirements for student
financial aid. The regulations require that all recipients of federal funds remain
in good academic standing, including maintaining a minimum grade point
average and satisfactory progress towards their degree.

Federal Award Information: Award # P0O63P070321 Award Year July 1, 2007
— June 30, 2008

Recommendation: The University should have a management review process
in place to ensure that students meet all eligibility requirements before federal
funds are disbursed.

Agency Response: We concur with the recommendation and acknowledge the
critical need for compliance with federal regulations. This problem occurred as
a result of the transition between systems. The student in question had
discontinued his academic studies two years earlier in 2005. At the time that
the student ceased to pursue his academic studies, he had attempted over
150% of the number of hours required for graduation. Due to the extensive
length of time between the student’'s enrollment in 2007 and his withdrawal
from the university in 2005, the student’s academic history had not been
transferred to the new system, Banner. Federal funds were disbursed in error
to the student.
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lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
Elizabeth City State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs Findings and Recommendations

The Office of Student Financial Aid has modified the SAP procedure.
Furthermore, academic histories of all students for the last ten years have been
loaded into Banner, the new enterprise system for the University. The Office of
the Registrar also maintains the academic history of students that attended the

University more than ten years in the past. This will prevent a recurrence of this
error.

93



STATE OF NORTH CAROLINA

84.063
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lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
Fayetteville State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-61

Special Tests
and Provisions:
Significant
Deficiency

Untimely Return of Federal Funds

The University did not return unearned student financial aid funds to the
federal government in a timely manner. Title 34 CFR, Part 668.173(b)
requires that when a student withdraws from the University, the University
must return the amount of federal financial aid that was not earned by the
student as soon as possible, but no later than 45 days after the date the
University determines that the student withdrew. See finding 08-SA-31 for a
description.
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lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
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For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-62

Special Tests
and Provisions:
Significant
Deficiency

Untimely Return of Federal Funds

The College did not return unearned student financial aid funds to the federal
government in a timely manner. Title 34 CFR, Part 668.173(b) requires that
when a student withdraws from the College, the College must return the
amount of federal financial aid that was not earned by the student as soon as
possible, but no later than 45 days after the date the College determines that
the student withdrew.

We tested seven students who were awarded financial aid and then withdrew
from the College. In three cases the College returned the unearned award
funds to the federal government nine to 98 days late. In another case, $924 of
unearned award funds have not been returned to the federal government and
are over six months late.

Federal Award Information: Award No. PO63P073101 Award year 7/1/2007 -
6/30/3008

Recommendation: The College should ensure that federal funds that are
unearned by students who withdraw from the College are returned to the
federal government within the required timeframe.

Agency Response: Roanoke-Chowan Community College concurs with the
audit finding presented. The audit finding for the Return of Title IV was the
result of Return of Title IV calculations not being processed and funds not
being returned within 45 days of the college becoming aware the students had
withdrawn. Calculations were not performed in a timely manner due to
miscommunications between the registrar’'s office and the office of financial
aid. The 2007-2008 academic year was R-CCC's first year live on the Datatel
computer system. The financial aid office relied 100% on receiving copies of
the drop/withdrawal forms to determine applicable return of Title IV candidates.
These forms were not forwarded to financial aid; therefore the determination of
which students needed Title IV refunds could not be substantiated until the
end of the semester when grades were printed. At that point, last dates of
attendance as well as other necessary paperwork had to be collected in order
to perform and administer the Title IV refund calculations.
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U.S. Department of Education
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Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-63  Cash Inadequate Reconciliations of Student Financial Aid Awards
Management:
Significant The University did not reconcile students’ financial aid awards calculated by
Deficiency the financial aid department to students’ awards paid by the business office
and to the funds the University received from the federal government to pay
students’ financial aid. As a result there was an increased risk of error in
payments, receipts, and/or financial aid records and reports. See finding
08-SA-32 for a description.
08-SA-64  Eligibility: Inappropriate System Access Rights To Financial Aid Data
ggf?clfgr?g; The University has assigned some employees in the financial aid department
information system access rights inconsistent with adequate security over
financial data. This increased the risk of unauthorized or inappropriate
transactions. See finding 08-SA-33 for a description.
08-SA-65  Eligibility: Incorrect Federal Aid Awards
ggf?clflecﬁg; The University did not award the correct amount of federal financial aid to three
students. As a result, we are questioning $1,120 in financial aid costs. It is
Questioned likely that questioned costs exceed $10,000 in the total population. [CFDA
Cost Finding  84.032, $20; 84.063, $1,100]. See finding 08-SA-45 for a description.
$1,100
08-SA-66  Special Tests Errors in the Return of Federal Funds

and Provisions:

Significant
Deficiency

Questioned
Cost Finding

$596

The University made errors in calculating the amount of unearned student
financial aid due back to the federal government and did not return the funds in
a timely manner. Based on the results of our tests, the University returned
$5,630 less than required. It is likely that more than $10,000 is due back to the
federal government from the total population. [CFDA 84.032, $5,034; CFDA
84.063, $596]. See finding 08-SA-47 for a description.
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lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
Winston-Salem State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-67  Eliqgibility: Weakness in the Student Financial Aid Application Verification Process
Significant . . . N .
Deficiency The University did not document that eligibility verification procedures were

performed for four students selected for verification by the Department of
Questioned Education. As a result, we are questioning $29,576 in federal costs. [CFDA
Cost Finding ~ 84.007, $300; CFDA 84.032, $19,039; CFDA 84.033, $1,512; CFDA 84.038,
$6,725 $2,000; CFDA 84.063, $6,725]. See finding 08-SA-34 for a description.

08-SA-68  Special Tests Student Financial Aid Funds Not Returned to Providers as Required
and Provisions:

The University did not properly return student financial aid funds to the federal
government or appropriate lenders when due. We identified $19,418 that was
not returned at all and $4,367 that was returned late. [CFDA 84.007, $312;
Questioned CFDA 84.032, $13,391; CFDA 84.063, $5,715]. See finding 08-SA-35 for a
Cost Finding  description.

$5,715

Significant
Deficiency
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Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-69 Allowable
Costs/Cost

Principles:

Significant
Deficiency

Questioned
Cost Finding

$17,706

Rehabilitation Services — Vocational Rehabilitation Grants to States Program
Claims Were Not Properly Paid

The Department erroneously paid claims in the Rehabilitation Services —
Vocational Rehabilitation Grants to States program, resulting in a total net
overpayment of $22,501. Consequently, we are questioning costs for the
federal share of the costs in the amount of $17,706.

Both the Division of Vocational Rehabilitation (DVR) and the Division of
Services for the Blind (DSB) administer the Rehabilitation Services —
Vocational Rehabilitation Grants to States program. An examination of 240
client files identified errors for 33 claims. Examples of the error types noted
included using the incorrect methodology or pricing for the claim, keying errors
by department personnel, using the incorrect Diagnosis Related Grouping
(DRG) or hospital rates for pricing the claim, or claims paid without proper
documentation.

In addition, we noted weaknesses in the Department’s controls over the
development of the Individualized Plan for Employment (IPE). One client’s
IPE did not include the services that were provided to the client and another
client’s IPE was not signed.

Department policies require the adherence to Medicaid policies and various
medical manuals for the payment of claims. Section 5-3-3 of the DVR internal
policies manual requires that services to be provided to reach an employment
outcome must be reported on an IPE in the client’s case file.

Federal Award Information: This finding affects grants #H126A070049 and
#H126A080049 at the Division of Vocational Rehabilitation and grants
#H126A070050 and #H126A080050 at the Division of Services for the Blind.

Recommendation: The Department should strengthen internal controls to
ensure that all claims are properly documented, processed, and paid. Rate
changes should be obtained in a timely manner and properly incorporated into
the Divisions’ payment procedures. Payment calculations should be updated
regularly in accordance with Medicaid payment methodology. The Divisions
should perform an analysis to determine the total impact of the errors and
require reimbursement from providers for overpayments.

Agency Response: The Department concurs with the finding. An analysis of
the errors has been performed to determine the impact to the Department and
adjustments have been initiated for all of the items noted by the auditors. In all
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Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-70

Eligibility:
Significant
Deficiency

of the cases where an overpayment occurred, the payee has been contacted
and a refund has been requested. In addition, all adjustment payments to
providers have been made. The deficiencies noted by the auditors are due in
part to human error. Continual training, monitoring, and evaluation of staff
performance will continue. The Department will continue to strengthen internal
controls to ensure that all claims are properly documented, processed, and
paid.

The Department acknowledges human error in not getting the IPE for the client
of the Division of Services for the Blind signed by the consumer. The client will
be contacted in order to secure the signature on the plan. This is viewed as
an isolated occurrence as the agency’s regular Quality Assurance activities
have not noted this as an area of deficiency. For one Division of Vocational
Rehabilitation client the IPE did not include the services that were provided to
the client. The amount paid for services for this client totaled $450. The
federal share of $354 will be reclassified to State only funds and the services
will be added to the IPE.

The Division of Vocational Rehabilitation Services will continue to work and
foster communication with the Division of Medical Assistance to ensure that all
reimbursement rates are received and implemented in a timely manner. The
Division is currently investigating an opportunity that would allow it to enter into
a contract with First Data Bank. First Data Bank, the vendor that contracts
with EDS (Medicaid’s fiscal intermediary), supplies the pharmaceutical rate file
from which Medicaid claims are priced and paid. The Division will enlist the
Division of Information Resources Management to assist in the evaluation of
system requirements to allow rates to be uploaded into the existing computer
system.

Deficiencies in the Documentation of Client Eligibility

There were deficiencies related to the documentation of client eligibility in the
Rehabilitation Services — Vocational Rehabilitation Grants to States program.
As a result, there is an increased risk of noncompliance related to client
eligibility for this federal program.

Our examination of 240 client files identified documentation deficiencies in
seven case files. Required forms for extending client eligibility were not
obtained in a timely manner for five clients. Documentation supporting an
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Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-71

Equipment and
Real Property

Management:
Significant
Deficiency

individual's financial status was missing for two client files. All identified
deficiencies occurred at the Division of Vocational Rehabilitation.

Title 34 CFR section 361.41 and division policies require that the eligibility
extension forms be filed if eligibility cannot be determined within 60 days and
that proper documentation be maintained to support the clients’ financial
status.

Federal Award Information: This finding affects grants #H126A070049 and
#H126A080049 at the Division of Vocational Rehabilitation.

Recommendation: The Department should strengthen internal controls to
ensure that all applicable eligibility forms are obtained when required and that
financial needs forms are completed and documented before cost services are
provided in accordance with the requirements specified in federal regulations.

Agency Response: The Department agrees with the findings regarding
eligibility documentation, financial needs testing, lack of adequate
documentation, and timeliness of the eligibility determination. The Department
is enhancing its monitoring for eligibility determination, providing training on
the uses of the error reports that enable managers to monitor cases
approaching the 60 day limit and the financial needs test and adding an
automated edit and/or reminder in the case management system to ensure
accurate completion of the financial needs test form prior to expenditure of
funds.

Control Weaknesses Over Fixed Asset Inventory

Deficiencies were noted in the Department’s control procedures over fixed
assets resulting in an increased risk that assets will not be properly maintained
or safeguarded.

The year-end fixed assets inventory for the Division of Services for the Blind
warehouse identified 67 missing assets. Follow-up procedures identified that
the warehouse personnel were not completing appropriate documentation to
support the missing items or to properly account for those items on the
departmental fixed asset listing as maintained by the Department Controller’s
office.
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Type of Finding/
Questioned
Costs

Findings and Recommendations

Federal guidelines provide that the Department properly account for,
safeguard, and maintain fixed asset items acquired with federal funds.

Federal Award Information: This finding affects grants #H126A070050 and
#H126A080050 at the Division of Services for the Blind.

Recommendation: The Department should enhance its procedures related to
the accounting for fixed asset inventory items to ensure that assets are
safeguarded and proper documentation should be maintained to support
changes to the fixed asset master listing.

Agency Response: The Department acknowledges weaknesses in control
over fixed assets inventory that began with the absence of the staff primarily
responsible for this task. Over the past several months, the Department has
made a concerted effort to locate and document items on the list of 67 cited by
the auditor. As of February 20, 2009 all items except for two have been
accounted for and efforts will continue to determine the disposition of those
two. The Department recognized the need for and developed a back-up
system that can be easily used by others in the absence of the one primarily
responsible for this function. In addition, we are enlisting the help of our field
staff in keeping track of fixed assets and making them aware of the
consequences of not properly documenting equipment moves.
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Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-72  Subrecipient Inadequate Subrecipient Monitoring
Monitoring:
Signifi As reported in the prior audit, the Department did not monitor fiscal matters for
ignificant - ; . . .

Deficiency subrem_plents in the Special Education — G_rants to States_ and Spec!al

Education — Preschool Grants programs. This condition continued to exist

during a significant part of the current audit period. As a result, there is an
increased risk that unallowable costs at the subrecipient level would not have
been detected. Subrecipients were awarded $320 million in federal funds
during the fiscal year. See finding 08-SA-37 for a description.
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U.S. Department of Education

Elizabeth City State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-73  Cash Inadequate Reconciliation of Student Financial Aid Awards
Management:
Significant The _Unive_rsity_did not reconcile students’ financial ai_d awards calc_ulated by
Deficiency the financial aid department to students’ awards paid by the business and
finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports. See finding 08-SA-30 for a description.
08-SA-74  Eligibility: Ineligible Federal Aid Recipients
83??2%”;29 The_ l_J_niversity disbursed federal financial aid to one _student wh_o d?d not meet
eligibility requirements. As a result, we are questioning $4,461 in financial aid
$3,496 costs. It is likely that questioned costs exceed $10,000 in the total population.

[CFDA 84.063, $965; CFDA 84.268, $3,496]. See finding 08-SA-60 for a
description.
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84.268

FEDERAL DIRECT STUDENT LOANS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
N.C. Agricultural and Technical State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-75  Eligibility: Financial Aid Over-Awards
gggts ;[:I?nndeir? The University over-awarded financial aid to three students. As a result, we
9 are questioning $14,616 in awards of Federal Direct Student Loans.
$14,616

The over-awards occurred because the University made the awards based on
out-of-state residency tuition rates, but the students applied for and were
determined eligible for in-state residency status. The awards were not
reduced to reflect the lower in-state tuition rates.

The errors were noted when we examined the financial aid awards of all
students who were also employees of the University and received refunds in
excess of $20,000. Of the seven examined, we found two students who
received over-awards. These individuals were student employees and not
permanent employees of the University. In addition, while gaining an
understanding of the process for changing residency status, we noted another
student who was inappropriately awarded and paid financial aid based on out-
of-state tuition charges. There was a change in residency status for these
students, but the financial aid was not reduced. Internal controls were not in
place to detect or prevent these errors.

Federal Award Information: Award number P268K08317. Award year
July 1, 2007 - June 30, 2008.

Recommendation: The University should improve procedures to ensure that
the Financial Aid Office is notified if residency status is changed and that
appropriate revisions are made to the financial aid awards.

Agency Response: We concur. This finding was a result of
miscommunication of the change in residency status. The financial aid
awarded to these students was subsequently adjusted and the overaward was
thus eliminated.

The University has instituted a process whereby the Admissions Office emails
the Financial Aid and the Treasurer's Offices of any change in residency
status. To supplement this process, a weekly “residency status change”
notification report is being developed, and the Treasurer’s Office will review all
refunds in excess of $5,000 to ensure there are no inconsistencies.

104



STATE OF NORTH CAROLINA

84.268 FEDERAL DIRECT STUDENT LOANS (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education

N.C. Agricultural and Technical State University
For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-76 Reporting:

Material
Weakness

Material
Noncompliance

Schedule of Expenditures of Federal Awards Contained Misstatements

The schedule of expenditures of federal awards prepared by the University
contained misstatements. Had the schedule not been corrected as a result of
our audit adjustments, it could have been misleading to users.

The expenditures included on the schedule were overstated by $59,329,042.
This was caused by duplication of Federal Direct Student Loan expenditures in
the amount of $45,591,480 and inclusion of non-federal alternative loans in the
amount of $13,737,562. In addition, expenditures of $720,993 for the
Academic Competitiveness Grant and $145,276 for the National Smart Grant
were not disclosed as components of the Student Financial Aid Cluster, and
the Catalog of Federal Domestic Assistance number was omitted for these
grants.

Controls were not in place to ensure that the schedule was prepared in
accordance with federal requirements. OMB Circular A-133 requires that the
schedule provide total federal awards expended for each individual federal
program and the Catalog of Federal Domestic Assistance number.

Federal Award Information: Award numbers P268K080317, P375A070317,
and P376S070317. Award year July 1, 2007 - June 30, 2008.

Recommendation: The University should improve review procedures to
ensure that the schedule of expenditures of federal awards is accurate and
presented correctly. The University should submit a revised schedule to the
Office of the State Controller for inclusion in the State’s Single Audit Report.

Agency Response: We concur. The amount for direct loans was broken out
by the proper CFDA number, but was also included in the net total for grants
without a CFDA number for the Office of Education. The University will
institute an independent reconciliation of the schedule with the general ledger
to ensure that the report reconciles to the supporting documentation. A
revised schedule has been submitted to the Office of the State Controller.
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84.365 ENGLISH LANGUAGE ACQUISITION GRANTS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education

N.C. Department of Public Instruction
For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-77 Procurement and
Suspension and
Debarment:

Material
Weakness

Material
Noncompliance

Failure to Comply With Federal Suspension and Debarment Requirements

The Department did not ensure that the federal suspension and debarment
requirements were met for subrecipients in the English Language Acquisition
Grants and the Mathematics and Science Partnerships program. The failure
to comply with these requirements heightens the risk that the Department may
have contracted with or provided funds to suspended or debarred
subrecipients.

The Department did not verify that subrecipients were not suspended or
debarred for any of the subrecipients for these two federal programs. This
verification may be accomplished by checking the Excluded Parties List
System maintained by the General Services Administration, collecting a
certification from the entity, or adding a clause or condition to the covered
transaction with that entity. Our review of the Excluded Parties List System
revealed that none of the subrecipients tested were debarred. Subrecipients
of the English Language Acquisition Grants and the Mathematics and Science
Partnerships program received $12.2 million and $4.8 million respectively
during the fiscal year.

Title 34 CFR section 85.300 requires verification for covered transactions to
ensure that the recipients of federal funds are not suspended or debarred. All
non-procurement transactions (for example, subawards to subrecipients)
according to 34 CFR section 85.210 are covered transactions.

Federal Award Information: This finding impacts the federal grant numbers
and years as follows:

e English Language Acquisition Grants: Federal funding periods July 2005 —
September 2007 (T365A050033), July 2006 - September 2008
(T365A060033), and July 2007 — September 2009 (T365A070033).

e Mathematics and Science Partnerships: Federal funding periods July 2005
— September 2006 (S366B050034), July 2006 - September 2007
(S366B060034), and July 2007 — September 2008 (S366B070034).

Recommendation: The Department should establish and implement
procedures to ensure compliance with federal suspension and debarment
requirements.

Agency Response: The Title 11l English Language Arts application has been

revised to include an assurance from the applicants that they will not do
business with a vendor who has been debarred by any Federal agency. The

106



STATE OF NORTH CAROLINA

84.365 ENGLISH LANGUAGE ACQUISITION GRANTS (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education

N.C. Department of Public Instruction

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-78  Subrecipient
Monitoring:

Significant

Deficiency

Math and Science Partnership request for proposal will also be revised to
include the debarment statement. In addition, both program areas are
contacting current subrecipients requesting assurances that they will not do
business with debarred vendors.

Failure to Monitor for Federal Level of Effort Requirement

The Department did not monitor to ensure that subrecipients of the English
Language Acquisition Grants comply with the federal level of effort —
supplement not supplant requirement. This requirement prevents
subrecipients from using federal funds to provide program services that they
provided with non-federal sources in the immediate prior years. Without
monitoring this federal requirement, the risk increases that subrecipients may
have used federal program funds to take the place of funds from other non-
federal sources.

The Department awarded $12.2 million in English Language Acquisition
Grants funds to subrecipients in fiscal year 2008. Although the Department
performed fiscal and performance monitoring, it did not monitor subrecipients
for compliance with the supplement not supplant requirement for this program.

According to 20 USC section 6825, a subgrantee may only use English
Language Acquisition Grants funds to supplement the level of federal, state,
and local public funds that would have been expended for programs for limited
English proficient children and in no case to replace such funds.

Federal Award Information: This finding impacts federal funding periods
July 2005 — September 2007 (T365A050033), July 2006 — September 2008
(T365A060033), and July 2007 — September 2009 (T365A070033).

Recommendation: The Department should incorporate monitoring for level of
effort - supplement not supplant into its subrecipient monitoring efforts.

Agency Response: The Title 1l Monitoring Instrument has been revised to
include a test for compliance with the requirement that the subrecipient is
using Title 11l funds to supplement funds already allocated for the program and
not to supplant previously allocated funds.
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84.366

MATHEMATICS AND SCIENCE PARTNERSHIPS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
N.C. Department of Public Instruction

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-79

08-SA-80

Procurement and
Suspension and

Debarment:

Material
Weakness

Material
Noncompliance

Subrecipient

Monitoring:
Significant
Deficiency

Failure to Comply With Federal Suspension and Debarment Requirements

The Department did not ensure that the federal suspension and debarment
requirements were met for subrecipients in the English Language Acquisition
Grants and the Mathematics and Science Partnerships program. The failure to
comply with these requirements heightens the risk that the Department may
have contracted with or provided funds to suspended or debarred
subrecipients. See finding 08-SA-77 for a description.

Failure to Monitor for the Participation of Private School Children Requirement

The Department did not monitor to ensure that the Local Educational Agencies
(LEAS) collaborated with private school officials to ensure their participation in
the Mathematics and Science Partnerships and Migrant Education — State
Grant Programs. As a result, there is an increased risk that appropriate
services would not have been offered. See finding 08-SA-36 for a description.
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84.375 ACADEMIC COMPETITIVENESS GRANTS
lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
Elizabeth City State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs Findings and Recommendations
08-SA-81  Cash Inadequate Reconciliation of Student Financial Aid Awards
Management:
Significant The _Unive_rsity_did not reconcile students’ financial ai_d awards calc_ulated by
Deficiency the financial aid department to students’ awards paid by the business and

finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports. See finding 08-SA-30 for a description.
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84.375 ACADEMIC COMPETITIVENESS GRANTS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
N.C. Agricultural and Technical State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-82 Reporting: Schedule of Expenditures of Federal Awards Contained Misstatements
Material The schedule of expenditures of federal awards prepared by the Universit
Weakness P prep y y

contained misstatements. Had the schedule not been corrected as a result of
Material our audit adjustments, it could have been misleading to users. See finding
Noncompliance 08-SA-76 for a description.
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84.375 ACADEMIC COMPETITIVENESS GRANTS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
University of North Carolina - Pembroke

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-83  Cash Inadequate Reconciliations of Student Financial Aid Awards
Management:
Significant The University did not reconcile students’ financial aid awards calculated by
Deficiency the financial aid department to students’ awards paid by the business office
and to the funds the University received from the federal government to pay
students’ financial aid. As a result there was an increased risk of error in
payments, receipts, and/or financial aid records and reports. See finding
08-SA-32 for a description.
08-SA-84  Eligibility: Inappropriate System Access Rights to Financial Aid Data
Significant . . : . ) .
Deficiency The University has assigned some employees in the financial aid department

information system access rights inconsistent with adequate security over
financial data. This increased the risk of unauthorized or inappropriate
transactions. See finding 08-SA-33 for a description.
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84.376

NATIONAL SCIENCE AND MATHEMATICS ACCESS TO RETAIN TALENT (SMART) GRANTS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education

Elizabeth City State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs Findings and Recommendations
08-SA-85  Cash Inadequate Reconciliation of Student Financial Aid Awards
Management:
Significant The _Unive_rsity_did not reconcile students’ financial ai_d awards calc_ulated by
Deficiency the financial aid department to students’ awards paid by the business and

finance department or to the funds that the University received from the federal
government in order to pay students’ financial aid. As a result, there was an
increased risk of error in payments, receipts, and/or financial aid records and
reports. See finding 08-SA-30 for a description.
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84.376 NATIONAL SCIENCE AND MATHEMATICS ACCESS TO RETAIN TALENT (SMART) GRANTS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
N.C. Agricultural and Technical State University

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-86 Reporting: Schedule of Expenditures of Federal Awards Contained Misstatements
Material The schedule of expenditures of federal awards prepared by the Universit
Weakness P prep y y

contained misstatements. Had the schedule not been corrected as a result of
Material our audit adjustments, it could have been misleading to users. See finding
Noncompliance 08-SA-76 for a description.
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84.376

NATIONAL SCIENCE AND MATHEMATICS ACCESS TO RETAIN TALENT (SMART) GRANTS

lll. Federal Award Findings and Questioned Costs

U.S. Department of Education
University of North Carolina - Pembroke

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-87  Cash Inadequate Reconciliations of Student Financial Aid Awards
Management:
Significant The University did not reconcile students’ financial aid awards calculated by
Deficiency the financial aid department to students’ awards paid by the business office
and to the funds the University received from the federal government to pay
students’ financial aid. As a result there was an increased risk of error in
payments, receipts, and/or financial aid records and reports. See finding
08-SA-32 for a description.
08-SA-88  Eligibility: Inappropriate System Access Rights to Financial Aid Data
Significant . . : . ' L
Deficiency The University has assigned some employees in the financial aid department

information system access rights inconsistent with adequate security over
financial data. This increased the risk of unauthorized or inappropriate
transactions. See finding 08-SA-33 for a description.
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93.558 TEMPORARY ASSISTANCE FOR NEEDY FAMILIES

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-89 Allowable
Costs/Cost

Principles:
Significant
Deficiency

Inadequate Control Over User Access to the County Administration
Reimbursement System

We identified deficiencies in the Department’s oversight and management of
employee access to the County Administration Reimbursement System
(CARS). Improper access to computer systems can result in both intentional
and unintentional security breaches that place the confidentiality and integrity
of information at risk.

CARS processes payments for administrative and service costs for various
grants, including TANF, as well as tracks county expenditures by program.

Of our sample of 36 identified users, we noted 22 users that did not have
authorization documentation on file to support individuals’ access to the CARS
system and two requests that were not properly certified by the user’'s security
officer. In addition, we determined that periodic reviews of user access for
these systems have not been performed as required by statewide and
departmental policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #GO702NCTANF and
#GO0802NCTANF.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its financial
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual clearly
outlines the responsibilities for the establishment, modification or termination
of the authorization access to the automated systems owned by the
Department of Health and Human Services. Security reviews of State systems
users will be performed two times per year. During these reviews, program
management staff will review the current listing of authorized users, as
provided by the Division of Information Resource Management, to ensure
access is restricted to employees whose job duties require such access.
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93.558

TEMPORARY ASSISTANCE FOR NEEDY FAMILIES (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs

Findings and Recommendations

08-SA-90

Cash

Management:
Significant
Deficiency

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Deficiencies in Cash Management Procedures

The Department did not have adequate controls in place to ensure that
drawdowns for TANF were processed in accordance with state and federal
guidelines.

The Treasury-State agreement requires that the State request funds such that
they are deposited in a state account not more than three days prior to the
actual disbursement of those funds. Our review of deposit and disbursement
transactions for significant federal grants within the Division of Social Services
identified instances where deposited funds were not disbursed in a timely
manner. For TANF, those deposits totaled $29.6 million.

Federal Award Information: This finding affects grants #GO702NCTANF and
#G0802NCTANF.

Recommendation: The Department should strengthen internal controls to
ensure that drawdowns are made in compliance with state policies and the
Treasury-State Agreement.

Agency Response: The Department concurs in principle with this finding.
Adequate controls are in place to ensure compliance with cash management
regulations. Federal funds for a particular month must be drawn by the last
business day of that month and, due to various timing issues with month-end
processing and the releasing of funds, it is not possible to process
disbursements to local county entities within the 3-day window. The
Department will continue to be cognizant of the Federal requirements for cash
disbursements and work within those timeframes. Also, the Department will
be seeking guidance from our cognizant Federal agency on a possible
waiver/exception due to the conflict between the timing of the drawing of
federal funds and the disbursements to local county entities.
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93.558 TEMPORARY ASSISTANCE FOR NEEDY FAMILIES (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-91 Eligibility: Deficiencies in County Eligibility Determination Process - Temporary
_— Assistance for Needy Families Program
Significant
Deficiency

We identified a number of deficiencies in the county eligibility determination
Questioned process for participants in the Temporary Assistance for Needy Families
Cost Finding  (TANF) program. We believe that total questioned costs in the population are
likely to exceed $10,000.

North Carolina grants TANF funds to the counties as part of the Work First
County Block Grant. Each county is responsible for ensuring that only eligible
families are approved for Work First.

We examined a sample of 125 case files selected from five counties and found
eligibility determination deficiencies in 20 cases. Examples of the deficiencies
noted included insufficient documentation to support the completion of the
online verification process, incorrect budget calculation for the benefit
determination, and inadequate documentation to support such items as proof
of household composition, kinship verification, or additional income sources.

Oftentimes, caseworkers are involved in completing all aspects of the eligibility
determination process without oversight or independent checks of their work.
On the other hand, some counties have a quality control function that includes
checking case files on a sample basis. This type of independent verification
procedure reduces the risk of error in the eligibility determinations.

Federal Award Information: This finding affects grants #G0702NCTANF and
#GO0802NCTANF.

Recommendation: The Department should enhance its monitoring and
training activities for county intake personnel to ensure internal control is in
place to ensure proper eligibility determinations for the TANF program.
Follow-up procedures should be performed to verify corrective action takes
place for the identified cases.

Agency Response: The 20 cases found with deficiencies are currently being
reviewed by the Work First Representative (WFR) for the respective counties
involved to ensure that corrective action has taken place. WFRs will monitor
each internal control for the identified counties to ensure that a process is in
place to perform second-party reviews and conduct any identified policy
training to prevent future errors. WFRs will test a random sample of case
records for all county agencies at each on-site consultation. This will ensure
that case records contain verifications needed to determine eligibility and that
each case record meets all Work First policy requirements.
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93.558 TEMPORARY ASSISTANCE FOR NEEDY FAMILIES (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-92 Eligibility: County Case File Not Located for Temporary Assistance for Needy Families
Questioned Program
Cost Finding

Certified Public Accountants performing the county audits tested 938 case files
for the Temporary Assistance for Needy Families (TANF) program and found
one deficiency. The case file of one participant could not be located. Without
the file, the eligibility of the participant could not be verified. Even though the
CPA did not question cost related to this case, we believe that it is likely that
questioned costs exceed $10,000 in the population.

Federal Award Information: This finding affects grants #G0702NCTANF and
#GO0802NCTANF.

Recommendation: The auditors recommended that the county implement
policies to ensure that documents relating to participant eligibility are
maintained.

Agency Response: Following the audit finding from the CPA’s county audit,
the county developed a corrective action plan that included the following steps:

1. Complete an inventory of all cases on the active case listing against all the
case records the county has.

2. Identify cases where the record cannot be located.

3. Close out all cases in EPICS with missing files to ensure that the client will
not be subject to tax intercept as a means to repay the claim. This will ensure
that the State does not collect monies from a client when there is not
appropriate paperwork to substantiate the claim.

The County’'s Work First Representative (WFR) conducted follow-up with
county staff to review the implementation of the County’'s Corrective Action
Plan and to determine if subsequent corrective action was effective. An on-
site visit was made to the County Department of Social Services on
February 3, 2009, and the WFR validated that the process of checking the list
of claims against case records in the file room had been completed and proper
documentation to substantiate EPICS claims was maintained. The WFR found
that corrective actions had been completed and that there were no additional
deficiencies.
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93.558 TEMPORARY ASSISTANCE FOR NEEDY FAMILIES (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-93  Eliqgibility: Inadequate Control Over User Access to Eligibility Computer Systems
Significant . e L , :
Deficiency We identified deficiencies in the Department’s oversight and management of

employee access to certain eligibility computer systems. Improper access to
computer systems can result in both intentional and unintentional security
breaches that place the confidentiality and integrity of information at risk.

We found access control deficiencies for the Eligibility Information System
(EIS), Enterprise Program Integrity Control System (EPICS), and the
Employment Program Information System (EPIS). EIS collects and maintains
eligibility information on multiple programs and assists counties with case
management. EPICS provides for the reporting of fraud and/or overpayments
for significant programs for investigation at the county level. EPIS collects and
maintains employment information on Work First recipients used by the
counties for case management and by the State for the evaluation and
reporting of federally required work participation data.

Separate tests were performed for each system for those users with update
access levels. Adequate documentation of the authorization level was not on
file for 40 of 40 EIS users, 39 of 40 EPICS users, and 38 of 40 EPIS users.
Documentation errors included incomplete or missing requests, requests that
were not properly certified by the user’s security officer, or user privileges that
were not supported by the requests on file. In addition, we determined that
periodic reviews of user access for these systems have not been performed as
required by statewide and departmental policy.

Maintaining proper access controls over computer systems helps protect the
confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #GO702NCTANF and
#GO0802NCTANF.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its eligibility
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.
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93.558 TEMPORARY ASSISTANCE FOR NEEDY FAMILIES (continued)

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

Agency Response: The Department of Health and Human Services concurs
with the finding. The Divisions of Information Resource Management, Social
Services, and Medical Assistance staff are in the process of working with
members of county administration offices to ensure individuals with need to
access the Eligibility Information System are properly documented according
to State and Department standards and policies ensuring that an authorization
form is on file, authorization is requested through Customer Service and
access is periodically reviewed. The Department will ensure that its staff with
access to the Eligibility Information System are properly documented ensuring
that an authorization form is on file, authorization is requested through
Customer Service and access is periodically reviewed. Deficiencies in
authorization documentation identified by the auditor will be reviewed and
appropriate documentation will be secured.

120



STATE OF NORTH CAROLINA

93.563 CHILD SUPPORT ENFORCEMENT

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/
Questioned
Costs

Findings and Recommendations

08-SA-94 Allowable
Costs/Cost

Principles:
Significant
Deficiency

Inadequate Control Over User Access to the County Administration
Reimbursement System

We identified deficiencies in the Department’'s oversight and management of
employee access to the County Administration Reimbursement System
(CARS). Improper access to computer systems can result in both intentional
and unintentional security breaches that place the confidentiality and integrity
of information at risk.

CARS processes payments for administrative and service costs for various
grants including Child Support Enforcement as well as tracks county
expenditures by program.

Of our sample of 36 identified users, we noted 22 users that did not have
authorization documentation on file to support individuals’ access to the CARS
system and two requests that were not properly certified by the user’s security
officer. In addition, it was determined that periodic reviews of user access for
these systems have not been performed as required by statewide and
departmental policy.

Maintaining proper access controls over computer systems helps to protect the
confidentiality and integrity of information by preventing alteration, unauthorized
use, or loss of data. Statewide information technology standards specify that
system access be controlled and prescribe procedures such as documented
reviews of users’ rights.

Federal Award Information: This finding affects grants #G0704-NC4004 and
G0804-NC4004.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its eligibility
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual outlines
the responsibilities for the establishment, modification or termination of the
authorization access to the automated systems owned by the Department of
Health and Human Services. Security reviews of State systems users will be
performed two times per year. During these reviews, program management
staff will review the current listing of authorized users, as provided by the
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08-SA-95 Cash
Management:
Significant
Deficiency

Division of Information Resource Management, to ensure access is restricted
to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officers review
these reports, available via the NCXPTR system, and take appropriate action.
This policy will be added to the Security Manual at the next issuance. The
Division is also in the process of implementing appropriate Security Access
Privilege Requirements within the County Self Assessment for county staff to
document and certify that the required periodic review has been conducted
according to policy outlined in the Security Manual. Deficiencies in
authorization documentation identified by the auditor will be reviewed and
appropriate documentation will be secured.

Deficiencies in Cash Management Procedures

The Department did not have adequate controls in place to ensure that
drawdowns for Child Support Enforcement were processed in accordance with
state and federal guidelines.

The Treasury-State agreement requires that the State request funds such that
they are deposited in a state account not more than three days prior to the
actual disbursement of those funds. Our review of deposit and disbursement
transactions for significant federal grants within the Division of Social Services
identified instances where deposited funds were not disbursed in a timely
manner. For Child Support Enforcement, those deposits totaled $12.4 million.

Federal Award Information: This finding affects grants #G0704-NC4004 and
G0804-NC4004.

Recommendation: The Department should strengthen internal controls to
ensure that drawdowns are made in compliance with state policies and the
Treasury-State Agreement.

Agency Response: The Department concurs in principle with this finding.
Adequate controls are in place to ensure compliance with cash management
regulations. Federal funds for a particular month must be drawn by the last
business day of that month and, due to various timing issues with month-end
processing and the releasing of funds, it is not possible to process
disbursements to local county entities within the 3-day window. The
Department will continue to be cognizant of the Federal requirements for cash
disbursements and work within those timeframes. Also, the Department will be
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08-SA-96 Special Tests
and Provisions:

Material
Weakness

Material
Noncompliance

seeking guidance from our cognizant Federal agency on a possible
waiver/exception due to the conflict between the timing of the drawing of
federal funds and the disbursements to local county entities.

Appropriate Action Not Taken in Child Support Cases

The Department did not take appropriate action in the established time periods
for its child support cases. These failures exceeded the 25% error rate used
by the federal government to determine substantial compliance with child
support requirements.

Weaknesses identified in the Department’s system of managing and bringing
enforcement actions included (our testwork was performed for all open cases
in the data warehouse):

e Federal regulations require the Department to establish paternity and
support obligations for all IV-D cases that require this type of action. We
found that 41% of open cases were not in compliance with this requirement.

e Federal regulations require the Department to provide the appropriate child
support services needed for interstate cases (cases in which the child and
custodial parent live in one state and the responsible relative lives in
another state). We found that 28% of open cases were not in compliance
with this requirement.

Federal regulations require child support agencies to maintain an effective
system of monitoring compliance with support obligations. Regulations require
that within 90 days of locating an absent parent, the Department must establish
an order for support, establish paternity, or document unsuccessful attempts to
achieve the same. Federal regulations also require actions to be taken on
interstate cases in specified timeframes, including referring cases to other
states within 20 calendar days of locating an absent parent in the other states
and providing services necessary as a responding state.

Federal Award Information: This finding affects grants #G0704-NC4004 and
G0804-NC4004.

Recommendation: The Department performs self-assessments to review its
compliance with applicable federal guidelines. Management should continue to
evaluate and enhance its internal control procedures to ensure compliance with
federal child support processing requirements.
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08-SA-97 Special Tests
and Provisions:

Agency Response: The Department will continue to perform self-assessments
monthly to review each local office’s compliance with federal guidelines and to
identify cases that need specific action. Field staff will continue to review
monthly self-assessment reports with local office supervisors and request that
appropriate casework be completed. Additionally, field staff will continue to
work with each local office to develop annual Corrective Action Plans (CAP) for
incentive categories and self-assessment categories in which federal standards
were not met. They will monitor the local office CAPs closely and submit
quarterly monitoring reports to the Child Support Program Assistant Chief for
Local Operations. The Division is in the process of implementing appropriate
Security Access Privilege Requirements within the County Self Assessment for
county staff.

Inadequate Control Over User Access to the Automated Collection Tracking
System (ACTS)

Significant
Deficiency

We identified deficiencies in the Department’'s oversight and management of
employee access to the Automated Collection Tracking System (ACTS).
Improper access to computer systems can result in both intentional and
unintentional security breaches.

ACTS provides for child support case initiation, case management, distribution
of child support payments, collection of overpayments, and case tracking and
enforcement actions.

Documentation to support user authorization levels was not available for three
of the 40 tested system users. Established procedures for granting access for
all users were not being consistently followed and periodic reviews were not
being performed to verify proper user authorizations as required by statewide
and departmental policy.

Maintaining proper access controls over computer systems helps to protect the
confidentiality and integrity of information by preventing alteration, unauthorized
use, or loss of data. Statewide information technology standards specify that
system access be controlled and prescribe procedures such as documented
reviews of users’ rights.

Federal Award Information: This finding affects grants #G0704-NC4004 and
G0804-NC4004.

Recommendation: The Department should enhance its prescribed procedures
for documenting security access privileges for ACTS. Periodic security reviews
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should be conducted to ensure that access is restricted to authorized users
and employee user access rights should be systematically evaluated to ensure
privileges granted are appropriate for the necessary job requirements.

Agency Response: The Department agrees with the finding. The IRAAF form
was submitted June 5, 2008, to the DIRM Help Desk to revoke the RACF ID for
the DIRM on-call ID worker. The ID was also deleted from the ACTS worker
profile table. Appropriate documentation was secured for the Enforcement
Agent on June 5, 2008, and for the Child Support Agent Il on June 16, 2008.

Child Support Enforcement is following Departmental security policies. A
change in the oversight and management of employee access to ACTS was
implemented in April 2008. Beginning with the April-June 2008 quarter, a
review and certification of ACTS users is required of all ACTS supervisors.
The review and certification process is monitored by the Central Office Security
Officer. A query report in the Client Services Data Warehouse is used for this
purpose. The Security Officer sends an email to the supervisors of all ACTS
users approximately two (2) weeks prior to the due date of each quarterly
certification. Receipt of the report certifying users is tracked using an Excel
spreadsheet. The Security Officer sends a reminder email message to
supervisors who do not submit the report within 30 days of the due date. If the
report is more than 30 days late, all users reporting to that supervisor are
subject to immediate revocation.

A new worker profile form is required of all users annually. New forms were
secured for all ACTS users in July 2008. The Central Office Security Officer
sends an email message to ACTS supervisors approximately two (2) weeks
prior to the due date. Receipt of the new forms is tracked using an Excel
spreadsheet. The Security Officer sends a reminder email message to
supervisors who do not submit the new forms within 30 days of the due date. If
new forms are not received within 30 days of the due date, the users are
subject to immediate revocation.

The Division is in process of implementing appropriate Security Access
Privilege Requirements within the County Self Assessment for county staff.
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08-SA-98  Allowable Unallowable Costs Transferred to the Computing Services Fund
Costs/Cost
Principles: The Office of Information Technology Services transferred unallowable costs to
Significant the Qomputing S_ervi_ces Fund resul'ﬁing ir_1 noncompliance with federal central
Deficiency service cost guidelines. Enterprise license expense of $500,000 was

transferred from the SAS Licensing Fund to the Computing Services Funds so
that the SAS Licensing Fund would not have a negative balance. The cost of
the license fees did not benefit the agencies charged for computing services
and should not have been transferred to this fund.

OMB Circular A-87, Attachment C, G.1 states that each billed central service
activity must separately account for all expenses incurred to furnish the
service. Also, inclusion of the unallowable cost will affect future rate setting for
billed computing services central service costs.

Federal Award Information: This finding affects the Child Support Enforcement
program.

Recommendation: The Office of Information Technology should correct the
error for future rate setting and incorporate this adjustment in the revised 2008
refund calculation. Management should be reminded of the importance of
accurately accounting for costs in each billed service fund.

Agency Response: ITS partially agrees with this finding. A portion of the
$500k transferred from the SAS Licensing Fund to the Computing Services
Funds did benefit the agencies charged for computing services. Approximately
$251k of the $500k was allowable as it supports SAS licenses that are
deployed by State Agencies.

ITS has recalculated the refund which created a difference of $7,645.95 for
Computing Services. This difference will be applied to the agencies’
subsequent year's refund(s). ITS will more carefully analyze each proposed
transfer from a “Billed Service Fund” to determine the correctness of each
transfer as an allowable cost, based on the Circular A-87 Guidelines.-87
Guidelines. Additionally, ITS has created distinctive call centers beginning this
fiscal year to assist in tracking these expenses.

Auditor Comment: At the time of the audit, ITS did not present documentation
regarding the $251,000. Based on the additional information provided by ITS,
this amount was computed by allocating a share of $600,000 in maintenance
fees to the Computer Services Fund. We were unable to substantiate why
$600,000 was used instead of the $500,000 in question, nor why the costs
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were allocated based on maintenance fees instead of license fees expense.
Therefore, we did not modify the $500,000 unallowable cost issue in this audit
finding.

127



STATE OF NORTH CAROLINA

93.568 LOW-INCOME HOME ENERGY ASSISTANCE

lll. Federal Award Findings and Questioned Costs

U.S. Department of Health and Human Services
N.C. Department of Health and Human Services

For the Fiscal Year Ended June 30, 2008

Type of Finding/

Questioned
Costs Findings and Recommendations
08-SA-99  Allowable Inadequate Control Over User Access to the County Administration
Costs/Cost Reimbursement System
Principles:
Signifi We identified deficiencies in the Department’s oversight and management of
ignificant L . .
Deficiency employee access to the County Administration Reimbursement System

(CARS). Improper access to computer systems can result in both intentional
and unintentional security breaches that place the confidentiality and integrity
of information at risk.

CARS processes payments for administrative and service costs for various
grants, including Low-Income Home Energy Assistance, as well as tracks
county expenditures by program.

Of our sample of 36 identified users, we noted 22 users that did not have
authorization documentation on file to support individuals’ access to the CARS
system and two requests that were not properly certified by the user’s security
officer. In addition, it was determined that periodic reviews of user access for
these systems have not been performed as required by statewide and
departmental policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #GO7B1NCLIEA and
#GO08B1NCLIEA.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its financial
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual clearly
outlines the responsibilities for the establishment, modification or termination
of the authorization access to the automated systems owned by the
Department of Health and Human Services. Security reviews of State systems
users will be performed two times per year. During these reviews, program
management staff will review the current listing of authorized users, as
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08-SA-100 Cash
Management:
Significant
Deficiency

provided by the Division of Information Resource Management, to ensure
access is restricted to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Deficiencies in Cash Management Procedures

The Department did not have adequate controls in place to ensure that
drawdowns for Low-Income Home Energy Assistance were processed in
accordance with state and federal guidelines.

Regulation 31 CFR part 205.33 (Subpart B) requires that the State must
minimize the time between the drawdown of federal funds and the actual
disbursement of those funds for federal purposes. Our review of deposit and
disbursement transactions for significant federal grants within the Division of
Social Services identified instances where deposited funds were not disbursed
in a timely manner. For Low-Income Home Energy Assistance, those deposits
totaled $2.3 million.

Federal Award Information: This finding affects grants #GO7B1NCLIEA and
#GO8B1NCLIEA.

Recommendation: The Department should strengthen internal controls to
ensure that drawdowns are made in compliance with state policies and federal
regulations.

Agency Response: The Department concurs in principle with this finding.
Adequate controls are in place to ensure compliance with cash management
regulations. Federal funds for a particular month must be drawn by the last
business day of that month and, due to various timing issues with month-end
processing and the releasing of funds, it is not possible to process
disbursements to local county entities within the 3-day window. The
Department will continue to be cognizant of the Federal requirements for cash
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disbursements and work within those timeframes. Also, the Department will
be seeking guidance from our cognizant Federal agency on a possible
waiver/exception due to the conflict between the timing of the drawing of
federal funds and the disbursements to local county entities.
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08-SA-101 Allowable
Costs/Cost

Principles:
Significant
Deficiency

Inadequate Control Over User Access to the Foster Care Financial Systems

We identified deficiencies in the Department’s oversight and management of
employee access to the Child Placement and Payment System (CPPS) and
the Foster Care Facility Licensing System (FCFLS). Improper access to
computer systems can result in both intentional and unintentional security
breaches that place the confidentiality and integrity of information at risk.

The CPPS is used to track children and make payments for services provided
by vendors and local county departments of social services. The FCFLS is
used to collect information related to the licensing of foster homes, issuance of
licenses, and maintaining home/facility information used in the child placement
payment process.

One employee was identified as having unnecessary access to change data
within the two financial systems without procedures in place to provide review
and monitoring of those potential changes.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #0701NC1401 and
#0101NC1401.

Recommendation: The Department should review its policies and procedures
for program changes made to the application software for the foster care
financial systems. The CPPS and FCFLS applications should be maintained
whereby it is possible to track and monitor changes to the applications
software.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual clearly
outlines the responsibilities for the establishment, modification or termination
of the authorization access to the automated systems owned by the
Department of Health and Human Services. Security reviews of State systems
users will be performed two times per year. During these reviews, program
management staff will review the current listing of authorized users, as
provided by the Division of Information Resource Management, to ensure
access is restricted to employees whose job duties require such access.
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08-SA-102 Allowable
Costs/Cost

Principles:
Significant
Deficiency

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Inadequate Control Over User Access to the County Administration
Reimbursement System

We identified deficiencies in the Department’s oversight and management of
employee access to the County Administration Reimbursement System
(CARS). Improper access to computer systems can result in both intentional
and unintentional security breaches that place the confidentiality and integrity
of information at risk.

CARS processes payments for administrative and service costs for various
grants, including Foster Care — Title IV-E, as well as tracks county
expenditures by program.

Of our sample of 36 identified users, we noted 22 users that did not have
authorization documentation on file to support individuals’ access to the CARS
system and two requests that were not properly certified by the user’'s security
officer. In addition, it was determined that periodic reviews of user access for
these systems have not been performed as required by statewide and
departmental policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #0701NC1401 and
#0101NC1401.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its eligibility
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08-SA-103 Cash
Management:
Significant
Deficiency

computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual clearly
outlines the responsibilities for the establishment, modification or termination
of the authorization access to the automated systems owned by the
Department of Health and Human Services. Security reviews of State systems
users will be performed two times per year. During these reviews, program
management staff will review the current listing of authorized users, as
provided by the Division of Information Resource Management, to ensure
access is restricted to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Deficiencies in Cash Management Procedures

The Department did not have adequate controls in place to ensure that
drawdowns for Foster Care — Title IV-E were processed in accordance with
state and federal guidelines.

The Treasury-State agreement requires that the State request funds such that
they are deposited in a state account not more than three days prior to the
actual disbursement of those funds. Our review of deposit and disbursement
transactions for significant federal grants within the Division of Social Services
identified instances where deposited funds were not disbursed in a timely
manner. For Foster Care — Title IV-E, those deposits totaled $14.3 million.

Federal Award Information: This finding affects grants #0701NC1401 and
#0101NC1401.
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08-SA-104 Subrecipient
Monitoring:

Significant

Deficiency

Recommendation: The Department should strengthen internal controls to
ensure that drawdowns are made in compliance with state policies and the
Treasury-State Agreement.

Agency Response: The Department concurs in principle with this finding.
Adequate controls are in place to ensure compliance with cash management
regulations. Federal funds for a particular month must be drawn by the last
business day of that month and, due to various timing issues with month-end
processing and the releasing of funds, it is not possible to process
disbursements to local county entities within the 3-day window. The
Department will continue to be cognizant of the Federal requirements for cash
disbursements and work within those timeframes. Also, the Department will
be seeking guidance from our cognizant Federal agency on a possible
waiver/exception due to the conflict between the timing of the drawing of
federal funds and the disbursements to local county entities.

Insufficient Monitoring Efforts for the Foster Care Program

The Department's monitoring procedures for the Foster Care - Title IV-E
program were insufficient to ensure that county staff properly performed
eligibility determinations or re-determinations. This increases the risk that Title
IV-E reimbursements could be made on behalf of ineligible participants.

Deficiencies in the documentation of monitoring activities were noted with eight
of our 20 sample counties reviewed. Examples of the deficiencies noted
included instances where the monitoring tool was incomplete, the accuracy of
the tool was questionable based on additional known information, the licensing
information for the facility or institution was inaccurate, or the review period
was not in accordance with the monitoring plan requirements. The program
compliance monitor failed to accurately complete the monitoring tool in
compliance with the Department established monitoring plan.

The Department's monitoring plan states that the program compliance
monitors are responsible for monitoring Title 1V-E eligibility determination and
maintenance payment re-determination processes. The plan also defines the
monitoring period subject to review.

Federal Award Information: This finding affects grants #0701NC1401 and
#0101NC1401.

Recommendation: The Department should enhance its monitoring efforts for
the Title IV-E eligibility determination and re-determination procedures
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performed at the local county level. Monitoring tools should be complete and
accurate to support the Department’s efforts.

Agency Response: The Department concurs with the finding. The
Department has provided the monitors with more staff training and access to
The Child Placement and Payment Systems, and the Foster Care Facility
Licensing Systems to ensure adequate eligibility determination verification.
The Children Program Representatives (CPR’s) have implemented a
procedure by which each child entering foster care is screened for IV-E
eligibility, which should assist in improving eligibility determination for the local
counties.

Regarding the recommendation that the monitoring tool should be complete
and accurate to support monitoring efforts, internal procedures have been
revised to require periodic review of the monitoring work papers by the
Monitoring Supervisor. In addition to the revised internal procedures, the
importance of following established procedures and completing the monitoring
tools entirely and accurately was conveyed to staff responsible for the
deficiencies in a memorandum dated February 11, 2009.
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08-SA-105 Allowable
Costs/Cost

Principles:
Significant
Deficiency

Inadequate Control Over User Access to the Adoption Assistance Financial
System

We identified deficiencies in the Department’'s oversight and management of
employee access to the Child Placement and Payment System (CPPS).
Improper access to computer systems can result in both intentional and
unintentional security breaches that place the confidentiality and integrity of
information at risk.

The CPPS is used to track children and make payments for services provided
by vendors and local county departments of social services.

One employee was identified as having unnecessary access to change data
within the CPPS financial system without procedures in place to provide review
and monitoring of those potential changes.

Maintaining proper access controls over computer systems helps to protect the
confidentiality and integrity of information by preventing alteration, unauthorized
use, or loss of data. Statewide information technology standards specify that
system access be controlled and prescribe procedures such as documented
reviews of users’ rights.

Federal Award Information: This finding affects grants #0701NC1407 and
#0801NC1407.

Recommendation: The Department should review its policies and procedures
for program changes made to the application software for the adoption
assistance financial system. The CPPS application should be maintained
whereby it is possible to track and monitor changes to the application software.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual outlines
the responsibilities for the establishment, modification or termination of the
authorization access to the automated systems owned by the Department of
Health and Human Services. Security reviews of State systems users will be
performed two times per year. During these reviews, program management
staff will review the current listing of authorized users, as provided by the
Division of Information Resource Management, to ensure access is restricted
to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
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08-SA-106 Allowable
Costs/Cost

Principles:
Significant
Deficiency

is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Inadequate Control Over User Access to the County Administration
Reimbursement System

We identified deficiencies in the Department’'s oversight and management of
employee access to the County Administration Reimbursement System
(CARS). Improper access to computer systems can result in both intentional
and unintentional security breaches that place the confidentiality and integrity
of information at risk.

The CARS processes payments for administrative and service costs for various
grants, including Adoption Assistance - Title IV-E, as well as tracks county
expenditures by program.

Of our sample of 36 identified users, we noted 22 users that did not have
authorization documentation on file to support individuals’ access to the CARS
system and two requests that were not properly certified by the user’s security
officer. In addition, it was determined that periodic reviews of user access for
these systems have not been performed as required by statewide and
departmental policy.

Maintaining proper access controls over computer systems helps to protect the
confidentiality and integrity of information by preventing alteration, unauthorized
use, or loss of data. Statewide information technology standards specify that
system access be controlled and prescribe procedures such as documented
reviews of users’ rights.

Federal Award Information: This finding affects grants #0701NC1407 and
#0801NC1407.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its eligibility
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.
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08-SA-107

Eligibility:
Significant
Deficiency

Questioned
Cost Finding

$54,411

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual outlines
the responsibilities for the establishment, modification or termination of the
authorization access to the automated systems owned by the Department of
Health and Human Services. Security reviews of State systems users will be
performed two times per year. During these reviews, program management
staff will review the current listing of authorized users, as provided by the
Division of Information Resource Management, to ensure access is restricted
to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Deficiencies in County Eligibility Determination Process - Adoption Assistance
Program

Title IV-E Adoption Assistance payments were made to 16 ineligible children
resulting in questioned costs of $54,411 for the fiscal year ended
June 30, 2008. In addition, we noted three cases where documentation was
incomplete increasing the risk that noncompliance could occur.

In North Carolina, each county is responsible for ensuring that only eligible
participants are approved for the Adoption Assistance program.

We examined a sample of 125 case files selected from five counties and found
eligibility determination deficiencies in 19 cases. Examples of the deficiencies
noted included the adoption assistance agreement dated after the formal
adoption decree, child was actually Title I1V-B eligible versus Title IV-E eligible,
or the child met only the eligibility requirements for state adoption assistance
payments.

Federal regulations specify the eligibility requirements related to the timing of
the adoption decree and the use of Title IV-E funding.
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08-SA-108 Subrecipient
Monitoring:

Significant

Deficiency

Federal Award Information: This finding affects grants #0701NC1407 and
#0801NC1407.

Recommendation: The Department should enhance its monitoring and training
activities for county intake personnel to ensure proper eligibility determination
for Title IV-E funding. Follow-up procedures should be performed to verify
corrective action takes place for the identified cases.

Agency Response: The Division has provided IV-E training to Division staff
and will provide similar training to the county agencies. Training will include
clarification of policy, revised forms, and a model court report. The Division
expects training to be an ongoing improvement process. The deficiencies will
be forwarded to the Local Business Liaisons for any recoupment and to the
Children Program Representatives for the development of the corrective action
plans.

Improvements Needed With Adoption Assistance - Title IV-E Monitoring Efforts

The Department’s monitoring procedures for the Adoption Assistance - Title V-
E program need improvement to provide assurances that benefit payments are
not made on behalf of ineligible participants.

We identified deficiencies in the documentation of monitoring efforts. For two
of our sample eight counties, we noted where planned test cases were
replaced without an explanation for the changes. Variances existed between
the actual case files documented as tested and those reported in the final
monitoring reports. In addition, the Department was not sufficiently tracking its
monitoring results to ensure that appropriate corrective action was taking place
for identified errors.

Monitoring activities provide the Department with reasonable assurance that
federal compliance requirements are identified and adhered to by subrecipients
and appropriate corrective actions occur.

Federal Award Information: This finding affects grants #0701NC1407 and
#0801NC1407.
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Recommendation: The Department should enhance its monitoring efforts to
ensure adjustments to the planned monitoring activities and follow-up on
corrective actions are properly documented.

Agency Response: The Division has revised its monitoring plan to include a
corrective action plan, a payment adjustment referral form, and more guidance
on the selection of oversample cases. The monitors will forward monitoring
findings to the Local Business Liaisons for the recoupment and the Children
Program Representatives for the development of the corrective action plans.
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08-SA-109 Allowable
Costs/Cost

Principles:
Significant
Deficiency

Inadequate Control Over User Access to the County Administration
Reimbursement System

We identified deficiencies in the Department’s oversight and management of
employee access to the County Administration Reimbursement System
(CARS). Improper access to computer systems can result in both intentional
and unintentional security breaches that place the confidentiality and integrity
of information at risk.

CARS processes payments for administrative and service costs for various
grants including Social Services Block Grant as well as tracks county
expenditures by program.

Of our sample of 36 identified users, we noted 22 users that did not have
authorization documentation on file to support individuals’ access to the CARS
system and two requests that were not properly certified by the user’s security
officer. In addition, it was determined that periodic reviews of user access for
these systems have not been performed as required by statewide and
departmental policy.

Maintaining proper access controls over computer systems helps to protect
the confidentiality and integrity of information by preventing alteration,
unauthorized use, or loss of data. Statewide information technology standards
specify that system access be controlled and prescribe procedures such as
documented reviews of users’ rights.

Federal Award Information: This finding affects grants #G0701NCSOSR and
#G0801NCSOSR.

Recommendation: The Department should continue to enhance its prescribed
procedures for documenting security access privileges for its eligibility
computer systems. Periodic security reviews should be conducted to ensure
that access is restricted to authorized users and employee user access rights
should be systematically evaluated to ensure privileges granted are
appropriate for the necessary job requirements.

Agency Response: The North Carolina Division of Social Services Information
Security Manual Version 1.0 was effective June 1, 2007. The manual clearly
outlines the responsibilities for the establishment, modification or termination
of the authorization access to the automated systems owned by the
Department of Health and Human Services. Security reviews of State systems
users will be performed two times per year. During these reviews, program
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08-SA-110 Subrecipient
Monitoring:

Significant

Deficiency

management staff will review the current listing of authorized users, as
provided by the Division of Information Resource Management, to ensure
access is restricted to employees whose job duties require such access.

The reports used to validate system access will be modified to also show
county users. It will be mandated that the county Security Officer review these
reports, available via the NCXPTR system, and take appropriate action. This
policy will be added to the Security Manual at the next issuance. The Division
is also in the process of implementing appropriate Security Access Privilege
Requirements within the County Self Assessment for county staff to document
and certify that the required periodic review has been conducted according to
policy outlined in the Security Manual. Deficiencies in authorization
documentation identified by the auditor will be reviewed and appropriate
documentation will be secured.

Deficiencies in the Social Services Block Grant Monitoring Procedures

We identified deficiencies in the Department’s monitoring procedures for the
Social Services Block Grant (SSBG) program. As a result, there was an
increased risk of noncompliance with federal requirements as payments could
be made to ineligible participants.

The Division’s monitoring activities were not conducted consistently in
accordance with the established monitoring plan. We noted instances where
the monitoring tool was not completed sufficiently to support compliance with
the eligibility requirements for reimbursement from SSBG funds. Errors noted
with the monitoring tool included:

¢ Insufficient evidence to support the determination that either the parent or
child was eligible for Temporary Assistance for Needy Families (TANF)
funding, which is a requirement for SSBG funding.

o Children incorrectly identified as being placed in a non-licensed foster care
facility when documentation indicated that placement was in a licensed
facility. A child in a non-licensed facility is not eligible for the TANF transfer
to SSBG funds.

e Children incorrectly listed as not being Title IV-E eligible when payment
information identifying the child as Title IV-E eligible. Children eligible for
Title IV-E reimbursement are not eligible for TANF transfer to SSBG funds.

e Children were noted as being ineligible during a portion of the review
period; however, no error was documented on the final report.
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We also noted that appropriate follow-up procedures were not being
performed to ensure that appropriate adjustments were being made to the
financial records for identified errors.

The guidelines for monitoring activities are established in SSBG regulations as
well as the Department’s monitoring plan. The plan identifies those monitoring
activities to be performed and the necessary documentation standards for
adherence to that plan. Monitoring activities include reviewing the eligibility
determination process including the child and family income requirements
applicable to TANF recipients that are reimbursed from SSBG fund transfers.

Federal Award Information: This finding affects grants #G0701NCSOSR and
#GO0801NCSOSR.

Recommendation: The Department should enhance its monitoring procedures
to ensure the appropriate use of SSBG funds, particularly related to transfers
of funds from the TANF grant. Additional training would provide guidance to
monitors for completion of the monitoring tool to document the procedures
performed.

Agency Response: To enhance the SSBG monitoring procedures, the
Division has provided the Child Welfare monitors inquiry access to the State
licensing system (FCFLS), the payment system (CPPS), and services
information system (SIS). The inquiry access to the systems will allow
monitors to verify the source of payment and verify the licensure status to
determine eligibility. The SSBG tool is under review for revisions and training
is scheduled for March 2009. Follow up procedures now include a payment
adjustment referral form and corrective action plan form that have been added
to the plan for the Local Business Liaisons and the Children Program
Representatives to complete with the county according to the monitoring plan.
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08-SA-111 Eligibility:
Significant
Deficiency

Questioned
Cost Finding

Deficiencies in_County Eligibility Determination Process - State Children’s
Insurance Program

We identified a number of deficiencies in the county eligibility determination
process for participants of the State Children’s Insurance Program (NC Health
Choice). We believe that total questioned costs in the population are likely to
exceed $10,000.

In North Carolina, each county is responsible for ensuring that only eligible
participants are approved for NC Health Choice.

We examined a sample of 125 case files selected from five local counties and
found eligibility determination deficiencies in 12 cases. Examples of the
deficiencies noted included insufficient documentation of the individual's
financial status, evidence of the completion of the online verification process
was missing or not available, and the failure to document the applicant’s state
residency requirement. We determined that one participant was ineligible for
NC Health Choice and should have been determined to be Medicaid eligible.

Federal regulations for the State Children’s Insurance Program establish
income requirements that should be considered when determining eligibility.
Other key criteria that are required to be verified in determining NC Health
Choice eligibility include North Carolina residency and completion of the on-
line verification.

Federal Award Information: This finding affects grants #05-0705NC5021 and
#05-0805NC5021.

Recommendation: The Department should enhance its monitoring and
training activities for county intake personnel to ensure internal control is in
place to ensure proper eligibility determinations for NC Health Choice. Follow-
up procedures should be performed to verify corrective action takes place for
the identified cases.

Agency Response: The Department concurs with the Finding. Corrective
Action will continue to ensure that county intake personnel are adequately
trained to prevent ineligible participation in the NC Health Choice program.
The documentation will be referred to the Medicaid Program Representatives
for the five counties in question to verify corrective action is taken on the
guestioned cases.
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08-SA-112  Eligibility:

Significant
Deficiency

Inadequate Control Over User Access to the Eligibility Computer System

We identified deficiencies in the Department’s oversight and management of
employee access to the eligibility computer system. Improper access to
computer systems can result in both intentional and unintentional security
breaches that place the confidentiality and integrity of information at risk.

We found access control deficiencies for the Eligibility Information System
(EIS). EIS collects and maintains eligibility information on various programs,
including the State Children’s Insurance Program, and assists counties with
case management.

In our test of those users with update access levels, we identified that
adequate documentation of the authorization level was not on file for 40 of 40
EIS users. Documentation errors included incomplete or missing requests,
requests that were not properly certified by the user’s security officer, or user
privileges that were not supported by the requests on file