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June 6, 2006 
 
 
Mr. Harry E. Payne, Jr., Chairman 
Employment Security Commission 
700 Wade Avenue 
Raleigh, North Carolina  27605  
 
Dear Chairman Payne: 
 
We received an allegation through the State Auditor’s Hotline concerning a security issue related 
to confidential employee information at the Employment Security Commission (Commission).  
Allegedly, a Commission employee with a criminal record for False Pretense and Cheats 
convictions was granted access to the Office of State Personnel’s Personnel Management 
Information System (PMIS).  The following findings and recommendations are based on our 
investigation of this matter.   
 
Substantiation of Allegation 
The Office of State Personnel (OSP) confirmed that the employee identified in the allegation had 
access to PMIS.  The employee is currently serving an active prison sentence and is participating 
in the Department of Correction’s (DOC) work-release program.  He is employed as an Office 
Assistant IV in the Commission’s personnel section.    
 
PMIS contains social security numbers, dates of birth, and compensation data for every current 
and former Commission employee.  It is the responsibility of each State agency to prudently 
grant access to confidential personnel information maintained in PMIS.   
 
As noted in the PMIS General System Information;  

“Most of the information housed in PMIS is protected as confidential under State law.  All of the 
information contained in PMIS is intended to be accessed and used only for the purpose of conducting 
official State business.  Employee records should in no way be accessed and used for personal reasons.  
Improper or unauthorized use of the system shall be considered personal misconduct and may result in 
disciplinary action, up to and including dismissal.”   

A Business and Technology Applications Analyst at OSP provided a log showing the Office 
Assistant’s usage of the PMIS system.  The log indicated that from May 1, 2005 until January 
31, 2006, the Office Assistant performed 1,705 transactions in PMIS.  These transactions 
included searches for names, addresses, payroll deductions, and position histories and appeared 
to be associated with the Office Assistant’s work assignments.  Although we did not find 
evidence of improper use of personnel information, we believe granting PMIS access to this 
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employee, based on his criminal background and DOC work-release status, created an 
unnecessary risk for the Commission and its employees.   
 
Violation of Employment Security Commission Policy  
Our analysis of the computer assigned to the Office Assistant raised another concern related to 
internet usage.  The analysis revealed in excess of 1,300 hits to five separate “singles” dating 
websites.  The magnitude of internet activity suggests that the Office Assistant expended a 
considerable amount of time “surfing” these websites.  In addition, the analysis revealed the 
presence of a sexually suggestive image apparently received during an AOL Instant Messenger 
session.   
 
Section 2.3 of the Commission’s policies and procedures provides examples of employee 
misconduct.  The policy states that “examples include but are not limited to the following: 
misuse of the internet.”  In our opinion, the Office Assistant’s use of a Commission computer to 
repeatedly access “singles” dating websites constitutes misuse of the internet, and therefore, 
employee misconduct, as defined by Commission policy.    
 
The Commission requires each employee to sign a statement indicating they have read and 
understand the Commission’s policies and procedures.  By signing this statement, employees 
acknowledge they are responsible for compliance with Commission policies and procedures and 
violations can subject employees to discipline, up to and including termination and criminal 
prosecution if applicable.   
 
Recommendations 
The Commission should take appropriate disciplinary action in response to the Office Assistant’s 
misconduct in consultation with the Department of Correction.  We also recommend the 
Commission review the process for granting access to confidential employee information 
maintained in PMIS.  The Commission should take steps to ensure that granting access to 
confidential employee information does not unnecessarily increase the risk of its misuse.   
 
Please provide your written response to these findings and recommendations, including 
corrective actions taken or planned, by June 20, 2006.  In accordance with General Statute § 147-
64.6(c)(12), the Governor, the Attorney General, and other appropriate officials, will receive a 
copy of this management letter.  If you have any questions or wish to discuss this matter further, 
please contact us.  We appreciate the cooperation received from the employees of the 
Employment Security Commission during our review.  
 
Sincerely,  
 

 
Leslie W. Merritt, Jr., CPA, CFP 
State Auditor 
 

Management letter and responses receive the same distribution as audit reports.



Auditor’s Note 
 

The following response to our management letter dated June 6, 2006 was received from the 
Employment Security Commission on June 29, 2006.  The response does not address the primary 
finding of providing a Department of Correction work-release employee with False Pretense and 
Cheats convictions access to over 2000 employee personnel records.   
Our auditors possess detailed and conclusive information that confirms both findings in the 
management letter that we have offered to share with the Employment Security Commission.   
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