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The Honorable Josh Stein, Governor

The Honorable Phil Berger, President Pro Tempore

The Honorable Destin Hall, Speaker of the House

Honorable Members of the North Carolina General Assembly
Board of Trustees, North Carolina Central University

Dr. Karrie G. Dixon, Chancellor

To all:

Through performance audits of university procurement card and travel card programs, the North
Carolina Office of the State Auditor (OSA) can determine whether the programs are administered
and monitored in compliance with established policies and procedures. This includes analysis of
transactions, cardholder activity, and supporting documentation.

OSA’s audit of North Carolina Central University’s (NCCU) procurement card and travel card
programs found the University did not consistently administer its procurement card program in
accordance with the University’s requirements. Auditors identified weaknesses in the
procurement card process, including transactions that were not reviewed timely, transactions
that lacked required supporting documentation, and system configurations that allowed
transactions to be approved without supervisory review. Auditors also identified prohibited
purchases, transactions split to avoid established transaction limits, and card spending limits
that were not supported by documented management approval.

By not consistently managing procurement card and travel card programs, inappropriate,
unauthorized, or prohibited purchases may occur and go undetected, increasing the risk of fraud,
waste, abuse, and misuse of school resources. OSA made several recommendations for NCCU
to take to improve oversight and compliance with program requirements.

This audit was initiated due to identified risks from internal audit reports, previous financial and
investigative work by OSA, and in response to regulation adopted by the UNC System
President on university procurement and purchasing card programs.

Respectfully submitted,

gy
Dave Boliek
State Auditor

20601 Mail Service Center | Raleigh, NC 27699 | 919-432-4050 | www.auditor.nc.gov
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Executive Summary

Executive Summary

The Office of the State Auditor conducted a performance audit of the North Carolina Central
University (University) procurement card and travel card programs. These programs are used to
purchase goods, services, and travel-related expenses in support of University operations.
Because the cards provide direct access to University funds, effective policies, controls, and
oversight are necessary to ensure transactions are appropriate, adequately supported, and
consistent with applicable requirements.

The objective of this audit was to determine whether the University administered and monitored
its procurement card and travel card programs to ensure compliance with established policies
and procedures. The audit scope included transactions for the period July 1, 2025, through
February 28, 2026. Audit procedures included review of applicable policies and procedures,
analysis of transaction-level data, cardholder activity, and review of supporting documentation
for selected transactions.

Background

The University’s procurement andtravel card programs are designed to streamline the purchase
of goods, services, and travel-related expensesforofficial business. For purposes of thisreport,
both procurementand travel cards will be referred to as “procurement cards” unless otherwise
noted. The programs are authorized by State law and administeredthrough a statewide contract
managed by the North Carolina Department of Administration’s Division of Purchase and
Contract.

To provide consistent governance across constituent institutions, the University of North
Carolina (UNC) System Office established Regulation 1300.7.2, whichrequires card transactions
to support official university business and comply with applicable laws and policies. The
University manages the programs through centralized card management and expense reporting
systems and relies on established oversight responsibilities and internal controls to maintain
accountability, compliance, and appropriate use of University resources.

The University receives support from affiliated foundations and other supporting organizations
funded primarily through private donor contributions. While procurement card transactions may
be chargedtofoundationfunds ratherthan state or federalfunding sources, the audit results and
findings are based on compliance with established policies and proceduresregardless of funding
source.

Audit Findings

The University did not consistently administerits procurement card programin accordance with
University requirements. Auditors identified weaknesses in the procurement card process,
including transactions that were not reviewed timely, transactions that lacked required
supporting documentation, and system configurationsthat allowedtransactionsto be approved
without supervisory review. Auditors also identified purchases that did not comply with University
procurement card usage requirements, including prohibited purchases, transactions split to
avoid established transaction limits, and card spending limits that were not supported by
documented management approval. As a result, inappropriate, unauthorized, or prohibited
purchases may occur and go undetected, increasingthe risk of fraud, waste, abuse, and misuse
of University resources.



Executive Summary (continued)

Procurement Card Issues ldentified

Untimely review 87| $83,856
Prohibited purchase 58| $35,098
Automatic approval 521%$21,186
Missing business purpose 48 | $41,295

Non-travel related purchases 381%$22,638

No training prior to purchase 271%$16,437

Splittransactions 16 | $6,865

Missing supporting receipts 81]$5,349

Missing increased limit support 21 $3,040
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Recommendations

To strengthen procurement card oversight and improve compliance with University
requirements, OSA recommends that University management:

e Strengthen oversight of the card review process by monitoring compliance with review
requirements, ensuring supervisory reviews are completed within established
timeframes, and promptly addressing instances in which reviews are significantly
delayed.

e Strengthen monitoring controls over procurement card transactions to ensure required
documentationis obtained, reviewed, and retained in accordance with University policies
and procedures.

e Provide recurring training to cardholders, reviewers, and approvers regarding
documentation requirements, allowable purchasing requirements, prohibited
purchases, review responsibilities, and approval requirements.

e Reviewand update the procurement card system configurations to require documented
supervisory review before transactions can be approved.

e Periodically review all system configurations to ensure workflow settings remain
consistent with University policies and procedures and approval requirements.

e Strengthen enforcement of card usage requirements by ensuring reviewers and approvers
verify compliance with University policies and procedures before approving transactions.

e Establish procedurestoidentify, investigate, and address noncompliant transactions and
take appropriate corrective action when violations are identified.

e Periodicallyreview spendinglimitsestablishedwithinthe procurement card system
andverify they agree with documented approvals.
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Procurement and Travel Card Program Overview

Procurement cards (P-Cards) and travel cards (T-Cards) are financial tools used by universities
to purchase goods, services, and travel-related expenses for official business. These card
programs help streamline purchasing, reduce administrative effort, and limit the need for
employee reimbursements.

The card programs are authorized under North Carolina General Statutes § 143-49 and Section
01 NCAC 05B .1523 of the North Carolina Administrative Code and are administered through
Statewide Term Contract 946A, managed by the North Carolina Department of Administration,
Division of Purchase and Contract.

The University of North Carolina System Office (UNC System Office) established Regulation
1300.7.2togovern card programs across all constituent universities. Thisregulation requires that
all cardtransactions be for official university purposes and comply with applicable State laws and
university policies. Each university is responsible for implementing policies and procedures
consistent withthe UNC System Officeregulation and maintaining effectiveinternalcontrols over
card usage.

North Carolina Central University (University) uses two types of card programs: T-Cards for
employee travel expenses and P-Cards for all other eligible purchases. For purposes of this
report, both card types will be referred to as “procurement cards” unless otherwise noted.

Program Responsibilities and Oversight
Effective oversightreliesonclearly definedroles and responsibilities across the card programs:

e Cardholders use cards for official business, safeguard the card, retain required
documentation, and follow applicable policies and procedures.

e Reconcilers and approvers review transactions, verify supporting documentation,
confirm compliance with policies and procedures, and ensure transactionsare properly
coded and approved in a timely manner.

e Program administrators manage card issuance, establish spending limits, enforce
policies and procedures, and monitor overall card activity.

University leadership is responsible for maintaining adequate staffing and oversight of card
programs. In addition, internal audit functions are required to periodically evaluate compliance
and report results to governing bodies.

Procurement Card (P-Card) System

The University uses Bank of America asits procurement card issuer, transaction processor, and
card management system. Bank of America provides the procurement card infrastructure,
including issuing cards, authorizing transactions, and maintaining detailed transaction data.
Each transactioninitiated by cardholdersincludes key information such asthe transaction date,
merchant, amount, and merchant category code (MCC).



Background (continued)

The system also supports control features intended to prevent unauthorized or inappropriate
purchases, including spending limits and merchant category restrictions. In addition to
processing transactions, Bank of America serves as the University's primary system for
monitoring and managing procurement card activity. University personnel use the system to
review transactions, maintain supporting documentation, and perform supervisory reviews in
accordance with University policies and procedures.

Once approved, transaction datais used to support financialreporting and payment processing.
Travel Card (T-Card) System

The University uses Bank of Americaand Emburse Enterprise to process, track, and monitor travel
card transactions.

Bank of America serves as the travel card issuer and transaction processor. Each transaction
initiated by cardholders includes key information such as the transaction date, merchant,
amount, and merchant category code (MCC). The system also supports controlfeatures, such as
spending limits and merchant category restrictions, to help prevent unauthorized or
inappropriate purchases.

Transaction data from Bank of America is transmitted to Emburse Enterprise, the University's
expense managementandreconciliation system fortravel expenses. Emburse Enterprise allows
University personnel to review and approve transactions and maintain supporting
documentation. Cardholders, reconcilers, and approvers use the system to:

e Uploaditemized receipts and other supporting documentation

¢ Document the business purpose of transactions

e Assign appropriate accounting information

¢ Review and approve transactions within established timeframes
Once approved, transactiondatais used to support financial reporting and payment processing.
Procurement Card Rebate Incentive Program’

The University participates in North Carolina's procurement card Rebate Incentive Program.
Under the program, participating entities may receive rebate revenue from the cardissuerbased
on purchasing card activity and program performance criteria. The rebate programisintendedto
encourage the use of procurement cards for authorized business purchases while providing
participating entities an opportunity to generate additional revenue.

Rebate payments are issued annually and are based on procurement card activity during the
programyear, which runs from September 1 through August 31.The University received $140,624
in rebate revenue for the period September 1, 2024, through August 31, 2025.

"North Carolina Statewide Term Contract 946A — State Procurement Card



Background (continued)

University Foundation and Supporting Organization Funding

In addition to state and federal funding sources, the University receives support from affiliated
foundations and other supporting organizations that are funded primarily through private donor
contributions. As a result, procurement card transactions may be charged to foundation funds
ratherthan state orfederal funding sources. However, the audit results andfindings are based on
compliance with established policies and procedures and are not dependent on the funding
source associated with a transaction.
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Findings and Recommendations

1. Required Reviews Were Untimely

The University did not ensure required supervisory reviews of procurement card transactions
were performed and documented within the timeframe required by University policies and
procedures. During the audit period, the University processed 6,027 procurement card
transactions totaling approximately $2.8 million.

Auditors reviewed 477 P-Card transactions totaling $371,645 and identified 87 transactions
(18%) inwhichrequired reviewswere not completed within the timeframe required by University
policies and procedures. Specifically, the 87 transactions, totaling $83,856, were reviewed
between seven and 267 days after the required review date.

When required reviews are significantly delayed, unauthorized, unsupported, or otherwise
noncompliant, transactions may not be identified and addressed in a timely manner. Asaresult,
the risk of fraud, waste, abuse, and misuse of University resources increases, while reducing
management's ability to take timely corrective action and recover funds.

According to University management, the exceptions occurred because management did not
effectively monitor compliance with established procurement card review requirements.

University policies and procedures require procurement transactionsto be reviewed, reconciled,
and approved weekly.? The review process must include verification of supporting
documentation and compliance with applicable University requirements.

Recommendation: University management should strengthen oversight of the card review
process by monitoring compliance with review requirements, ensuring reviews are completed
within established timeframes, and promptly addressing instances in which reviews are not
performed or are significantly delayed.

2. Procurement Card Transactions Lacked Required Documentation

The University did not ensure required supporting documentation was maintained for
procurement card transactionsin accordance with University policies and procedures. During
the audit period, the University processed 6,027 P-Card transactions totaling approximately $2.8
million.

Auditors reviewed 477 P-Card transactions totaling $371,645 and identified 56 transactions
(12%) totaling $46,644 in which required supporting documentation was missingor incomplete.
Specifically,

e Eight transactions totaling $5,349 lacked required supporting receipts.

e 48 transactions totaling $41,295 lacked a documented business purpose.

Without documentation to support procurement card transactions, the University cannot
determine whether University funds were spent appropriately and for valid University purposes.

2North Carolina Central University, Procurement Card (P-Card) Manual (revised October 2025).



Findings and Recommendations (continued)

As aresult, inappropriate, unauthorized, or prohibited purchases may occurand go undetected,
increasing the risk of fraud, waste, abuse, and misuse of University resources.

According to University management, the exceptions occurred because management did not
adequately monitor compliance with procurement card documentation requirements.
Furthermore, cardholders, reviewers, and approvers were not adequately trained on
documentation and approval requirements.

University policies and procedures require cardholders to maintain adequate supporting
documentationfor procurement cardtransactions, includingitemizedreceipts and documented
business purpose.® Reviewers and approving officials are responsible for ensuring transactions
are adequately supported and comply with University requirements.

Recommendation: University management should strengthen monitoring controls over
procurement card transactions to ensure required documentation is obtained, reviewed, and
retained in accordance with University policies and procedures.

In addition, University management should provide recurring training to cardholders, reviewers,
and approvers regarding documentation requirements, review responsibilities, and approval
requirements.

Procurement Card Transactions Were Automatically Approved Without
Supervisory Review

The University’s procurement card system automaticallyapprovedtransactionstotaling $21,186
without requiring supervisory review. During the audit period, the University processed 6,027
procurement card transactions totaling approximately $2.8 million.

The procurement card systemincludes an optional configuration that can automatically approve
transactions once supporting documentation is uploaded, bypassing the required supervisory
review process.

Auditors reviewed 477 procurement card transactions totaling $371,645 and identified 52
procurement cardtransactions (11%)totaling $21,186 that were approved automatically without
supervisory review.

Automatic system approval allows transactions to bypass required supervisory review. As a
result, unsupported, unauthorized, inappropriate, or noncompliant transactions may go
undetected, increasing the risk of fraud, waste, abuse, misuse of University resources, and
financial loss.

According to University management, the system configurations related to approval hierarchies
and workflow settings were not periodically reviewed to ensure consistency with University
approval requirements.

3 North Carolina Central University, Procurement Card (P-Card) Manual 10 (revised October 2025).



Findings and Recommendations (continued)

University policies and procedures require procurement card transactions to be reviewed,
reconciled, and approved, including verification of supporting documentation and compliance
with applicable requirements.*

Recommendation: University management should review and update the procurement card
system configurations to require documented supervisory review before transactions can be
approved.

In addition, University management should periodically review all system configurations to
ensure workflow settings remain consistent with University policies and procedures and approval
requirements.

Procurement Card Activity Included Prohibited Purchases and Split Transactions

The University did not ensure procurement card transactions complied with University
restrictions onallowable purchases andtransaction limits. During the audit period, the University
processed 6,027 procurement card transactions totaling approximately $2.8 million.

Auditors reviewed 477 procurement card transactions totaling $371,645 and identified 139
transactions (29%) totaling $81,038 that did not comply with University policies and procedures.
Specifically:

e 27 transactions totaling $16,437 occurred for cardholders who had not completed
required P-Card training prior to using the P-Card.

e 38transactionstotaling $22,638 were processed using T-Cards for purchasesthat did not
qualify as allowable travel-related expenses under University policies and procedures.

e 58 transactions totaling $35,098 were processed using P-Cards for purchases that were
expressly prohibitedinthe University’s procurement card policies and procedures. These
transactions included purchases for invoice items, vendors who use third party billing,
travel, and subscription services.

e 16 transactionstotaling $6,865were usedto split five purchasesinto smallertransaction
amounts. These splits allowed the five purchases to fall below established transaction
limits that would otherwise have been exceeded, a practice expressly prohibited by
University policies and procedures.

Noncompliant transactions bypass established purchasing policies designed to ensure
procurement cards are used only for authorized purposes and funds are spentinaccordance with
University requirements. As a result, inappropriate, unauthorized, or prohibited purchases may
occur and go undetected, increasing the risk of fraud, waste, abuse, and misuse of University
resources.

Accordingto University management, the exceptions occurred because card usage requirements
were not consistently enforced, resulting in noncompliant transactions being approved and

4 North Carolina Central University, Procurement Card (P-Card) Manual 10-12 (revised October 2025).



Findings and Recommendations (continued)

processed. Furthermore, cardholders, reviewers, and approvers were nhot adequately trained on
allowable purchasing requirements.

University policies and procedures require procurement cards to be used only for
authorized purchases and prohibit transactions that circumvent established purchasing
controls.® Cardholders, reviewers, and approvers are responsible for ensuring transactions
comply with applicable card usage requirements and University policies and procedures.

Recommendation: University management should strengthen enforcement of card usage
requirements by ensuring reviewers and approvers verify compliance with University policies and
procedures before approving transactions.

In addition, University management should establish procedures to identify, investigate, and
address noncompliant transactions and take appropriate corrective action when violations are
identified.

Furthermore, University management should provide recurring training to cardholders,
reviewers, and approvers regarding allowable purchasing requirements, prohibited purchases,
review responsibilities, and approval requirements.

. Procurement Card Spending Limits Exceeded Approved Authorizations

The University did not ensure procurement card spending limits were supported by documented
management approval. During the audit period, the University had 140 issued cardholders.

Auditors reviewed the spending limits assigned to all cardholders during the audit period and
found 7 cardholders (5%) were assigned one or more spending limits that exceeded the limits
documented on approved cardholder applications. Specifically,

e Five cardholders were assigned single transaction limits of $4,999.99 despite approved
limits ranging from $1,000 to $2,500.

e Five cardholders were assigned daily spending limits ranging from $7,500 to $10,000
despite approved spending limits ranging from $2,500 to $5,000.

e Six cardholders were assigned monthly spending limits ranging from $9,000 to $50,000
despite approved spending limits ranging from $5,000 to $25,000. This included two
cardholders whose approved monthly spending limit was $5,000; however, they were
assigned a system limit of $50,000, or ten times their approved limit.

In addition, auditors identified two cardholders whose approved single transaction spending
limits of $1,000 were temporarily increased to accommodate purchases of $1,790 and $1,250,
respectively. However, University management could not provide documentation that the
temporary limit increases were approved.

5 North Carolina Central University, Procurement Card (P-Card) Manual 12 (revised October 2025).
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Findings and Recommendations (continued)

Spending limits that exceed approved authorizations weaken internal controls designed to
restrict purchasing authority and safeguard University resources. Without documented review
and approval of spending limit changes, cardholders may make purchases beyond their
authorized spending authority, increasing the risk of unauthorized purchases, inappropriate
spending, fraud, waste, abuse, and misuse of University resources.

According to University management, the exceptions occurred because management did not
adequately monitor procurement card system settings to ensure spending limits remained
consistent with documented approvals and that changes to established limits were properly
authorized and documented.

University policies and procedures require cardholder spending limits, including single
transaction, daily, and monthly limits, to be established based on documented management
approval.® Any changes to approved spending limits, including temporary increases, must be
properly authorized and supported by documentation.

Recommendation:University management shouldimplement proceduresto periodically review
spending limits established within the procurement card system and verify they agree with
documented approvals.

8 North Carolina Central University, Procurement Card (P-Card) Manual 6 (revised October 2025).
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Objective, Scope, and Methodology

Objective

The objective of this performance audit was to determine whether North Carolina Central
University (University) administered and monitored its procurement card and travel card
programs to ensure compliance with established policies and procedures.

Scope
The audit scope’ included procurement card (P-Card) and travel card (T-Card) transactions at the
University forthe periodJuly 1,2025, through February 28, 2026. For purposes of thisreport, both
card types will be referred to as “procurement cards” unless otherwise noted.
Methodology
To determine if the objective was met, auditors:

e Reviewed State laws and regulations relevant to procurement card programs.

e Reviewed University policies and procedures governing procurement card programs.

e InterviewedUniversity personnelto gain an understanding of procurement card program
oversight and administration.

e Obtained procurement card transaction data for the audit period from Bank of America
and Emburse Enterprise.

e Analyzedprocurement cardtransaction data and evaluated cardholder purchase activity.

e Reviewed available supporting documentation for selected transactions to determine if
they were consistent with applicable policies and program requirements.

Auditors analyzed procurement card data to identify spending patterns and indicators of potential
risk. Procedures included evaluating cardholder activity, transaction characteristics, spending
categories,and merchantinformationtoidentify transactionsforfurtherreview. See Appendices
forinformation on card usage and activity.

Specifically, auditors performed analyses to identify:
e Transactions associated with employees who had separated from the University
e Transactions near established card limits or potential circumvention of spending limits
e Duplicate or overlapping cardholder accounts
e Recurring transactions and subscription-based payments
e Duplicate or split payment transactions

e Transactions involving higher-risk merchant category codes and merchants

7 The scope did not include acomprehensive review of compliance with all applicable policies for every transaction.
Audit procedures were designed to identify areas of potential risk and significant activity that were selected for further
review.



Objective, Scope, and Methodology (continued)
Additional Methodology Considerations

Whenever sampling was used, auditors applied a nonstatistical approach. Therefore, results
could not be projected to the population. This approach was determined to support audit
conclusions adequately.

Because of the test nature and other inherent limitations of an audit, together with limitations of
any system of internal and management controls, this audit would not necessarily disclose all
performance weaknesses or lack of compliance.

This audit was designed to identify, for those programs, activities, or functions included within
the scope of the audit, deficiencies in internal controls significant to our audit objectives. As a
basis for evaluatinginternal control, auditors applied the internal control guidance contained in
professional auditing standards. However, our audit does not provide a basis for rendering an
opinion on internal control, and consequently, we have not issued such an opinion.

We conducted this performance audit in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based onour audit objectives. We believe that the evidence obtained provides areasonable basis
for our findings and conclusions based on our audit objectives.

10
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Jumes B, Shepard, Foundor

OFFICE OF THE CHANCELLOR

Office of the State Auditor
Attn: State Auditor
20601 Mail Service Center
Raleigh, NC 27699

September 22, 2026
Dear State Auditor,

North Carolina Central University appreciates the opportunity to respond to the Office of the State
Auditor’s performance audit report. The University agrees with the recommendations and remains
committed to safeguarding public resources and strengthening the oversight, monitoring, documentation,
training, and system controls supporting its procurement card and travel card programs.

Beginning in April 2025, the University initiated several improvements to its card programs, including
updating its card-program manuals, implementing electronic card application and maintenance forms,
developing required P-Card and T-Card e-learning courses, establishing purchasing and travel onboarding
training for new employees, and implementing a standardized process for documenting card violations.
The responses below describe these improvements and the additional corrective actions the University has
completed or will implement to address the audit findings.

1. Required Reviews Were Untimely

Recommendations

University management should strengthen oversight of the card review process by monitoring compliance
with review requirements, ensuring reviews are completed within established timeframes, and promptly
addressing instances in which reviews are not performed or are significantly delayed.

University Response
The University agrees with the findings and recommendations. The University will take the following
corrective actions:

e Implement centralized weekly exception reporting to identify transactions that have not been
reviewed, reconciled, and approved within the required timeframe.

e Send escalating notifications to cardholders, reconcilers, approvers, and department leadership
when reviews are overdue.

e Document follow-up and corrective actions for significantly delayed reviews, including card
suspension or other sanctions when repeated noncompliance occurs.

e Provide management with periodic compliance reports so that trends and recurring exceptions can
be addressed promptly.

Implementation is underway and will be completed by December 31, 2026. The Director of Procurement,
in coordination with the designated P-Card and T-Card Program Administrators, is responsible for these
corrective actions.

2. Procurement Card Transactions Lacked Required Documentation Recommendations
Recommendations

NORTH CAROLINA CENTRAL UNIVERSITY ¢ 1801 FAYETTEVILLE STREET ¢ P.O. BOX 19617 « DURHAM, NC 27707 « (919) 530-6104 « FAX (919) 530-5014
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James I, Shopard, Foundor

OFFICE OF THE CHANCELLOR

University management should strengthen monitoring controls over procurement card transactions to
ensure required documentation is obtained, reviewed, and retained in accordance with University policies
and procedures.

In addition, University management should provide recurring training to cardholders, reviewers, and
approvers regarding documentation requirements, review responsibilities, and approval requirements.

University Response
The University agrees with the findings and recommendations. The University will take the following
corrective actions:

e Revise reconciliation and approval procedures to require an itemized receipt and a clear,
transaction-specific business purpose before approval, with a documented missing-receipt
procedure when an original receipt is unavailable.

e Use periodic compliance reviews and exception reports to identify missing or incomplete
documentation and require timely correction.

e Develop recurring role-based training for cardholders, reconcilers, and approvers covering
documentation standards, review responsibilities, approval requirements, and records retention.

e Track training completion and apply appropriate restrictions when required training or
documentation remains outstanding.

The University has implemented required e-learning courses for new card-program participants covering
documentation requirements, itemized receipts, transaction-specific business-purpose descriptions,
reconciliation, review, and approval responsibilities. Existing card-program participants were required to
retake the applicable training in March 2026. Recurring training will continue, and enhanced compliance
reviews and exception reporting will be fully implemented by December 31, 2026, to identify and correct
missing or incomplete documentation. The Director of Procurement, in coordination with department
approvers and the designated P-Card and T-Card Program Administrators, is responsible for these
corrective actions.

3. Procurement Card Transactions Were Automatically Approved Without Supervisory Review
Recommendations

Recommendations

University management should review and update the procurement card system configurations to require
documented supervisory review before transactions can be approved.

In addition, University management should periodically review all system configurations to ensure
workflow settings remain consistent with University policies and procedures and approval requirements.

University Response
The University agrees with the findings and recommendations. The automatic approvals resulted from an
automatic-approval feature that had previously been enabled in the procurement card system. The
University corrected the system configuration in October 2025, during the audit period. Transactions are
no longer automatically approved solely because supporting documentation has been uploaded.
To sustain the corrective action, the University will:
e Periodically validate approval hierarchies and workflow rules to confirm that each transaction
receives documented supervisory review before final approval.
e Perform and document end-to-end testing following future configuration changes.
e Conduct and document a review of system access, approval hierarchies, and workflow
configurations at least annually and after material system or organizational changes.

NORTH CAROLINA CENTRAL UNIVERSITY 1801 FAYETTEVILLE STREET ¢ P.O. BOX 19617 « DURHAM, NC 27707 « (919) 530-6104 « FAX (919) 530-5014
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Jamas K. Shepard, Foundor

OFFICE OF THE CHANCELLOR

The configuration correction was completed in October 2025. Ongoing validation and periodic
configuration reviews will continue thereafter. The Director of Procurement, in coordination with
Enterprise Applications/Information Technology and the designated P-Card and T-Card Program
Administrators, is the responsible official.

4. Procurement Card Activity Included Prohibited Purchases and Split Transactions Recommendations

Recommendations

University management should strengthen enforcement of card usage requirements by ensuring reviewers
and approvers verify compliance with University policies and procedures before approving transactions.
In addition, University management should establish procedures to identify, investigate, and address
noncompliant transactions and take appropriate corrective action when violations are identified.
Furthermore, University management should provide recurring training to cardholders, reviewers, and
approvers regarding allowable purchasing requirements, prohibited purchases, review responsibilities, and
approval requirements.

University Response
The University agrees with the findings and recommendations. The University will take the following
corrective actions:

e Update the card-program manual to further define split transactions and clarify reviewer and
approver responsibilities.

e Use transaction analytics and targeted monitoring to identify prohibited purchases, non-travel
purchases made using T-Cards, third-party billing, subscriptions, invoices, and potential split
transactions.

e Create a documented case-management and escalation process for violations.

e Require training before card activation or use and provide recurring, role-based refresher training
to cardholders, reviewers, and approvers.

The University’s required e-learning courses address allowable and prohibited purchases, split
transactions, appropriate card use, and the responsibilities of cardholders, reconcilers, and approvers. New
card-program participants must complete the applicable training, and existing participants were required
to retake it in March 2026. The University also implemented a standardized Bank of America (BOA)
Card Violation Form in August 2026. The remaining corrective actions, including enhanced transaction
monitoring and a documented violation escalation process, will be completed by December 31, 2026. The
Director of Procurement, in coordination with the designated P-Card and T-Card Program Administrators,
department approvers, and appropriate University compliance offices, is responsible for these corrective
actions.

5. Procurement Card Spending Limits Exceeded Approved Authorizations Recommendations
Recommendations

University management should implement procedures to periodically review spending limits established
within the procurement card system and verify they agree with documented approvals.

University Response
The University agrees with the findings and recommendations. The University will take the following
corrective actions:

e Reconcile all active cardholders’ single transaction, daily, and monthly system limits with
approved applications and correct any discrepancies.

NORTH CAROLINA CENTRAL UNIVERSITY ¢ 1801 FAYETTEVILLE STREET ¢ P.O. BOX 19617 « DURHAM, NC 27707 « (919) 530-6104 « FAX (919) 530-5014

NORTH CAROLINA CENTRAL UNIVERSITY IS A CONSTITUENT INSTITUTION OF THE UNIVERSITY OF NORTH CAROLINA
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e Verify that all permanent and temporary limit changes are supported by an approved electronic
request.

e Ensure temporary increases include an effective date and expiration date and are removed
promptly after the approved period.

e Conduct and document spending-limit reviews at least annually.

In May 2025, the University implemented an electronic form requiring documented approval for
permanent and temporary spending-limit changes. By November 30, 2026, the University will compare
the single transaction, daily, and monthly limits for all active cardholders with the approved
documentation and correct any discrepancies. The University will complete its first annual review by June
30, 2027, and will complete subsequent reviews by June 30 each year. The Director of Procurement, in
coordination with the designated P-Card and T-Card Program Administrators, is responsible for these
corrective actions.

Conclusion

The University has implemented electronic card forms, updated manuals, e-learning, March 2026 BOA
Card retraining, and an August 2026 BOA Card Violation Form. It will complete the remaining reporting,
monitoring, configuration-review, spending-limit reconciliation, and recurring-training actions according
to the timelines above and will monitor them to sustain compliance with University and State
requirements.

Sincerely,

Karrie G. Dixon, Ed.D.
Chancellor
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Appendix A

Card Usage and Activity
Auditors analyzed purchase card transaction data to identify key spending characteristics and

activity & for all cardholders at the University during the audit period of July 1, 2025, through
February 28, 2026. Total card activity included:

i P CARD SPENDING T CARD SPENDING

e $892,394 $1,897,949

across 2,163 transactions across 3,864 transactions

76 P-Cards Issued 64 T-Cards Issued

- AN /

CARDHOLDERS

do Total Acti Executive Professional
otal Active Leadershi rofessiona
Qb 1 1 5 Cardholders 1 7 Roles P 98 Staff Roles

During the audit period, 115 individuals held a procurement or travel card, representing 5% of the
University’s average of 2,517 full-time employees during fiscal year 2025.

Spending Distribution Cardholder Roles®

$2,000,000
$1,800,000
$1,600,000
$1,400,000
$1,200,000
$1,000,000
$800,000
$600,000
$400,000
$200,000
$0 I N
Executive Leadership Professional Staff
m Purchase $121,822 $770,572
H Travel $131,994 $1,765,955

8 According to University Procurement and Travel card activity obtained from Bank of America and Emburse
Enterprise.
¢ Executive Leadership includes senior administrators, leadership support staff, and athletic head coaches.
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Spending by Card Type

Appendix A (continued)

P-Cards accounted for approximately 32% of total spending, while T-Cards accounted for

approximately 68%.

Spending Limits and Card Profiles

$1,897,949

P Card
$892,394

Total
$2,790,343

The University's procurement card programs established spending profiles that included single
transaction, daily, and monthly spending limits for each cardholder. Cardholders were assigned
the same spending limits based on the type of card assigned.

P-Card Limits

Professional

Single Staff Executive
Transaction Limit Daily Limit Monthly Limit Cardholders | Leadership
$1,000 $2,500 $5,000 45 -
$5,000 $7,500 $9,000 19 3
$5,000 $7,500 $15,000 110 -
$5,000 $7,500 $20,000 - 1
$5,000 $7,500 $50,000 2u -
$5,000 $10,000 $50,000 212 -

0 Cardholder is a part of the Law School staff.

" Cardholders are a part of Campus Enterprises.

2 Cardholders are a part of Facility Operations.
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Appendix A (continued)

T-Card Limits

Single Professional
Transaction Staff Executive
Limit Daily Limit Monthly Limit Cardholders Leadership
N/A N/A $7,000 29 14
N/A N/A $15,500 4 2
N/A N/A $22,500 1 -
N/A N/A $100,000 113 -
N/A N/A $500,000 11 -

3 Cardholder is a part of Campus Enterprises.
4 Cardholder is a part of the Travel Office.
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Appendix B

P-Card Spending Profile

University spending across the Top 10 categories was $412,454 and accounted for 46% of total
P-Card spending.

P-Card Spending: Top 10 Categories

Book Stores I 03,026
Membership Orgs. I 53,655
Business Services I $47,994
Charitable Orgs. NN 544,305
Home Supply Warehouse Stores I $39,205
Industrial Supplies NG $31,219
Colleges and Universities NN 329,466
Computer Software Stores I $23,277

Consulting Services 1IN $23,125
Schools And Educational Services IIIIIIIININEGEGEGEE $22,182

$0 $20,000 $40,000 $60,000 $80,000 $100,000

University spending across the top 10 merchants was $214,967 and accounted for 24% of total
P-Card spending.

P-Card Spending: Top 10 Merchants

Amazon $98,707

Lowe's Home Improvement
Ludlum Measurements
AAAS-EHR Conference

Penji

The Home Depot
University Club of Durham
Wynn Essentials

ACR Supply Company

Monday.com
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Appendix B (continued)
Administrative and Departmental Purchases

Spending within book stores, business services, industrial supplies, computer software stores,
and consulting services were associated with a broad range of departmental purchases,
including office supplies, technology accessories, instructional materials, memberships,
registrations, and other administrative expenditures. Related spendingwas concentrated among
vendors such as Amazon, Ludlum Measurements, ACR Supply Company, Penji, Wynn Essentials,
and Monday.com.

Facilities and Operational Purchases

Spending within home supply warehouse stores was driven primarily by purchases from Lowe's
and The Home Depot for facilities, maintenance, and operational materials.

Professional Development, Registrations, and Memberships
Spending within membership organizations, charitable organizations, educational services, and
colleges and university categories primarily supported conference registrations, accreditation-

related activities, training, professional memberships, certifications, sponsorships, event
participation fees, and other professional development opportunities.
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Appendix C

T-Card Spending Profile

University spending acrossthe Top 10 categorieswas $1,746,100 and accounted for 92% of total
T-Card spending.

T-Card Spending: Top 10 Categories

Hotels / Lodging I $541,122

Flights/ Air Travel I $327,800
Caterers I $145,348

Eating Places And Restaurants | $115,733

TravelAgencies I $88,524

MembershipOrgs. | $77,319

Business Services [l $48,203
CarRental [l $39,384

Charitable Orgs. I $35,510

Wholesale Clubs | $27,157

$0 $200,000 $400,000 $600,000 $800,000 $1,000,000

T-Card Spending: Top 10 Merchants

University spending acrossthe Top 10 merchantswas $1,030,291 and accounted for 54% of total
T-Card spending.

Hiton Hotels
DeltaAir
Travelmax Global
American Air
Holiday Inn
Sheraton
Wildwood Inn




Appendix C (continued)
Conferences, Events, and External Engagement Activities

Spending within travel-related categories primarily supported conference attendance,
recruitment efforts, professional development, athletics-related travel, fundraising events, and
other University business activities. As a result, expenditures were concentrated in airfare,
lodging, transportation, and travel agency categories.

Food and Event-Related Purchases

Spendingwithin catering, restaurant, and wholesale club categories primarily supported athletic
team meals, conference attendance, employee travel, meetings, events, and otherfood-related
University activities.

Professional Development, Registrations, and Memberships

Spending within membership organizations, charitable organizations, and business services
categories primarily supported conference registrations, accreditation-related activities,
training, professional memberships, certifications, sponsorships, event participation fees, and
other professional development opportunities.
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Appendix D

Executive Leadership P-Card Spending Profile

Executive Leadership spending acrossthe Top 10 categorieswas $72,710 and accounted for 60%
of total Executive Leadership P-Card spending.

Executive Leadership: P-Card Top 10 Categories

Book Stores | 617,233
Restaurantsand Fast Food [N ©10.295
Home Supply Warehouse Stores || NN $5.233
colteges and Universities || N ENEIEIGNGE 357.222
Medical Services & Health Practitioners || NNNNGEGEGEGE 35552
Theatrical Producers, Ticket Agencies | I $5.109

ProfessionalServices [N $2.775

Civic, Social, and Fraternal Associations ||| N NN 3$.760
Advertising Services | I 52438
Business Services |G $4.043
$0 $4,000 $8,000 $12,000 $16,000 $20,000

Executive Leadership spending acrossthe Top 10 Merchants was $63,261 and accounted for 52%
of total Executive Leadership P-Card spending.

Executive Leadership: P-Card Top 10 Merchants

Georgia State University
University Club of Durham
Subject 2 Change Customs
Leadership Triangle
Lenovo Center Food Service
The Cleaning Authority
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Appendix D (continued)

Administrative and Departmental Purchases

Spending within book stores, business services, medical services, professional services, and
advertising services categories were expenditures associated with a broad range of departmental
purchases, including office supplies, technology accessories, instructional materials, athletic
program support, promotional materials, and other administrative expenditures. Related
spending was concentrated among vendors such as Amazon, Rapid Reboot, and Subject 2
Change Customs.

Food and Event-Related Purchases

Spending within the restaurant category primarily supported University-sponsored events,
including the Executive Leadership’s Holiday Event held at the University Club of Durham.

Facilities and Operational Purchases

Spending within home supply warehouse stores was driven primarily by purchases from Lowe's
for facilities maintenance, repairs, and operational materials.

Professional Development, Registrations, and Memberships

Spending within membership organizations, charitable organizations, educational services,
theatrical producers, and colleges and universities categories primarily supported conference
registrations, training, professional memberships, certifications, sponsorships, event
participationfees, leadership development, and other professional and institutional engagement
activities.
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Appendix E

Executive Leadership T-Card Spending Profile

Executive Leadership spending across the Top 10 categories was $120,919 and accounted for
92% of total Executive Leadership T-Card spending.

Executive Leadership: T-Card Top 10 Categories

Hotels I 540,359
Restaurantsand Fast Food [N :20.095
IO 00 EESERES
carRental [ IINININGGEGEE $15.081
TravelAgencies [ $6.320
Caterers [ $6.291
Wholesale Clubs [ $4.969
Colleges and Universities [l $3,018
Civic, Social, and Fraternal Associations - $2,879
Transportation [ $2,717
$0 $10,000 $20,000 $30,000 $40,000 $50,000

Executive leadership spending acrossthe Top 10 Merchantswas $75,530 and accounted for 57%
of total executive leadership T-Card spending.

Executive Leadership: T-Card Top 10 Merchants

Marriott $18,269

Enterprise Rent-A-Car $11,643
Delta Airlines $8,114
Summercamp $6,309
American Airlines $6,274
Airbnb $6,112

EzCater $5,958

Hyatt Hotels $5,083

Sam's Club $4,969

Durham Chamber of Commerce $2,799




Appendix E (continued)
Conferences, Events, and External Engagement Activities

Spending within travel-related categories primarily supported conference attendance,
professional development, athletics-related travel, and other University business activities. Asa
result, expenditures were concentrated in airfare, lodging, transportation, and travel agency
categories.

Food and Event-Related Purchases

Spendingwithin catering, restaurant, and wholesale club categories primarily supported athletic
team meals, conference attendance, employee travel, meetings, events, and otherfood-related
University business activities.

Professional Development, Registrations, and Memberships

Spending within college and university and civil and social association categories primarily
supported conference registrations, professional memberships, certifications, sponsorships,
leadership development, accreditation-related activities, and participation in higher education,
athletics, and professional organizations.
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Ordering Information

Copies of this report may be obtained by contacting:

Office of the State Auditor
State of North Carolina
20601 Mail Service Center
Raleigh, North Carolina 27699

Telephone: 919-432-4050
Fax: 919-807-7647
Internet: www.auditor.nc.gov

( ) NC State Auditor

TIPLINE

SUSPECT FRAUD? LEAVE A TIP.

To report alleged incidents of fraud, waste or abuse in state government
contact the Office of the State Auditor’s Tipline:

Telephone:1-800-730-8477

Internet: www.auditor.nc.gov/about-us/state-auditors-tipline

This audit required 1,257 hours at an approximate cost of $188,933.
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